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This new pamphlet provides guidance in handbook format to the Director of
Information Management (DOIM) for the purpose of day to day management of the
Information Mission Area. It provides guidance for the disciplines of

automation, telecommunications, visual information, records management, and
publications and printing and their related programs and library management.
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Chapter 1 (4) Resource Management and Plans Divisibhis staff element

Introduction develops the integrated information requirements, and the architec-
tures, configurations, policies, plans, programs, and budgets that
1-1. Purpose support them.

This pamphlet provides guidance to carry out policies and proce- (5) Logistics Support DivisioriThis staff element ensures neces-
dures of The Army Information Resources Management Programsary logistical support (maintenance, supply, transportation, facility,
prescribed in AR 25-1. This pamphlet assists those who provide ancand personnel) is provided to the DOIM staff and operational activi-
obtain information services at Army installations and other Depart- ties. For unique USAISC support, it coordinates directly with the
ment of the Army (DA) activities except in the National Capital appropriate USAISC element. For common support, it coordinates
Region (NCR). Telecommunications services and equipment in thedirectly with the appropriate garrison support element.

NCR are provided by the Defense Telecommunications Service— (6) Operational information activitiesThese activities provide

Washington (DTS-W) per AR 1-29. information services and products to the installation customers.
Presently the majority of these activities are single discipline activi-
1-2. References _ties (telecommunications, automation, VI, records management, or

Required and related publications and referenced forms are listed i

appendix A rbublishing and printing). The goal of the IMA is to integrate these

single discipline activities into a multi—discipline information serv-
ice and support activity consistent with good business practices and
cIhe needs of information management customers.

(7) Single discipline installation operational information activi-
ties. These IMA services are O&M by the USAISC organization
1-4. Directorate of Information Management Offices under the operational control of the DOIM. These O&M services

Appendix B establishes a serving support area for Directorates ofaré as follows:

Information Management Offices in the continental United States (&) Telecommunications Centers (TCCs).

(CONUS) and outside of the continental United States (OCONUS). (b) Telephones. ,

The indicated office provides information services support to Army ~ (€) Installation support radio systems.

activities located in the designated geographical area. This includes (d) Information Processing Facilities (PFs). o
mobilization planning assistance for information services to desig- (€) VI support services (minus those placed under training).
nated State Operated Mobilization Stations (SOMS). Upon mobili- (f) Mail and distribution centers.

zation, the offices provide information services support to(g) Printing plants and duplication/reproduction centers.
Federalized State Area Commands (STARCS) located within their (h) Records holding area.

1-3. Explanation of abbreviations and terms
Abbreviations and special terms used in this pamphlet are explaine
in the glossary.

geographical area of responsibility. (i) Forms and publications support centers.
(8) Multi—discipline installation operational information
1-5. Prescribing directive services.
AR 25-1 provides general installation/activity information services  (a) Information centers (ICs.)These are multi-discipline opera-
responsibilities. tional activities providing integrated information customer support
) L ) in the form of advice and assistance.

1-6. Installation/activity information manager (b) Information Service Support Centers (ISSTsjese are mul-

a. Director of Information Management (DOMM)e DOIM ti—discipline installation operational information activities providing

manages the Army’s information services at the installation level as«gpe stop” delivery of all types of information services and products
prescribed in AR 5-3. Through the DOIM, integrated sustaining i the customer. This may include a combination of paper mail and
base information services and support are provided to the installayistripution now provided by records management activities, elec-
tion or comparable activity which includes tables of organization {rgnic messages now provided by telecommunications message cen-
and equipment (TOE) units while in garrison. Installation/activity terg, computer output now provided by the IPF, VI products now
information management encompasses all the disciplines of the Inoyided by visual information activities, and other information
formation Mission Area (IMA)—telecommunications, automation, seryices and products now provided by other single information
visual information (VI), records management, and publishing and giscipline operational activities. Information service support centers
printing. The U.S. Army Information Systems Command (USAIC) routinely report to the OSID.

operate and maintain (O&M) those installation/activity operational (c) Other.Other integrated information support activities are cre-
activities that provide information services. These activities and gied as required by local commanders and DOIMs.

their associated assets are placed under the operational control of the

installation commander/DOIM. Exceptions include VI activities—7. DOIM functions

placed under training. From an IMA perspective, the DOIM—

b. The DOIM infrastructureThe standard DOIM organization is a. Directs the review and revalidation program for all installation
charted in figure 1-1 and consists of the following: information services.

(1) Office of the Director.The director is the installation com- b. Provides for a continuing mission analysis of common-user

mander’s information manager and works directly for the installa- information services and facilities. Appropriate adjustments to these
tion commander or an appointed representative. The Director isservices are made in conformance with standards established for
“dual hatted” as the DOIM and as the commander/director of the such services.

USAISC supporting tenant organization. The DOIM is assigned to c. Provides for a formal biannual review of dedicated services
USAISC and placed under the operational control of the installation and equipment. Recommendations based on technically documented
commander. The DOIM provides direct supervision of all informa- results of the review are forwarded to the appropriate Army com-

tion services and operational activities. mander for revalidation or deletion of nonessential services.
(2) Administrative office (as requiredJhis office provides inter- d. Functions as the Army information leasing agency (within the
nal administrative support to the directorate. respective geographical areas), for locally leased information re-
(3) Operations and Systems Integration Division (OSIDRis quirements, such as changes or deletions to existing leased services

staff element provides staff management oversight and supervisioror facilities.

of the operational information services activities for the DOIM. This  e. Provides direction and assistance pertaining to the acquisition,
element is also responsible for the integration of new and upgradedise, control, and resource management of Army installation infor-
information systems. The scope of staff responsibility includes the mation services and facilities.

total IMA f. Ensures all common user information systems are reviewed on
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a continuous basis and the services are revalidated or adjusted at 0. Receives, checks, and verifies all bills rendered for informa-

least annually. tion services or facilities at the installation, and forwards bills to-
g. Approves or disapproves routine over—the—counter Capability 96ther with support documents, to the finance and accounting office
Requests (CAPR). (FAO) for payment.

h. Provides assistance to the procurement contracting offi #’ Furnishes the FAO de_lta for preparing bills for unofficial tele-
PCO) in obtaining | d inf i . ‘f) one and telegraph services.
( ) ) |n. 0 aumng .ease information servg:es. ) ] g. Prepares and certifies SF 1034 (Public Voucher for Purchases
i. Nominates individuals to perform the duties of contracting offi- and Services Other Than Personal), entering the proper accounting
cer's representative (COR) when circumstances require such actionglassification (AR 37-108).
j. Ensures all information system requirements are processetl Prepares DD Form 1131 (Cash Collection Voucher) for use in
through the DOIM office. transmitting collections to the appropriate FAO with supporting da-
k. Prepares an economic analysis on CAPRs when required. (@ Per the procedure prescribed in AR 37-108.

. Ensures proper O&M of installation information systems and _ > Submits DD Form 2406 (Miscellaneous Obligation Document),
fac.ilities prop Y covering commitments, obligations, and expenses for information

) o services expenditures to the FAO, per AR 37-108.

m. Prepares DD Form 1367 (Commercial Communications Work ¢ Serves as a member of the installation planning board and as
Order (CCWO)) within the limitations specified by the Maximum chairman of the Information Management Support Council (IMSC).
Limit/Communications Service Authorization (ML/CSA). u. Analyzes the Lease Communications Management Information

n. Maintains all required forms and records pertaining to the System (LOMIS) data printout to ensure its integrity and provide
functions of information systems, including a file of maps and changes to the U.S. Army Commercial Communications Office

plant—in—place drawings as part of the cable plant records. (USARCCO).
v. Coordinates control of non-Department of Defense (DOD)

commercial publication distribution per AR 210-7, AR 600-20, and
AR 360-81. The installation/activity public affairs officer and the
staff judge advocate and consulting agencies.
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Directorate

of ) Admin
Information Office
Management

Integrated Multi-Disciplined Staff Elements

Operations and Systems Resource Logistics
Integration Management and Support
Division Plans Division Division
Typical Operational Information Management Support Activities
Automation, Include Visual Information Telecommunication Records
Office Automation Support Support Management Support
Spt Activities 1 Activities 1 & 2 Activities 1 Activities 1
Publications Information .
and Printing Service Spt Information
Spt Activities 1 Centers 3 Centers 3

1. To extent feasible, all staff elements would be multi-discipline

2. Atinstallation level, may be assigned to TSC under DPTM

3. To extent feasible, operaticnal information service activities should be
mutti-discipline for efficiency and effectiveness

Figure 1-1. Directorate of Information Management

Chapter 2 such areas as information requirements development, end—user com-
Integrated Services Support Operational Activities puting, technical configuration and integration, media selection, pro-

curement procedures, and IMA regulatory guidance and
2-1. General interpretation.

b. ISSCs are operational activities that provide one—stop pickup
: nd delivery of all types of information services and products. This
L?k?gsin?;ﬁ;tfgnmggir\ﬂ%: and DOIMs are encouraged to Ilnteglr"jlté;jlnay include a combination of paper r_nail and_distribution, electronic
o : ) messages, computer output, visual information (VI) products, and
a. ICs provide integrate IMA customer support in the form of other information services and products now provided by single
technical advice and assistance. This support may include user traininformation discipline operational activities.
ing, hardware and software displays and demonstrations, software

clearing house service, and technical user consultation services i?—2. Information center ) ) o
a. IC conceptThe basic concept behind the IC is helping infor-

mation users become more confident and competent in the use of

Typical multi-IMA—discipline operational activities include ICs and
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information technology tools as they work to achieve organizational and considers their missions, unique needs, and computer literacy,
goals. This includes helping the users learn to retrieve, manipulateand considers the size of the organizations to be supported. The IC
and present data through end-user computing tools. The IC hasnanager surveys the user community to determine what services
many definitions. All embrace the concept that the IC provides and improvements users believe would benefit their work. The num-
technical support to end-users. ber, size, and interconnection of installed equipment determines the
b. The IC mission. proper scope of IC support.
(1) The IC is the first point of contact for users who have to c. Identification of IC servicesFollowing is a partial list of
develop technical solutions to meet organizational informatipotential IC services:
needs. The IC helps users assume responsibility for much of their (1) Understanding the organization’s business and identifying
own systems development and information processing. The IC goalfunctional areas that are suitable for technology insertion. (See para
is to increase users self—sufficiency in information processing, thus2-4.)
increasing productivity. Although the IC mission varies widely from  (2) Helping customers to determine technical solutions for identi-
the installation to installation, the primary objectives are basically to fied information requirements through the end-user needs analysis.

provide— (See para 2-4.)

(@) The end-user community with technical advice on use of (3) Referring customers to the IPF or other support organizations
hardware, network, and software productivity tools. when additional technical support is required.

(b) Access to needed data. (4) Advising the user about procedures to follow when the need

(c) Product-related education, training materials, and guidance.for development assistance from the DOIM or other development
(2) With the advance in end—user computing technology informa- organization is identified.
tion users can become information managers. The IC can assist (5) Providing cost justification assistance to end-users.
users of these productivity enhancing tools so they can provide (6) Matching approved equipment and software with users’
many of the information services that formerly required lengthy, requirements.
costly development by professional software engineers. By transfer- (7) Educating users in system security, backup, and recovery
ring many of the systems development and processing functions tqprocedures, and providing technical advice to help implement
the user, the IPF can focus on organization-wide requirements fomeeded controls.
advanced technical solutions. (8) Assisting users in defining and resolving hardware and soft-
(3) The IC also can coordinate the installation’s use of technol- ware problems.
ogy resources. As a close intermediary with the end-user, the IC is (9) Providing technical assistance to help users plan, procure,
in a position to ensure that all solutions applied by user organiza-install, and administer local area networks.
tions are integrated with the Installation’s overall plans, and with (10) Providing documentation necessary to obtain standard IMA
installation, major Army commands (MACOMs), Army, and DOD equipment and services.
policies. (11) staying informed on industry’s advancements and relating
(4) The IC develops a mission statement defining a goal for IC this knowledge to further the IC mission.
services and the bounds of IC activities. The mission statement (12) Marketing IC tools and services.
advises management and the user community what IC services are (13) Conducting research to discern user requirements and obtain
available. Without a mission statement, the IC has little justification feedback on IC services.
in accepting certain requests while rejecting others. ICs emphasize (14) Maintaining a hot line. Often, a telephone number is the best
the support role rather than develop a controlling interest in sup-emergency kit for a stymied user. A friendly voice to answer ques-
ported organization’s computer assets. Instead of being a focal pointions can benefit installations of any size. The IC manager considers
in application development, the IC encourages users to assume rethe following recommendations when setting up a hot line:
sponsibility for their own information processing; the IC can assist (&) Provide a central source for calling in questions on problems
the user in improving information management techniques in auto-concerning IC hardware and software.
mation, telecommunications technology, micrographics, video(b) Ensure questions or problems are addressed promptly.
teleconferencing, storage of records, records transfer technology, (c) Compile statistics on the type and frequency of questions and
desk, top printing, and other pertinent enterprises. The mission stateproblems encountered to aid in planning for future products and
ment must be dynamic; it can be the rationale for adding the newservices.
services and eliminating old ones. The IC mission statement is (d) Determine where further education is needed for users, as
reviewed and updated annually to reflect goals and objectives, andvell as for IC staff.
existing and new IC services are evaluated according to the updated (15) Service as the central point of contact for problems relating

mission statement. to the use of Standard Army Management Information Systems
(5) The IC ensures that the staffing posture can adequately pro{STAMIS).
vide integrated end-user support for all IMA disciplines. (16) Product research, evaluation, and development. The IC con-
tinually investigates the usefulness of its current product offerings as
2-3. Information center user support services well as new items that become available. The following suggestions
The IC manager selects from the IC’s varied services the ones thagonstitute a thorough plan for product research, evaluation, and
best meet the needs of the user group. development:
a. Critical factors in determining IC services. (a) Evaluate new technology to address current user requirements

(1) The IC can offer a wide array of services to support end-userand anticipate future needs.

computing, ranging from consultation and training to newsletters (b) Conduct the necessary research and evaluation to set product
and product demonstration. Each IC and each user community isstandards and establish procedures.

unique; potential services must be evaluated and selected for every (c) Document results of product evaluation; make these available

installation according to the following four considerations: to the user community.
(&) The IC mission. (d) Test equipment and/or applications to determine applicability
(b) The size and characteristics of the user population. to user needs.
(c) The hardware and software supported. (e) Determine how requests for nonstandard devices can be han-
(d) The composition of the IC staff. dled and integrated into the existing architecture environment.

(2) After addressing the above considerations, the IC manager (f) Assist users in defining and resolving technical problems in a
can use the list in paragraph below to select appropriate IC timely manner.
services. (17) A collection of current publications—IMA library—can
b. Identification of IC usersThe IC manager identifies the users solve user problems related to IMA equipment purchases and use.
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Users welcome a place to go for the latest in available technology.with existing installation services. End—users’ development of soft-
The following suggestions can be incorporated into an IC library: ware is governed by the same policies that apply to the supporting
(a) Provide a facility to test IMA hardware and software before IPF.

purchase. .
(b) Provide portable equipment to be loaned out for short periods2-5. Steps for analysis of end-user needs
of time. a. Initiation. A needs analysis is usually initiated when a user

(c) Provide a facility on a sign-up basis for users whose infre- group asks how the IC might support a particular information
quent usage precludes the procurement of dedicated devices. processing task. Requirements for departmental and corporate pro-

(d) Provide self-paced demonstrations of equipment. gramming analysis are performed by application developers in many
(e) Maintain a library of approved public domain software pack- Organizations.
ages for release to user organizations. b. Identification of requirementJ.o identify appropriate require-

(f) Maintain catalogs or links to bulletin boards that listnents, the IC reviews the functions performed within the end-user
Government—-developed software packages available to ugtga and the description of candidate applications submitted by the

organizations. end-user. The selected applications are those expected to provide
(g) Distribute brochures, documentation, and magazines to helpthe greatest economic benefit in the shortest time.
educate the user community. c. Cost benefit analysisAn analysis of the potential economic
benefit of using IC facilities includes identification of those require-
2-4. Analysis of end-user needs ments with the greatest potential for savings. The following means

a. The IC provides personnel to assist the end—users in an analyef providing savings are considered:
sis of their organizational information requirements. The goal is to (1) Increased productivitBavings resulting from increased
identify functional areas for which a solution offers a high potential end—user productivity can be measured in the following ways:
payback. The IC analyst works with the end-user to perform a (a) The ability to perform a function in a shorter period of time.
step-by-step needs analysis and develop a proposed solution. (1) Reduced overtime cost, employee benefit expenses, and sal-
b. The user must have a sound understanding of the following ary cost.
role for the IC in this process: (c) Reduced end-user staffing requirements.

(1) The IC assists the end-user in identifying potential deficien- (2) Reduced IPF processing lo&hd—user systems can replace
cies, determining solutions, and searching for a commercially avall-Similar services previously provided by the IPF.

able off-the—shelf solution. The preferred sequency for developing a (3) More effective use of resources.

solution follows: | d decisi King faciliti
(a) Utilize existing equipment to meet the user's need. (4) Improved decision-making facilities.

(b) Utilize an existing application that the user can modify to (a) The IC can help end-users make better decisions by enabling
meet the need them to make complex calculations more rapidly than can using

(c) Assist the user in developing a new application to meet the traditional _IPF resources and by providing them with more timely
need access to information. In both cases, end—users have access to more

(d) Assist the user organization in requesting engineering supportcomplet_e an_d accurate |nform_a_t|on on which to base deC'S'OnS.'
to develop a new system (b) Since increased productivity results from access to better in-

(2) If the system requires development of a solution that the formation, the economic benefit of using the IC facilities can be

end-user is capable of doing, the IC provides assistance to the uséfocumented. _
in the form of training and technical support, but cannot actually ~d- Documenting the analysis results. .
develop or maintain the application. The IC serves as a conduit (1) After reviewing the end-user's potential requirements, the IC
through which the end-user conducting development can seek adanalyst documents the results for review and approval by end-users
vanced technical help. and IC management.

(3) If the solution requires the development of an application (2) The document includes the following:
beyond the scope of the user’s ability, the IC assists the user in (a) A brief description of the initial system to be developed and
arranging for the DOIM staff or a software development center to its impact on the user organization.

perform the task. (b) A summary of the projected savings and projected cost.
c. Several actions can ensure a clear understanding of the IC's (c) A description of the proposed hardware and software to meet
functions. end-user requirements.

(1) Guidelines delineating the procedures for end-users and IC (d) If development is required, a description of who will perform
staff are developed, reviewed, and approved by the DOIM and thethe work, and the project approval process that must occur.
supported organizations.

(2) A copy of the guidelines are provided to the appropriate 2-6. Requesting Information center services

end-users. End-users with a requirement for IC services/support documents the
(3) IC management presents a brief overview of the IC role to requirement by submitting an CAPR to the IC. The IC serves as a
key personnel from the requesting end—user organization. single point of contact, coordinating with other DOIM organiza-

d. When the end-users develop applications, they assume altional elements, as required, to assist the user.
ownership for that application. For example, end-users must
thoroughly test applications to ensure the validity of the generated
information, prepare and maintain adequate documentation for each
application, provide accurate security for the information beifGhapter 3
processed, and create backup data files. The user also forwards &elecommunications
copy of the documentation and application to the IC for use by other
activities with similar requirements. The IC forwards a copy to the 3-1. General
software clearing house of the General Purpose Computer SupporThe transmissions of information are Government—owned or leased
Center (GPCSC). services provided by IMA facilities employing electronic,
e. The IC ensures that technical advice provided to end—-users islectromagnetic, and/or optic light signals to transmit or receive
in accordance with applicable installation, MACOM, Army, and information between two or more points by means of radio, wire,
DOD policies, and that any applications developed are integratedcable, satellite, fiber optics, and/or other electronic media. This
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chapter expands the telecommunications discipline and includes tel- b. Class B telephone servic€lass B telephone service is con-
ephone, nontactical radios, facsimile, switches, Private Branch Ex-nected to an Army switch and installed for use by military family
change (PBX) transmission facilities, and other components of thehousing occupants and other unofficial subscribers. All such service

system supplying transmission services. is provided on a reimbursable basis. It is Headquarters, Department
) of the Army (HQDA) policy to discontinue service to these sub-
3-2. Classes of telephone services scribers when they can be served by commercial telephone compa-

DOD has established criteria for classifying telephone service within njes. Continued sale of class B service by the Army, when
military departments. Army telephones served by eithegbmmercial telephone service is available, is approved by HQDA
Government-owned or commercial telephone systems are classifiedsA|S—PDD).

as official (classes A, C, and D) or unofficial (class B). (1) Procedures regarding rates for unofficial telephone service are

a. Class AThis class provides telephone lines that permit accessexplained in chapter 10 of this pamphlet.
to central offices, toll trunks, Government—furnished telephone sys- (2) Class B unofficial telephone service is subdivided into the
tems and services, and the Defense Switch Network/Automequowing classes:

Voice Network (DSN/AUTOVON). Class A service may be divided  (a) Class B-1 service is installed in Government—owned or
as follows: Government-leased quarters assigned for family or personal use by

(1) Class A1l service is provided to conduct official business of popD personnel.
the DA with direct or operator assisted access to the DSN/p) Class B-2 service is installed for use by all on—post organiza-
AUTOVON, commercial, and Wide Area Telephone Systemons/activities not authorized official telephone service.

(WATS). c. Telephone services for quasi—governmental or nonap-

(2) Class A-2 service is provided to conduct official business in propriated fund instrumentalities.
support of the Army, installation commander, or DA agency. This (1) Official telephone service in support of Army recreation pro-
service includes direct access to commercial circuits and has direcrams.
or operator assisted routine DSN/AUTOVON. (a) Official telephone service is authorized on a nonreimbursable

(3) Class A-3 service is provided for the transaction of official basis for Morale Support Activities (MSA). MSA must be in sup-
business of the DA and is confined to the intra-PBX and local port of the command/installation management functions incident to
commercial area, and is restricted from direct or operator assistednission accomplishment of the MSA, as defined in AR 215-1.
access to the DSN/AUTOVON, toll, or WATS circuits. (b) Common-user telephone service in CONUS is nonreimbur-

b. Class B.Class B unofficial telephone service is connected to sable, if such costs for this service do not exceed $500 per year.
an Army PBX installed for use by military housing occupants and When such costs exceed the annual $500 threshold, all costs are
other unofficial subscribers. reimbursed.

c. Class C.This class provides telephone lines for transacting (c) Annual costs include long distance toll call charges, identifia-
official Government business on Army installations but it does not ble message unit charges, commercial telegraph message charges,
provide direct access to off—post trunking (such as toll trunks, DSN/telephone installation relocation charges (based on local commercial
AUTOVON, so forth). tariff rates), and special and dedicated equipment and services.

d. Class D.Class D telephone service (official-special) is in- (d) Common-user, class A-2 and C, telephone service is author-
stalled as required throughout an Army installation for speciaéd in the Office of the Director of Personnel and Community
classes of service such as fire alarms, guard alarm, and crash alarwctivities (DPCA), Office of Morale Support Officer (MSO), man-

services. agers of the Administrative Support Branch, Physical Activities

) ) i i Branch, Community and Skill Branch, and Library Activities
3-3. Telephone services provided on Army installations Branch.
or comparable activities (e) Class A-3 and C telephone service is authorized for use by

Garrison commanders are expected to pay for the local and longirectors of sports and athletic activities, arts and crafts activities,
distance commercial services for host and tenant activities on therecreation activities, youth activities, music and theater activities,

installation. outdoor activities, bowling alleys, golf courses, child care centers,
a. Army National Guard (ARNG) and United States Army Re- preschools, and family child care centers operations.

serve (USAR) telephone service. (f) Class C telephone service is authorized for use by custodians
(1) Army National Guard of gymnasiums, swimming pools, community centers, craft and au-
(@) Local telephone services provided off-post ARNG units, ac- tomotive shops, outdoor facilities (stables, marinas, travel camps,

tivities, and detachments are funded by the ARNG. and cabins), teen clubs, and recreation centers.

(b) Local telephone service is provided the ARNG activities per-  (g) Unofficial telephone service is utilized by bowling and golf
manently assigned on an Army installation on a nonreimbursablepro shops, snack bar facilities, membership groups and clubs (rod
basis. Service is also extended to ARNG units, activities, and de-and gun, parachute, flying, and riding), and private and independent
tachments during ARNG training periods on an Army installation. groups and organizations.

(2) United States Army Reserve. (h) Common-—user telephone service may be provided MSA over-
(a) Local telephone service provided off—-post USAR units and seas (including Alaska, Hawaii, Puerto Rico, and Panama) on a
activities is reimbursed by the user. nonreimbursable basis when in the best interest of the Government.

(b) Local telephone service is provided to Army Reserve units (2) Official telephone services in support of Army commissary
and activities permanently assigned on an Army installation on astores (AR 30-19).
nonreimbursable basis. This service includes Army reserve units and (a) Official common-user telephone service is authorized for use
activities during training periods on an installation. All long distance by commissary store activities when essential to commissary man-
toll or special type equipment charges are on a reimbursable basisagement. Management functions include statistical data gathering

(c) Local telephone service normally is provided by the educa- and reporting, personnel management, official communications with
tional institution supporting the Reserve Officer's Training Corps other Army installations and Government agencies, and procuring
(ROTC) detachment. The area DOIM may approve requests forcontractual services.
detachments to have accounts with the local telephone company to (b) Class A-2 and C telephone service is provided CONUS com-
make official long distance telephone calls. Special services, tomissary officers, their assistants, and administrative control sections.
include on/off net from a nearby Army post, may be provided. All  (c) Class A-3 telephone service is authorized for use by cashiers
available services, including Wide Area Telephone Service (WATS) for the purpose of official communications with the local banking
and WATS equivalent service, are considered prior to approving facilities for check verification and collection. This service is pro-
commercial service Direct Distance Dialing (DDD). vided on a nonreimbursable basis. Class A-3 telephone service is
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installed in locations where only cashier personnel have access to a. Requests for official telephone serviGequests for the fol-
the service. lowing services are submitted to the appropriate area DOIM (app B)
(d) Managers of meat departments, produce departments, grocerysing a CAPR per table 3-1.
departments, warehouses, and associated commissary annexes are(l) WATS, OPX, or local leased telecommunications services
authorized class C telephone service for their operations. This servexceeding S2,000 monthly or total $5,000 annually.
ice is provided on a nonreimbursable basis only in the office of the (2) Local official telephone service (class A, C, or D).
department warehouse and annex manager. Unofficial service is
used in these areas for off—post communications. Table 3-1
(e) At installations where the commissary officer is not author- Levels of review
ized to contract for te]ephone service, the DOIM may provide sup- Level: Basic review
port for_ th_e requirement. In suc_h a case, a host/tena@és onsible party: TCO
communications support agreement is executed. This agree n performed: Continuous
may be between the DOIM and the commissary officer or the area
commissary field director, depending on the source &pvel: Secondary review
reimbursement. Responsible part}/: DOIM _
() Official common-user telephone services are authorized for When performed: Receipt of bil
use by commissary stores overseas (including Alaska, Puerto Ricolevel: Remedial review
Hawaii, and Panama) on a nonreimbursable basis. Responsible party: TCO and DOIM
(3) Telephone services for field operating activities (FGA)As When performed: As required
located on an Army installation, or through mutual agreement when
stationed nearby, are furnished the following telephone services: b. Requests for unofficial telephone servicecal unofficial tele-
(a) Class A-1 service when the FOA is performing a military phone service (class B service) used by personnel occupying Gov-

function. ernment quarters and organizations not authorized official telephone
(b) Class A-2 service when the FOA is performing a civil works service is submitted to the appropriate supporting DOIM (app B)
function. using a DA Form 3938 (Local Service Request).

(c) A mix of class A-1 and A-2 service when the FOA is c. Preparation of CAPRSAIl requests to move, install, and re-
performing both a military and a civil works function. The distribu- move telephones require completion of a CAPR. The CAPR is

tion of type service is mutually determined at the local level. submitted to the supporting DOIM. For technical advice on prepara-
(4) Telephone service for the Army and Air Force Exchange tion of the CAPR, call the information center.
Service (AAFES). d. Processing CAPRs for approval.

(a) Headquarters, AAFES, Exchange Regions, Area Exchanges, (1) Request for off-premise extensions (OPX), commercial long
Exchange Managers, Main Store Managers, and Military Clothing distance, and services exceeding $2,000 monthly or $5,000
Sales store operations can be authorized class A-2 official telephon@onrecurring.
service in CONUS and OCONUS on a nonreimbursable basis for (a) Customer—user forwards a CAPR for service to the appropri-
the conduct of command management functions (which constituteate DOIM for approval/disapproval.
official business) with AAFES activities, Military Departments, and (b) The DOIM performs the economic analysis (EA) and for-
other DOD activities. Access to commercial circuits for the conduct wards the DA and CAPR through the requester’s intermediate com-

of AAFES business is on a reimbursable basis. mander to the MACOM for validation. After approval by the
(b) All AAFES directly operated activities, that is, administrative, requester's MACOM, the CAPR is forwarded to the contracting
sales, and service, are provided class C telephone service. office for implementation.

(c) AAFES commercial contracted concessions use commercial (c) Disapproved CAPRs are returned to the user with written
telephone service. Class B service may be provided if commercialjustification for disapproval.
service is not available. (2) Request for local (over—the—counter) official telephone serv-

(5) Telephone service for contractors. ices (class A, C, and DO costing less than the dollar threshold.

(a) Contractors providing non-appropriated fund type services (&) A CAPR is validated as mission essential by the appropriate
use commercial telephone service when available. Class B servicdlirector or manager of the requesting activity and submitted to the
may be provided if commercial service is not available. appropriate DOIM.

(b) Contractors providing appropriated fund type support can re- (b) The DOIM reviews the CAPR for accuracy and availability
ceive official service. The contracting officer determines if such of requested service and ensures the requested service is cos
service is advantageous to the Government and is mission essentiagffective.

Determination is made on a case-by—case basis. Authorized service (C) If the request meets all the above criteria, the DOIM approves
is specified in the contract as Government furnished equipmentthe CAPR and provides the requested service.
(GFE). e. Information required in a CAPR.

(c) When official telephone service is authorized, the DOIM, (1) General. Operational needs for telecommunications/automa-
contracting officer, or COR determines what class A and/or class Ction services will be submitted to the DOIM of the installation
service is provided for specific contracts. The contracting officer, in Which supports the organization with the requirement. Requirements
coordination with the DOIM, determines which service can be ad- Will be documented in the CAPR format. The format provides the
vantageous to the Government. information needed by the DOIM to determine what kinds of sup-

(6) Telephone service in bachelor and similar quarters building. Port are required. The following format will be used to request
Class C service is authorized for installation in buildings with bach- information systems, equipment, services, and supplies. Limit en-
elor and similar quarters. Service is installed in hallways or other tries on the format as much as possible. The completed format

locations where it is accessible to all occupants on an equal basisshould not exceed two pages.
(2) Date of requestSelf explanatory.

3-4. Request for telephone service at Army installations/ (3) Service requirement dat®ate the resource/service must be
activities available for use.

A wide variety of telephone services is available for use on Army (4) Requesting organization and locatidbfficial designation of
installations. Because the Army policy prohibits competition with the organization requesting the resource/service. If the organization
commercial sources for unofficial telephone service, class B serviceis a tenant or satellite activity, identify the parent command. If the
is only offered when an installation cannot reasonably obtain com-required resource or service will not be located on the host installa-
mercial service for its unofficial needs. tion, give the location.
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(5) Type of requirementldentify the specific area that the re- (2) Organizations requiring telephone key systems forward justi-
quired resource or service will support, such as vehicle registration,fication for exception to policy to the supporting DOIM for
and the type of service requested, such as processing, data entrgpproval/disapproval.

(6) Point of contact.Provide the name, AUTOVON/DSN and (3) Disapproved requests, along with complete justification for
commercial telephone numbers, and location of person who candisapproval, are returned to the requesting organization.
provide additional information concerning the requirement.

(7) RequirementSpecify what information service or support is
needed and why it is needed. If equipment is being requested
explain what capabilities the equipment must have. Do not list
specific items, brands, makes, or models unless sole source acquis
tion can be justified. The Competition in Contracting Act (CICA) of
1984 contains the conditions that allow limiting competition. This
Act excludes lack of advance planning or nonavailability of funds as

3-5. Telephone system management

a. Leasing of Government-owned outside plant for unofficial
(class B) telephone servicé/hen unofficial class B telephone serv-
ice is being converted to commercial service, cable interconnection
boints segregate the class B subscriber cable pairs for use by the
telephone company from the remaining Government—owned system.
At these interconnect points, extensive use is made of existing
Government-owned cable. Arrangements are made to retain cable

sole source JUSt'.f'Cat'O.IT' (ijontractmg offices have de.éa'ls.' If the nairs necessary to satisfy Government emergency circuit require-
resource or service will reduce operating costs, provide increaseqnents: for example, fire, phone, and alarm circuits.

produ_ctivity, or _upgrade or replace current services, show a cost vs. Leasing of Government—owned cable pairs for pay telephones.
benefit comparison. . (1) The leasing of individual Government—owned telephone cable
_ (8) Changes to existing servidé.the requested resource or serv- pajrs serving commercial pay/coin operated telephones is accom-
ice involves expansion, modernization, or increased capability of plished under a Memorandum of Agreement (MOA) implemented
existing resource or service, identify what is being changed andpetween the DOIM and the servicing commercial telephone

why. _ _ _ _ ~ company.
(9) Security protectiorExplain what level of protection is  (2) Compensation to be paid to the Government by the commer-
needed. Consider classification and sensitivity.) cial telephone company is in the form of an automatic reimburse-

(10) Compatibility. (If the requested resource or service must be ment to the local DOIM account.
compatible with existing resources or services, explain. Identify c. Telephone service records.
related systems, equipment, networks, interfaces, and interfl) The DOIM maintains current records of all telephone services

operability requirements.) and equipment installed, whether Government or commercial-
(11) Resourcing(ldentify required resources, if known, andly—owned. Records include PBX stations, bridged stations, miscella-

whether they— neous equipment or services, the name and address of the person or
(a) Are available to satisfy the requirement. organization responsible for the service, and the payment of all
(b) Have been approved, but not yet provided. charges.

(2) DA Form 4116 (Line Record Card) Army—owned System.
This form is maintained as part of the control office records and
contains all information pertaining to equipment and services pro-
vided each customer/user as indicated above.
i~ I . . (3) DA Form 4165 (Summary of Authorized Equipment and

(13) Rgmarks.lelt to explanation/information not otherwise Service). This form is maintained by the supporting DOIM, on an as
covered _|n the for_mat. required basis, as a control record of commercially leased facilities,
_ (14) Signature Signature block of the commander of the request- jycjuding PBX stations, PBX bridged stations, and recurring charges
ing organization or authorized de§|gnee. ) for miscellaneous equipment or services. Details for the DA Form

f. Requesting telephone credit caft® supporting or area 4165 are posted from the ISPD. In cases where specific authoriza-
DOIM is responsible for the issuing, controlling, supervising, and tion for which no CAPR is required, the above may be posted from
accounting for all telephone credit cards issued for official use the DD Form 428 (Communication Service Authorization). For
within the DOIM’s area of responsibility. Government-owned systems, only those items authorized by a DD

(1) Requests for telephone credit cards, with complete justifica- Form 428 are posted on DA Form 4165. The DA Form 4165
tion, are forwarded through the DOIM to the installation com- itemization of charges is primarily used for verification of an ML/
mander for approval. Upon approval, the request is returned to theCSA. DOIMs who maintain CSAs and verify telephone company
DOIM for appropriate actions. bills by the CSAs need not maintain this form.

(2) The DOIM requests the cards from the appropriate commer- (4) DA Form 4077 (Individual Telephone Service Record) Com-
cial telephone company. The request specifies the number of cardsnercially-owned Systems. DA Form 4077 is maintained for each
required. It also includes the name and address of the DOIM toline so the installation DOIM may know at all times the status of
whom the cards are to be mailed. equipment on any PBX station line connected to a commercial-

(3) The DOIM prepares and maintains a record of each creditly-owned telephone system. All changes in service and equipment
card received. Credit card are reviewed and revalidated on a semiar@’® posted on the DA Form 4077 from the CAPR. The DA Form
nual basis. 4077 serves to—

g. Requests for special telephone equipment. (a) Verify correct description and listing of services and facilities

(1) Requests for special telephone features and equipment ard/hen processing CAPRs involving disconnection’s, moves, and

forwarded by CAPR to the DOIM, with justification for approval, Cchanges. o o
f (b) Record on—premise inspection visits.

before connection to the system. The user's commander or stal R d th dd 4 ZIP code of th
director must validate the requirement as mission essential. Requests (c) Record the name, address, an code of the person or

are approved and certified by the DOIM as compatible with the organization responsib_le for payment of all charges.
installggon information telephgne system. P (5) DA Form 4077 is not required for Army—owned telephone

S ., systems; DA Form 4116 is maintained for this purpose.
(2.) DOIMS. maintain record_s of the_number a’.‘d type of special ._(6) Telephone service records are automated when the necessary
equipment in use on the installation. Requirements for spegia

equipment are reviewed annually and revalidated dware and software are available.
quip y ) d. Telephone toll callsTelephone toll calls are any long distance
h. Requests for telephone key systems.

; . X 4 S calls for which the Government is charged an additional cost and is
(1) Itis Army policy to install single line instruments because of pjjleq by a commercial carrier or exchange company on the basis of

modern electronic switching systems. Telephone key systems arggy) characteristics such as time and distance. DD Form 1194 (Toll
eliminated. Ticket) is prepared by the PBX operator for all commercial toll calls

(c) Have been programmed, but not yet approved.

(d) Are available for trade—off.

(12) Impact if not providedExplain what will happen if this
requirement is not satisfied.
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for locations not equipped with automated means of recording the (1) Front outside coverthe “OFFICIAL" designation (or code
required information. name of the command served by the telephone exchange or area
e. Telephone instrument&overnment—owned telephone instru- covered by the directory); military address to include ZIP code; date
ments are installed for administrative official service. DD Form of publication; Army or activity emblem (optional); area code; com-
2056 (Telephone Monitoring Notification Decal) is attached by the mercial telephone number; and AUTOVON number of the PBX.
user, to the front lower facing of all official DOD telephones used Emergency numbers such as fire department, ambulance, and mili-

by the Army. tary police, with special instructions for their use, if necessary,
appear in bold print on this page, preferably blocked. Illustrations
3-6. Army Information Systems Directories serving a command purpose may be used as a component part of the

a. General.An official administrative Information Systems Di-  front cover, but not in a way they distract from the basic objective
rectory is published in accordance with procedures in this pamphletof the Information Systems Directory.
for each Army installation or comparable level activity. The infor- (2) Front inside coverThe following statement is to be printed
mation systems directory consists of a telephone directory sectionacross the top of the inside cover in bold face or other easy—to-read
Facsimile directory section, and electronic—-mail (E-Mail) directory type: “This publication is the property of the U.S. Government.
section. Each installation or comparable level activity budgets for Distribution is limited to activities and individuals who receive their
printing the directory in the required quantity. telephone service from the installation telephone system, and to
b. Authorization. other official users on an individual request basis.” A duty office
(1) MACOMs and designated subordinate commands are authortelephone number of each major installation activity and frequently
ized to print Information Systems Directories for their units/installa- needed service numbers (for example, utilities, billeting, and tele-
tions in authorized Army field printing plants, if they do not exceed phone service) are listed.
production limits established for the printing plant equipment. When (3) Telephone directory sectioA telephone directory section is
Army field printing requirements exceed established local limita- provided per the format provided in this pamphlet.
tions of duplicating facilities, then commercial procurement is au- (4) Facsimile directory sectionA facsimile directory section is
thorized if the procurement is accomplished through the angavided in accordance with the format provided in this pamphlet.
Government Printing Office (GPO) or Regional Printing Procure- (5) E-Mail section.An E—Mail section is provided per this pam-
ment Office (RPPO). Funds required are programmed by the instal-phlet. (See para 3-61.)
lation/activity commander as part of the command’s printing (6) Inside back coverFor convenience of the telephone user, a

requirements. form for listing frequently called numbers (name, office, and quar-
(2) Because of budget constraints, Information Systems Directo-ters telephone numbers) appears on unused pages and the inside
ries are not issued more than once each year. back cover.
c. StandardizationPublication of the Information Systems Direc-  (7) Outside back coveir raid warning information appears on

tory is in a standardized format to provide commonality throughout the outside back cover. Other information, such as location of fire
the Army, thereby facilitating use of the directory as well as simpli- alarm boxes, pay station locations, and bus schedules may also
fying preparation and maintenance. The arrangement, content, an@ppear on this cover.

procedures applicable to the preparation and distribution of the In- J. Telephone directory sectiorfhe telephone directory is pre-
formation Systems Directory contained herein are followed to the pared in the following format:

maximum practical extent. (1) Index. The first page contains an alphabetical and numerical

d. Classification.Installation Information System Directories are Page guide of major classifications in the directory, giving types of
unclassified. service, and page numbers.

e. Communications Security (COMSEC) monitoring require- (2) Lists of quick reference numbefBhe next index page con-
ments.In accordance with AR 380-53, the Information Systems tains any emergency telephone numbers listed on the front outside
Directory has, prominently displayed on the cover, the following Cover, telephone numbers of activities called in lesser emergencies,
notice: “Do not discuss classified information on non—secure tele-and frequently called numbers (utility services). o
phones. Official DOD telephones are subject to monitoring for com- _ (3) General information.This section contains special instruc-
munications security purposes at all times. DOD telephones arefions for promoting good telephone service; a description of abbre-
provided for the transmission of official Government information Viations used throughout the telephone directory; instructions on
only and are subject to communications security monitoring at all Military use and privileges of the military telephone system; listing
times. Use of official DOD telephones constitutes consent to com-2and use of telephone priorities; procedures for requesting new tele-
munications security telephone monitoring in accordance wRRone installations or moves; reporting of telephone installations or
DODD 4640.6." moves; reporting of telephone complaints; clearances; procedures

f. Master directoryEach installation maintains a master directory for placing various types of on—post and off—post calls; procedures
for compilation of revised directories. Master directories are main- fOf making trouble reports and information calls; procedures for
tained using automation equipment, word processing, or simple cardP@/ment of telephone bills and filing personal telegrams; security
file, depending on volume and availability of equipment. Procedures'Nstructions; AUTOVON procedural guidance, including
to keep the master directory current are to be developed by thedAUTOVON Joint Uniform Telephone Communications Precedence
supporting DOIM. The objective is to maintain master directory SyStem and trouble procedures.

data on media capable of being updated and printed without re—key- (4) Organizational sectionThis section contains an alphabetical
ing the entire directory. listing of organizational activities served by the PBX system, and

M : ionTh ing DOIM h includes the telephone numbers of specified elements within each
|nsgtalIaﬁgrl:sfg;g:nﬁ);ﬁgﬁrast?sqemi sDuif)epz:c:(r)t:;g OIM prepares the activity. Building numbers are included. Names of individuals are
h. Printing, binding, and distributionPrinting and binding of not listed. When an organization/activity has more than one tele-

Information Systems Directories follow the procedure and guidance ﬁﬂ?nnbeern:;ml?sig d Oirlj1eth0(; \é\??éf:kt]o IS :s ctlﬁgs rci:mgunmubnige:he class C

established in AR 25-30. Expensive and elaborate printing formats (5) Miscellaneous sectionThisr{‘ection cgntains an al habetical

are avoided. All Information Systems Directories are publisth. : o X P e
isting of functional activities using the PBX system, such as airline

under the supervision and control of the installation commander.ticket agencies. American National Red Cross. banks. barber shops
Installation commanders may elect to include an Information Sys- .. gencies, i e ' PS,
finance office, post locator, commercial enterprises, and pay tele-

Eieigit(?rlreciaorl)i/eaeg[flonrilr:]tiahe g:]Stﬁ:L%?r?gt%\g“gn Qgﬁgpg‘:‘i?eg%?e or phones. Activities may be listed under their popular name or their
Y, P 9 Y Y- official title; for example, Red Cross may be listed under “R” or

D'I. Ipfqrmatlon ?l'.sfnas. Dt'LEthol?l fprnhfaﬂorm?tlon SYystems  .wa»__american Red Cross. This section may include frequently
irectories are published in the foliowing format: called AUTOVON numbere.
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(6) lllustrations. At the discretion of the installation commander, capable of flexible search, sort, and output routines. Directory infor-
illustrations that serve a functional purpose or provide instructional mation is organized by service, State, and installation, listing all
directions (such as installation maps or time conversion charts) mayother information in the existing format as sub-entities. MACOMs
be used on a limited basis. are responsible for providing those DOIMs not having access to the

(7) SeparatorsCard index separators and fold—out pages are not data base a master copy on floppy disk of the E-FAX directory data
used. base for providing supported users a printed copy of the Army

k. Facsimile Directory section Facsimile Directory.

(1) Master Directory.Each installation has access to the DOD  (2) Directory updating.Installation DOIMs update the Facsimile
distributed common user Electronic Facsimile (E-FAX) Directory Directory data base for their area of responsibility.

utilizing existing installation resources. A facsimile directory data  (3) Facsimile Directory listings.Facsimile directories are pub-

base is generated at the installation. Application software used iSjshed in accordance with the example at table 3-2.

Table 3-2

Sample format for a facsimile directory

State or country
City/Post Office Box

MACOM Manufacturer Telephone nos:
Org name Type service model and AUTOVON (AV)
Bldg No. Classification serial number Commercial (Com) Periods of operation mode

Project Activity Office Control Number of equivalent POC compatibility
Germany
Worms
AMC Common User Xer AV 999 0700-1700
Hq Mepcom Non—secure 295 Com 671-339-3226 MO-FR
Bldg 6 HO030 FA57 83901868 POC 671-339-3236 Automatic
K Unknown
Arizona
Flagstaff
USAISC-TLE Common User Pan AV 7901110-54262 0730-1600
Bldg 1 Non-secure MV1200 Com 602-774-7262 MO-FR
NAVAJO U115 F180 00092424 POC 790-1110-54-0 Automatic
(NATLGUARD) G CCITT GP
Alabama
Ft. Rucker
USAISC Dedicated Bur AV 746-4679 0730-1600
TCC Non—secure Dex1402 Com 205-876-4679 MO-FR
Bldg 4488 A370 U118 F040 00128138 POC AV 746-1880 Automatic
Roland Proj Ofc G CCITT GP
2 + 6 Min FM

|. E-Mail directory section. the installation. This may be accomplished by information bulletins
(1) Master Directory.An E—Mail directory is generated at each or equivalent publications.
installation/activity. Clear and concise information is provided in the  (2) Staff sections, units, and tenant organizations submit Informa-
E-Mail directory. Each installation has access to an electronic mailtion Systems Directory changes to the supporting DOIM office. The
host. DDN host users have access to E-Mail users worldwide. DDNreport includes all changes, additions, and/or deletions to an or-
electronic mail flows through a series of computers on the network. ganizational section not previously submitted. The format of the

We call the computer that services users or their addressee a hostyrrent Information Systems Directory is used as a guide in prepar-
When users give other users their E-Mail address, they give thempg the report.

their host name. For example: ASOP@HUACHUCA-EMH?2.-
ARMY.MIL. The DDN uses the Army Standard Multi—channelIn
Memorandum Distribution Facility (MMDF Il) system as the malil
transfer agent (MTA) which transfer E-Mail to other network hosts.

(2) Directory updating.Installation DOIMs update the E-Mail
directory for their area of responsibility.

(3) E-Mail directory listings.Each installation DOIM develops
an E—Mail directory per the installation standing operating proce-

p. Other. The installation Civilian Enterprise (CE) newspaper,
formation system directory, transit guide book, and CE guidebook
(AR 360-81) that contain a directory are the only publications with
advertising authorized to be distributed through official mail and
distribution channels on the installation/activity. Any other tele-
phone directory, commercial or otherwise, is considered to be a
non-DOD commercial publication. Request to distribute such a pub-
dures (SOP). lication is a solicitation and is processed per the procedures in AR

m. Manuscript updateThe Information Systems Directory clerk 210-7, AR 600-20, ar_ld AR 360-81. D'St“bu.t'on of a commercial,
updates the Information Systems Directory manuscript for tR@N-DOD telephone directory must comply with AR 210-7 and AR
DOIM, using inputs that comply with the Privacy Act and Freedom 360-81.
of Information Act requirements, as submitted by the information L .
systems subscribers. 3-7. Guidelines for the use of DOD telephone service

n. Section identificatiorEach section of the Information Systems & Management of telephone systeAls.Government telephone
Directory is headed with the title of the section and is identified by Systems represent resources; accordingly, their use is managed just
markings on the front cover and outside borders of section pagesas any resource. Commanders and supervisors provide the proper

o. Directory changes. management of telephone usage within their jurisdictions. Installa-

(1) It is essential that information concerning changes, additions, tion/activity commanders provide the development and enforcement
and deletions of information be disseminated promptly throughout of controls that promote effective telephone management practices
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within the installation to ensure the proper and economical use ofGeneral Decision, B—217996, 21 October 1985, approves the pay-
official telephone systems. ment of telephone toll call bills based on historical data. A sample
(1) Commanders are required to recover toll charges, plus tax forof procedures for payment of telephone toll calls using historical
unofficial/unauthorized personal telephone calls placed on official data is at appendix D. Installation/activity commanders further issue
telephones by personnel in their charge. Persons identified as the directive designating the Information Management Officer (IMO),
caller of unauthorized unofficial telephone calls are charged thein each supported organization, as the Telephone Control Officer
local rates, plus taxes. Prior to recovery of charges, the following (TCO) responsible for implementation and management of the in-
procedures are followed: stallation/activity telephone systems usage control and certification
(a) Notice.Notify the person in writing of the proposed action. program within each organization. Assistant TCOs may be ap-
Notification includes a copy of that part of the investigation and pointed in each organization as required. The installation/activity

supporting evidence on which the proposed action is based. telephone usage (_:ontrol and certificqtion program is developed and
(b) ResponseGive the person a reasonable opportunity to reply managed by the installation DOIM, in concert with the supported
in writing and to submit relevant rebuttal material. organizations IMOs. The program is—

(c) Review.Review and evaluate the individual's response prior (1) Based on classes of review that are related to the degree of
to making a final decision as to what action to take. If deemed unrestricted access to commercial long distance calling and are
appropriate, disciplinary action may also be considered. relative to the potential for abuse. o

(2) The DOIM refers to the telephone company representative all (2) Concerned with overall economy and discipline and the pre-
calls remaining in dispute after the above procedures have beeryention of fraud, abuse, and mismanagement. )
carried out and/or all other efforts exhausted in resolving the dis- (3) Flexible and uses automation and call detail recording to the
puted calls. best advantage as a source of management information and internal

b. Use of telephone systems for official busingse use of  control. _ ) L
Government telephone systems (including calls over commercial (4) Localized to accommodate technical organizational or
systems which are paid by the Government) are limited to the 980graphic characteristics of the installation/activity. .
conduct of official business. At the discretion of the installation/ _9- Levels of reviewThe telephone control program consists of
activity commander, such official business calls may include emer-ree levels of review. o
gency calls and calls which the installation/activity commander de- (1) For each installation or activity, individualized procedures are
termines are necessary in the best interest of the Government. Ng€Veloped for all levels of review in the telephone usage program.
other calls may be piaced except in circumstances identified in 12Ple 3-1 l'StSd thefthree Ievel? 0;] FEVIEW. . q
paragrapft below and approved under the installation/activity com- _ (2) Basic and performance telephone usage reviews are mandato-

mander's telephone usage control program, even if the employedy: Rémedial reviews are performed when abuse is judged exces-
intends to reimburse the Government for the cost of the call.  Sive- Excessive abuse is decided on the basis of usage indicators and

c. Authorized use of telephone systeAR. 25-1 gives detailed other factors that are discussed in paragrdplisrough k below.

policy on when the use of Government telephone systems may h. ProceduresCertain procedures are required for each level of
properly be authorized as being necessary in the interest of thd €VIEW. . . . ifv th Il call de i
Government and when personal calls are authorized. th(la. E:;'Cinrti\;gs"t"sgatﬂ; rg‘é‘\‘fg‘r’ﬁn‘]’srr":y that all calls are made In
d. Abuse by employedsmployees must be particularly sensitive (1) Basic reviews occur within the.or anization where the calls
to the use of Government telephone systems under the conditions re placed or accepted (in case of third gart and collect calls). The
above. If possible, such calls are made during lunch, break, or othef'c P" fi H P f the teleph b'IIp' g;] basis f e ¢
non-working periods. Abuse of Government telephone systems, in-organization portion of the telephone bill 1S the basis for review o

. Z A the telephone calls.
cluding the abuse of the privileges above may result in disciplinary - .
actions per applicable installation/activity guidance. (2) The areas listed ina) through {) below are addressed by

. Prohibition. The use of the following services. equioment. or installation/activity commanders for the development of basic tele-
’ - : 9 » €quip ’ phone usage review procedures. These procedures are documented
facilities for other than official business, except emergency calls,

and calls which the installation/activity commander determines are'onr tggﬂsﬁgroved telephone usage control program for the installation
necessary in the interest of the Government, as provided in the (r’i) Determine call detail requirements. Call detail reports can

installation/activity commander's telephone system usage confr@lude all telephone calls or data transmission through the PBX

program is prohibited: facility. These calls may include local and long distance commercial
(1) WATS. _ _ ) telephone calls, such as toll, message unit, directory assistance,
(2) Government—provided commercial telephone service, DDD. \WATS, or other bulk rate service calls. In general, any call that can
(3) Use of any Government—provided telephone service, equip-pe recorded on Automatic Message Accounting (AMA) or Station

ment, or facilities for calls that significantly interferes with the Message Detail Recording (SMDR) equipment is eligible for call

conduct of Government business. - detail reporting. This reporting is the basis for required review by
(4) Making an unauthorized telephone call with intent to later the customer organization placing or accepting charges for the call.

reimburse the Government. (b) The type of calls to be reported is based on the availability of
(5) Listening in or recording of telephone calls except as speci- SMDR/AMA equipment and reports that can identify, record, and

fied in this pamphlet. process abuse. The minimum allowable detail is a sample of toll
(6) The use of telephone call detail in other than an authorizedcalls found on commercial telephone bills.

fashion. (c) Each item of call detail includes the telephone number or
f. Telephone system usage control programstallation/activity extension from which the call was placed in the customer’s organi-

commanders develop and implement a telephone system usage comzation, the date of the call, its duration, and the complete telephone
trol program that is cost effective, and provide reasonable, if not number, including the area code. Where possible, as is the case with
absolute, assurance that telephone calls are made to conduct officiahost commercial billing, the plain language identification of the city
Government business or in the best interest of the Governmentand State of the called number is provided. Similar information is
Comptroller General Decision B-189387, 6 March 1984, authorizesprovided for third party or collect calls accepted by the organization.
statistical sampling as a method to certify toll calls as required by (d) Call detail reporting is used to report call information.
section 1348(b), title 31, United States Code (31 USC 1348(b)), Reports are provided to the customer organization of selected
providing the sampling procedures are in conformance with GAO OCONUS DSN/AUTOVON calls, off-net DSN/AUTOVON calls,
Policy and Procedural Manual, Title 3, Chapter 10. A sample of and commercial toll calls not already reported above. Toll tickets
authorized sampling methods is at appendix C. The Comptrollermay occasionally be used to record unofficial (class B) commercial
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calls, unauthorized DSN/AUTOVON calls, or other operator con- Taple 3-3
nected calls for which charges are calculated. In these cases, tolbubject areas to be documented
tickets may be the basis for FAO billing and collection for the sale . .

Subject: Policy

of unofficial telgphone service. _ Content: The management position regarding control of long distance
(e) Call detail reports are distributed in a prompt manner So calls by supported organizations.

customer organizations have sufficient time for a detailed review )
Subject: Scope

and response to the DOIM. i . . N
. L . . . Content: Who is required to follow the program of the organizations
(f) An investigation is conducted to determine who is responsible present at the installation and activity.
for payment of unauthorized calls and to form the basis for discipli- - —
nary actions. A review of telephone usage performed by customerSuPject: Responsibilities ) . .
- . .__.. ., Content: ldentify who is responsible for approval, execution, and review
organizations, as a result of call detail reports and the organization’s

. - . of the telephone usage control program.
own internal controls, identify telephone abuse. P g Prog

j. Secondary reviewThe purpose of secondary reviews is to Subject Constraints _ o .
Content: Limitations regarding the administration or execution of the

verify that telephone usage control procedures are in effect in cus-
tomer organizations and to provide reports to support the accuracyprogram'
of basic reviews. Subject: Overview o

(1) Each organization is reviewed at least quarterly. The review Content: Describe how the program is intended to work, generally.
consists of one or more of four optional procedures. In case ofSubject: Type of reviews or checks
fraudulent or excessive abuse, discovered as a result of these proc&ontent: Indicate types of checks or reviews per this pamphlet. Where
dures, remedial reviews described in paragraph (k) below are insti-equired, allow space to cross-reference the document granting
tuted by the supporting DOIM. program approval.

(2) The guidelines for at least four optional procedures to be usedSubject: Procedures
for an organization depend on past performance, available resourceg;ontent: Detail the procedures for each level of review or check as
and degree of automated support. Minimally, secondary reviewsoutlined below.

include— Subject: Basic reviews or checks
(@) On-site reviewThe organization’s official SOPs, telephone Content: Describe procedures. If organizations must develop SOPs,
call-related records, or other documentation required by the tele-indicate format, and if possible, a sample SOP. State who in the

hone usage control program is analyzed along with correspondin rganizatipn is responsible forthe contrc_)l and iden‘tification oftelephone
Felephone %ills prog Y 9 P ggontrol officers. If the supporting DOIM is responsible for these actions,

) o o describe internal control procedures. Where necessary indicate
(b) Review of usage indicatoThese indicators allow a specialized reviews or checks levied on particular organizations. For
month—by—month comparison of telephone usage, cost, or other criexample, the responsibility for collect calls accepted at phones within
teria. Indicators are established on the basis of current and historicatheir operational control may be described here.
local data ar_ld are document_ed in the telephone usage programghiect: Secondary reviews or checks
Local data is gathered during performance reviews. Ultimatedontent: Describe reviews or checks that must be performed to ensure
good usage indicators provide the supporting DOIM the ability to internal control procedures are in place. Include additional options
segregate mission-related increases in telephone usage from thosgecifically developed for the program.
usage patterns requiring additional telephone economy and dISCI-SubjeCt: Remedial reviews or checks
pline procedures. Content: Describe procedures required, basis for their being required,
(c) Usage controlTelephone usage control addresses methods of and follow—up actions required for their removal.
analysis used to review indicators, summary reports available, loca-

tion of reports, and personnel responsible for maintaining reports. m_ Approval of the telephone usage control progriime tele-

(d) High potential reviewThis procedure requires the identifica- phone usage control program is approved by the installation/activity
tion of long distance calls having a high potential for being fraudu- commander.
lent or abusive. High potential instances include calls lasting 10
minutes, calls repeatedly made to the same location, calls to unlikely3—8. Installation support radios _ o
or abnormal locations, collect and third party calls (especially where Fixed, mobile, and portable radio systems are used in administrative

the organization’s mission does not support such calls), and callshets, such as installation utilities, transportation, emergency services,
made after normal working hours. medical services, fixed range control, radio/wire integration, and
; . . . other installation support networks. Installation radio support in-
k. Remedial reviewlhis process is used on an or- - ; ; .
cludes frequency and call sign assignments, contingency radio sta-

ganization—by—organization basis when abuse by the reviewed O.r'tions, and the Military Affiliate Radio System (MARS).

ganization is_ judged excesgive_ or pott_—:‘ntially hig_h_. As necessary, it a. Commercial off-the—shelf radios are used for installation radio
can be appllgd to Fhe entire .lnstallatlon or act|V|ty.. ) ) support. The number of different makes and models are limited in

(1) Remedial reviews can include frequent on-site inspections,order to reduce support cost and increase operational efficiency.
and other actions as documented in the installation telephone usage p_ The following criteria are considered in programming installa-
control program. tion radio support:

(2) Remedial reviews remain in effect until adequate telephone (1) Consolidation of requirements to take advantage of bulk pro-
usage controls are reestablished by the organization and abuse is reurement and competitive bidding.
longer considered excessive. (2) Interoperability of existing and programmed networks.

I. Documentation and reporting requireméltis. telephone (3) Use of multi-frequency, tunable, or switch selectable radios
control program is clearly and consistently documented. The proce-to standardize the radio population.
dures used to implement the policy requirements are detailed and (4) Consolidation of fixed installation support radios through the
clear. Where SOPs are developed by participating organizationsuse of multiple carrier or tone-coded/time—sharing radios.
sample guidelines are recommended. Table 3-3 outlines minimum (5) Standardized technical and performance criteria.

subject areas to be documented in the program. (6) Improved reliability and maintainability through programmed
provisioning.
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c. Installation radios are authorized only if mission essential re- (3) Criteria to meet radio operations quality standards.
quirements can not be satisfied by telephone or other existing tele- (4) Monitoring by the NTIA and the Federal Communications
communications facilities. Each radio facility is engineered @ommission (FCC).

ensure— (5) Assignment and use of call signs.
(1) Equipment compatibility. (6) Radio telephone (voice) operating procedures.
(2) Adequate radio coverage. (7) Operation, care, and safeguarding of assigned equipment.
(3) Minimum power and antenna height consistent with required b. Installation radio supportThe DOIM provides the following
performance. installation radio support:

(4) Non-interference with other radio nets and weapon systems. (1) Ensure adequate equipment and frequency assignments.

d. Engineering for installation support radio systems is the re- (2) Review requests for new nets or equipment for technical
sponsibility of the supporting DOIM. Engineering service beyond adequacy and coordination with existing nets.
the capability of the DOIM may be available from a contractor. If ~ (3) Direct removal or relocation of excess installation support
not, a request for engineering assistance can be made through charadio equipment.
nels to the supporting United States Army Information Systems (4) Ensure appropriate maintenance documentation.
Engineering Command (USAISEC) engineering activity. (5) Ensure appropriate action to terminate payment of lease and
maintenance charges for removed or lost equipment.

(6) Request necessary contract changes through the contracting
officer.

(7) As the contracting officer’s technical advisor, ensure contrac-
tual work is accomplished to contract specifications prior to certify-

3-9. Installation support radio systems and equipment
Installation radio systems consist of all radio nets employed in
support of the installation environment. The following are examples
of installation support radio systems:

a. An |nstallat_|or_1 radio sup_port net authorized, engineered, anding funds for payment.
erg_ploye_d for mission—essential support. A cllear nged for two—wa?/ (8) Ensure equipment ordered is received, installed, and working
La.l 0 voice com(rjnunlcatlon_s Is shown. Typical neefs are todconthr_o igroperly before signing the acceptance certificate.

Irect, or coordinate actions or movements of ground vehic S(9) Develop the radio communications portion of installation

?eoratz’ r?étpier%ngfla\lArlllitzhellgoinoﬁ‘rzﬁéti'soun(;hc? ZQI :ror?}:ji?ggtel;dé rr:qerl']%?ﬁ_'emergency plans to ensure effective utilization of installation radio
: 9 P éupport capabilities.

tions on mmon fr ncy. Radio nets are classifi ner. . . . .
cations on a common frequency. Radio nets are classified as gene c. Installation radio support requedach installation es-

or special purpose. tablishes procedures to follow when requesting installation radio

b'.A rad!o station consisting of at least one transmitter %{Jpport. The procedures include the point of contact at the DOIM
receiver. It includes the accessory equipment necessary for Carry'n%rganization and a format to use when requesting support
on radio communications. :

c. A base radio station consisting of at least one transmitter and3_15 jjlitary Affiliate Radio System (MARS)

one receiver. It is designed to be installed and operated at a fixedyjlitary installation, military units/clubs, and volunteer licensed
location. U.S. amateur radio stations and operators may participate in the
d. A mobile radio station consisting of a transceiver designed to MARS program.
be installed in a vehicle. o a. Army MARS is part of an overall communications service
e. A portable radio station consisting of a battery—powered trans-inyolving the three Services and civilian amateur radio operators.
ceiver designed to be carried and operated by one person. AR 25-6 gives detailed policy on the Army MARS program.
f. A repeater receiving transmitted signals and re-transmitting p A military installation or base MARS station is a facility
corresponding signals that are either amplified, reshaped, or bothinstalled, operated, and maintained by military or DA civilian

. ersonnel.
3-10. Frequency supportability P

a. Frequency supporProvision of adequate frequency support is 3_13. Army CONUS high frequency Radio System

determined prior to the procurement of installation radio support po| U.S. Army installations within CONUS have high frequency
systems. Primary considerations include operating frequency band(HF) radio systems provided specifically by the Army CONUS HF
bandwidth requirements, transmitter power, compatibility with chan- Radio Program. This HF system is capable of providing voice,
nel, and overall frequency band use. Authority to operate on specificsecure data, and radio wire integration. The system also has auto-
frequencies is obtained in accordance with local procedures. Frematic frequency link capability. It is designed for interoperability,
quency assessments and assignments for use within United Stategansportability, and ready adaptation to emergencies and contin-
jurisdiction are governed by the policies of the National Telecom- gency of operation.

munications and Information Administration (NTIA). Operational a. Operation and maintenance of the system is a function of the
use of radio equipment outside the United States requiring fre-jnstallation USAISC activity.
guency support is governed by the theater commander. Frequency , coOMSEC support for the installation Army CONUS HF radio

support is largely based on host nation spectrum sharing. station and equipment is a function of the installation USAISC
b. Frequency sharingFrequency sharing is considered before actjyity.

requesting additional frequency assignments. Frequency sharing may

be employed with any combination of general or special-purpose3—14. Record Communications

nets. When consistent with operational requirements, it is used. AProcedures for providing record communications (automatic digital
general purpose frequency might be shared with a special-purpos@etwork (AUTODIN), message preparation, Telecommunications
net. Center operations, AUTODIN mail server and Facsimile) are pro-

. . i vided in AR 25-11.
3-11. Installation radio support net operations

Operating procedures conform to ACP 124. The DOIM establishes3-15. Defense Data Network (DDN)

training programs for users of installation support radio nets. a. All elements of the Army requiring information transfer serv-
a. Training. Training programs include, but need not be limited ices, in support of military operational systems—including World-
to, the following subject areas: wide Military Command and Control System (WWMCCS)
(1) Reporting procedures for intrusion, jamming, anéhtelligence systems, general purpose, and command-unique infor-
interference. mation systems that require inter-base information transfer—adhere
(2) Communications security, especially vulnerability téo procedures in this pamphlet.
interception. (1) Program managers and project managers assign a Systems
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Engineer to each project to ensure systems integration and propeagency/activity ensures contractor access to the DDN. The sponsor-
interface to the DDN. ing agency/activity provides appropriate security procedures prior to
(2) Program managers, project managers, and system proponentsaking the actual arrangements for the connections, and all coordi-
must identify/procure COMSEC equipment for the user end of the nating actions associated with the contractor connections to the
DDN host access line to the DDN packet switch node. The COM- network. The contractor's contract must specifically state that con-
SEC requirement is identified in the USAISC COMSEC Resources nection to the DDN is necessary in order to fulfill the tasks of the
Plan for the equipment to be procured. contract. The sponsor forwards a disconnect request at the conclu-

b. The DDN is used to provide long—haul data communications sion of the contract.
transmission. Existing systems, systems being expanded and up- j. Connections of foreign/allied nation systems to the DDbh-
graded, and new ADP systems or data networks requiring long—hauhection of (interfacing) foreign/allied systems to the United States
communications become DDN subscribers unless granted a waiveDN is done per JCS MOP 112. A JCS MOP 112 action is submit-
or exemption. ted by the command/agency having the requirement through chan-

c. New information systems are designed as DDN-compatible nels to HQDA and the JCS for approval. U.S. Government owned,
using, as a minimum, levels two and three of the standard X.25contractor—operated systems requiring DDN connections do not re-
protocol with telecommunications protocols (TCP) and internet pro- quire JCS MOP 112 action, but do require compliance with the
tocols (IP) for interfacing to the DDN. appropriate security procedures in effect at that time.

d. Proponents of existing systems which are not on DDN, be- k. Node Site CoordinatoiThe activity hosting DDN nodes and
cause of lack of DDN—compatibility, request a waiver and prepare aTerminal Access Controls (TACS) installations provides the Node
DDN Transition Plan. Site Coordinator. Node Site Coordinator and DDN Host Administra-

e. All new and existing information systems are reported in the tor duties are contained in DCAC 310-P70-76.

Integrated Data Services—Management Information System o o
(IDS-MIS). New information transfer requirements are identified at 3—16. Data Communications Connectivity o
least 2 years prior to installation to ensure that DDN service isAll requests to move, install, and remove data communications

available when the system is activated. Date transfer requirement§€auipment within the capacity of the existing equipment require
that do not need to be reported in IDS-MIS are— pompletlon of a CAPR. Submit the completed form per procedures

(1) Exercise or other temporary (less than 12 months) circuits.in Paragraph 3-¢

(2) Nonappropriated fund circuits (for example, AAFES).

f. Waivers to the use of DDN can only be granted for special
economic or operational considerations, such as—

(1) Critical operational requirements that can be installed before Cﬂﬁ_)%gﬁgn
DDN interface can be developed or DDN access can be madeA
available. 4-1. General

(2) Time—phased requirements, to be satisfied by an interim net-p || range of information processing services is provided to
work, with subsequent transition to DDN when economically or gnq_ysers at the installation. The IC provides technical support to

technically feasible. _ ) _ _ end-users at the installation level. (See chap 2.) The Information
(3) The nature of the information transfer services required can-processing Facility (IPF) provides information processing services.
not be satisfied by DDN or a reasonable modification. Micrographics, software development, executive software, network-

g. System proponents, users, and program managers are responshg, and systems engineering services are also provided. The exact
ble for submitting waiver requests to Commander, USAISC, ATTN: qgrganizational structure under the DOIM will vary, but the DOIM
ASOP-O, Fort Huachuca, AZ 85613-5000 for review and evalua- provides the following basic services:
tion. User Requirement Data Base (URDB_) _reportlng/reglstratlon_ in" 4. Operates an IPF to support information processing services to
the IDS-MIS is mandatory prior to resubmitting a request for waiv- the installation. This involves executive software, computer opera-
er. The waiver is returned to the requester with a nonoccurrencejons, and system administration support for the IPF. The IPF sup-
based on the review and evaluation, or is forwarded to the Defens%ortS both STAMIS and non—STAMIS users.

Communications Agency (DCA) with a recommendation for ap- * p, pevelops, implements, and administers policies, standards, and
proval. Waivers approved by DCA have a waiver number aSSlgnedprocedures relating to information system security, system adminis-

with a waiver expiration date, along with milestone leading to even- yation, information processing, data base management, software de-
tual connection to the DDN before the waiver expiration date. Fail- velopment, networks, and hardware utilization.

ure to meet milestones or unsatisfactory progress could result in the ¢ "g\hh0rts the user by providing system administration, software

waiver being withdrawn by DCA and the action forwarded to the ye\elopment, and system maintenance support. If DOIM resources
Office of the Assistant Secretary of Defense (OASD) Command, e not sufficient to provide this support, the DOIM helps the user

Control, Communications, and Intelligence (C3I) for resolution. 4 ganization initiate an information Requirement Statement (RS) to

(1) Waiver milestones are— validate the requirement for the service.
(a) Transition plan submission. o d. Directs the operation of a micrographic facility. The DOIM
(b) Telecommunications service request (TSR) submission. plans and manages all microfilm services, including documentation
~ (2) Waivers are forwarded to OASD (C3I) for one of the follow- control and quality assurance. The DOIM analyzes the user's re-
INg reasons: _ quirements and provides assistance and recommendations concern-
(a) Request for permanent exemption. ing procurement of microfilm systems and equipment or
(b) Initial waiver request is for longer than 2 years. microfilming services under contract. The DOIM maintains an in-
(c) Request for waiver extension is more than 3 years. ventory of all microfilm equipment and monitors the use of the
(d) Request is disapproved by DCA. equipment through periodic on-site inspections. The user notifies

(3) Waiver requests must address host systems. If a host is pathe DOIM before relocating or disposing of microfilm equipment.
of a larger application network, requirements for all host systems/The DOIM, and the records management officials, ensures appropri-
applications networks are to be addressed in one request. The hosite disposition of records on microfilm.
system is registered in the URDB and a waiver number assigned e. Establishes standard coding structures for the identification and

before the Request for Service is submitted to USARCCO. management control of the automated information systems instal-
h. Exemption categories£xemption categories are provided in lation—unique information processing systems and products. The
AR 25-1. DOIM must ensure that all output products are identified, controlled

i. DDN contractor connectioriBhe installation IMA support and documented by a standard coding structure. The DOIM
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develops, allocates, and manages the control of functional area des- a. Operation and maintenance of all common user computer re-
ignator codes and the system designator codes. As such, the DOIMources, including—

assigns and manages the allocation of all systems identification (1) Operating system maintenance and system administration.
codes (SIC) and product control numbers (PCN) upon receipt of (2) Job scheduling and execution.

requests from functional proponents. The DOIM ensures obsolete (3) System operation.

SICs and PCNs are withdrawn based on requests from functional (4) Database administration.

proponents. Functional proponents must document and submit re- b. Management of all installation computer networks,
quests to the DOIM for new and for withdrawal of obsolete SICs including—

and PCNs. Typically, the major user designator (the first alpha (1) Local area networks.

position) is assigned by the parent major commands. Where a major (2) Gateways to communications service.

subordinate command (MSC) Deputy Chief of Staff for Information (3) System administration of common-user systems such as
Management (DCSIM) and a DOIM are both located on the sameg—Mail.

installation, the DCSIM has staff management oversight and may (4) Connectivity with DA systems.

have the management information control officer (MICO) responsi- ¢, Support for multi-user devices collocated with the user organi-
bilities assigned. The DOIM is responsible to ensure that all control- zation. This includes—

lable automated information system output has an assigned PCN and (1) Trouble reporting.

a reports control symbol assigned. The second alpha position iden- (2) System administration.

tifies the organizational element responsible for the system, i.e., the (3) Software maintenance; that is, serving as the interface with
functional proponent. The DOIM is responsible for the development the responsible O&M organization.

and assignment of this data element. The third alpha position, called (4) patabase administration for installed software.

the system designator, provides for the unique distinction between ¢ system analysis and programming support for system develop-
each system under the functional proponent area of responsibility. Ament, including—

PCN must be assigned to every ADP product distributed and printed (1) Assistance in performing feasibility studies and developing
by an information processing facility. This number is assigned and cost/penefit analysis. (See chap 2.)

managed by the MICO. (See chap 6.) The PCN is comprised of a (2) Systems analysis.

six position code which identifies each product of the information (3) System design.

processing facility. The first three alpha positions contain the SIC, (4) System development.

the next three numeric positions sequentially identify the product (5) Programming.

within the information system. The PCN will be entered on each (6) System test.

page of each product in the upper right hand corner. The DOIM (7) System documentation.

should review the listings at least once every 3 years to ensure they e. Assistance to the user in procuring support when DOIM re-
are accurate and current. An annual update should be submitted tgou.rces are not available

the MICO. . . . .
f. Administers the Computer Based Instructions (CBI) program syl;teﬁglr:geéggu:gg p;)trttkl:(;r i?]hseta:lr;sﬂt;l‘!at:ﬁglu%finSgT_AMIS or other

for the installation. ; . ;
) . L 1) Site preparation for equipment.
g. Provides a problem reporting desk for individuals and/or or- gzg Partigpaeion in accept?:m(?e testing
ganizations experiencing problems with services or equipment. (3) Assisting in the integration of the new system into existing

installation system.
g. Micrographics service.
h. Security guidelines.

4-2. Information processing procedures

a. The DOIM utilizes effective policies and procedures to man-
age the information services provided at the pertinent installation. . . . . .
The user community served by the DOIM is diverse and requires "1S‘Spp°r: fo(;_ genergl usler g'utom?tlgn requ(ljre(gnents including—
information processing support that has a broad range of automatic (1) Downloading and uploading of data and data conversion.
data processing, network, and microfilm services. This increase in (2) Meeting onetime or infrequent information processing
user requirements has similarly increased need for wider expertisd€duirements.
by the DOIM. It also increased competition for DOIM resources.
Policies and procedures are required to provide stability to this
environment. Procedures can prioritize requirements and ensure thg
integration of DOIM information services into overall installation,
Army, and DOD plans and standards.

b. The DOIM is customer—oriented. Those user requests that can
not be satisfied internally by the DOIM are thoroughly examined,
explored, and the user is given a non-technical alternative solution
when possible; for example, change to procedures or policy. If an
automated solution is required that the DOIM cannot provide, the
DOIM assists the customer in procuring the capability from other
sources. Chapter 5

c. The DOIM makes every effort to respond to critical require- \sisyal Information Products and Services
ments. However, the ability of the DOIM to respond can be en-

hanced by user cooperation. Unusual requirements, suchsas. General

unscheduled production runs, unusual transaction volume, speciaFunctional elements of VI activities are placed under the control of
program modifications required to satisfy directives from higher the DOIM, to plan, program, coordinate, and direct operations, in
sources are made known as soon as possible. This provides suffisupport of common user VI. The DOIM maintains close liaison with

cient time to analyze the requirement, adjust priorities among othersupported staff and operational personnel to ensure timely, effective

4-4. Requesting Information processing services

a. The IC serves as the single point of contact for all user organi-
ation requests for DOIM information processing services. The IC
performs user needs analysis to identify potential applications, and
help the user organization request the services needed to satisfy the
Trequirement.

b. See chapter 2 for a detailed description of IC services provided
the user.

users, and ensure that all involved in the effort are advised. support and efficient service. Policy guidance in AR 25-1 applies
] ] ] wherever the VI Manager is assigned. DA Pam 25-91 provides
4-3. Information processing services comprehensive procedures for obtaining VI products and services.

The DOIM provides information processing services at the installa-
tion level. (See chap 2 for support of end—-user requirements.) Thes&—2. Products and services
services include, but are not limited to, the following: Products and services provided at the installation level may vary
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from installation to installation. Each VI activity is authorized by picture.) The serial number of the equipment is included when the

HQDA to support specific missions and functions. picture is for investigation, intelligence, equipment improvement, or
a. VI products and service¥!| products and services may in- test and evaluation purposes.

clude, but are not limited to, one or more of the following products (i) Location. (State the site where the subject is located.) The

and services: location is identified by building, street, city or town, and State, if in
(1) Motion picture, and video and interactive videodisopen country, the key terrain feature and the distance and direction
production. from the nearest identifiable place is given. For field operations, the
(2) still photography. map coordinates are used and the basic map sheet identification
(3) Television support. included.
(4) Audio recording. (j) Photographer’'s name and unit.
(5) Manual and computer—generated graphics. (k) Abbreviated captions. An abbreviated final caption, consisting
(6) Presentation services (conference rooms and classrooms). of the information required ia throughd above, may be affixed to
(7) Electronic still video. copies of still pictures, provided the full caption for the picture is on
(8) Combat Camera and technical documentation. file at the originating VI activity or VI record center.
(9) VI equipment and product loan. d. Motion picture coverage and video recordings.
(10) Closed circuit television. (1) DD Form 2537 is used for the final caption. Supplies of the
(11) Master antenna and cable television. form are available through normal publications channels.
(12) Video teleconferencing services. (2) The heading of DD Form 2537 is self—explanatory. “NA” is
b. Products identification. entered in blocks of the heading that do not apply.

(1) Each piece of original art, photography, video, or audio recor- (3) In the lower portion of the form, a description or summary of
ding selected for duplication, distribution, publication, or presenta- the action photographed or recorded is given.
tion is assigned a VI Record Identification Number (VIRIN) by the ~ (4) A complete description of each roll of film exposed or tape
originating VI activity. recorded is given. The rolls are slated and numbered in numerical

(2) Each piece of original art work and still photography is main- sequence. All persons, locations, organizations, weapons, and equip-
tained in a protective jacket. The assigned VIRIN for each original ment in the scene are identified. Every shot is captioned and its
is marked on the protective jackets so the specific product can bdocation is identified by footage count, time code, or similar means.
identified for reorder and disposition purposes. The assigned VIRIN (5) Special processing or handling instructions are clearly marked
is marked or displayed on the leader of motion picture film docu- and listed below the description list.

mentation and video and audio recordings. e. Audio recordingsThe following information is placed on au-
(3) The VIRIN contains the following elements in the order listed dio recordings:
(DA Pam 25-91 gives the designators for each field): (1) The assigned VIRIN.

(a) DOD Visual Information Authorization Number (DVIAN) (2) The date of origination.

(five positions). (3) Subject, short title, and special documentation number.

(b) Type medium. (Three positions.) (4) The recorder's name and unit.

(c) The last two digits of the fiscal year. (Two positions.) (5) Running time and date recorded.

(d) The work order number. (Four positions.) (6) Special instructions for handling.

(e) The sequential number for each piece of original art, still f. Release statemerithe following statement is placed on the
picture, film strip, motion picture roll, video and audio tape, or disc back of each unclassified picture and accompanies copies of unclas-
number, as part of the work order. (Six positions.) sified motion picture footage, video, or audio recording distributed.

(f) Security classification. (Two positions.) “Publication or commercial use of this material requires release by a

(g) Example: A0901-VTC—-86-1422-000003-SE. U.S. Army Public Affairs Officer. Credit U.S. Army.” (Credit line

c. Captions.Still pictures, motion picture footage, video record- consisting of individual’s name and unit may be added.)
ings, and audio recordings are captioned as follows: g. Use of personal equipment and supplies.

(1) DD Form 2537 (Visual Information Caption) is used for col- (1) Military or civilian employees of the Army who have been

lecting information on location at the time the audiovisual informa- designated or authorized to engage in television, audio, still photog-
tion is recorded or photographed. Sufficient information is recorded r@phy, motion picture recording, or generation of original graphic
or photographed. Sufficient information must be obtained to enablelllustrations for any offl_C|aI purpose are considered official Army VI
the VI activity to prepare a complete, factual, final, caption. Sup- for the purpose of this pamphlet. o _
plies of DD Form 2537 may be requisitioned through normal publi- (2) Army personnel who are on official VI assignment, except
cations channels. when off-duty, are not permitted to engage in VI recording for
(2) Final captions are prepared for all original audiovisual prod- pe_rs_onal retentlo_n_pr for any other purpose not directly related to
ucts to be reproduced, distributed, published, forwarded as recorcPfficial Army activities. ,
material, or released outside the Department of the Army. A caption (3) When, by choice or agreement, personally owned equipment
file is maintained by each originating VI activity. The final caption ©F Supplies (for example, cameras, film, magnetic tape, illustration
is affixed to each reproduced copy of an original VI product. Only materials) are used during an official assignment, all VI material

abbreviations authorized by AR 310-50 are used. Captions contaif€corded while on that assignment becomes Army property and
the following information: must be turned in to a DA VI activity or an authorized DA agent.

(a) The assigned VIRIN. h. Visuals.Motion pictures, still pictures, audio and video record-
(b) The geographic location. ings, drawings, and other VI recordings are subject to the same
(c) The date of origination (date/time/group for tactical). safeguard and release requirements as other material intended for

: e ; ; : lease to the press, public, or to individuals. (For policies govern-
(d) Short title and, if it exists, special project number. re ! ’
(e) Description. (State the full name of the event or activity ing release of material outside the DOD, see ARs 340-17, 340-21,

taking place and brief description of action, situation, condition, or 36.0_5' and 380-5.) . L
method being employed.) i Photography and recqrdlngArmy photography or audlows_ual
(f) Organization. Identify the unit concerned with the activity and recordings must not be withheld for personal purposes, or disposed

the parent organization to which the unit is attached or assigned® N @ny manner not covered in Army regulations without the

(g) Personnel. (State the full name, grade, and title of an identifi- written consent of an official who is authorized by law, regulation,

able person in the picture.) Individuals in groups are identified left ©7 Competent orders to permit such withholding, reproduction, or
to right. disposition.

(h) Material. (Give the name and model of the equipment in the _ 1 Property of DAMaterial issued to officers, enlisted personnel,
and civilian personnel for audiovisual recording, in the course of
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their duties, remains the property of the DA. Such materials, with Chapter 6

associated captions, are turned in to a DA VI activity, or authorized Records Management
agent for processing and disposition, in accordance with this

pamphlet. 6-1. General

k. ReproductionReproduction by audiovisual means is accom- a. '!'he ;tatutory basis for the Records Management Program is
plished Fc))nly when itpis determingd to be the most efficient and contained in the Federal Records Act of 1950, as amended. Other

; ‘e i i < laws which govern the program are The Freedom of Information
appropriate method and is limited to the minimum number of copies ; . . .
justified to meet the requirement, as stated on the work request, DACt (Section 552) (title 5, United States Code), Privacy Act of 1974
Form 3903-R (Visual Information Work Order) (Section 552a) (title 5, United States Code), Paperwork Reduction

o . o . Act of 1980, and the Computer Matching and Privacy Protection
|. Classified recording, playback, and transmissi@fhen classi- Act of 1988 (Public Law (PL) 100-503).

fied information is to be transmitted over a television or audio
system, the equipment must be installed per AR 530-4. Procedure%
for the transmission of classified information are provided in AR
380-19.

b. The Director of Information Systems for Command, Control,
ommunications, and Computers (DISC4) serves as the senior pol-
icy official for the IMA. Commander, USAISC, develops policies;
establishes operational procedures for managing records; and exe-
. cutes the Army-wide RM Program, evaluations, and training.
5-3. Request for services , , MACOMSs develop and maintain internal and commandwide pro-
All requests for VI services are submnteql to the supporting I_DOIM. grams for the life cycle management of information.

~a. Requests for motion picture and still photography, audio and = ¢ commanders or directors of installations and comparable—level
video recording, graphic art, presentation services, television, andcommunities, activities, and organizations implement the program
other VI services, except loan and issue, are submitted using DAthrough the DOIM activity. The local DOIM provides support to
Form 3903-R. end—-users for—

b. If copies of classified original VI products are required, the (1) Recordkeeping systems (automated and manual).
requester must provide classification data and the authority for re- (2) Correspondence management, E-mail, and office symbols.
production. The requester arranges for personnel to obtain access to (3) Official mail and distribution.
enter restricted or classified areas for the purpose of providing the (4) Freedom of Information Act (FOIA).
requested setrvice. (5) Privacy Act.

c. DA Form 4103-R (Visual Information Products Loan Order) is  (6) Management information control.
used to request loan of VI products, such as, motion picture film, (7) Vital records.
filmstrips, slides, overhead transparencies, video recordings, multi- (8) Information and records management equipment.
media packages, and associated media. (9) Records Holding Area.

d. DA Form 2062 (Hand Receipt) is used for long—term loan  (10) Terminology, Abbreviations and Brevity Code Management.
items such as projectors, video and audio recorders an players,
sound reinforcement equipment, cameras, and other associfted Records Management Program )
user—operated equipment. a. Installation/activity recordsThe DOIM manages the installa-

e. DA Form 1150 (Request for Issue or Turn—In) is used to loan tion/activity records. A well-organized and well-trained staff, with
VI équipment and items on short—term. a thorough knowledge of the RM program, provides services and

f. DA Form 4516-R (VI Presentation Services Log) is maintained suplpog to Iend ulsers. Tr;.G. DOIMd_ d for local
by each video teleconferencing facility, closed circuit television, Ezg Cs\rllzgcptz p(—:i‘arri]osc’jigongg;l d:nMapr{gcgmu;ﬁts eegluogfi)nzr%?rzgil
cable television command channel, carrier current radio distribution iced activities (gee ara 6-3.) 9
facility, unit learning center, and presentation facility. This log re- : P :

flects the scheduled and actual use of the activity concerned. tio(r135) Ensruergfe (tjhat only information essential for conducting opera-

5-4. Required management reports _ (4) Pr_ovides the most expeditious a_nd_ accurate distribution_ of
DD Form 2054 (Audiovisual Activities Annual Report—RC§nf0rmat.lon’ at a minimum cost, .by eliminating all but essential
DD-PA (A) 1438) are required management reports. processing procedures _and applying advanced te_chnology._ _

a. All authorized Army VI activities are required to complete and (5) Establishes effective controls over the creation, organization,

. > < . . maintenance, use, and disposition of Army information.
submit the DD Form 2054/1. VI activities which are authorized 10 gy Epgyres permanently valuable information is preserved and
do VI productions and perform library functions must complete DD 4| other information is retained, reviewed, and disposed of
Form 2054/2. Forms must be completed and submitted to HQDA

i ! systematically.
(SAIS-PDD-V), after the end of the fiscal year being reported. 7y proyides for the release of information from Army records in

Dedicated VI activities whose work load is entirely research, devel- conformity with the FOIA while protecting the rights and interests
opment, test and evaluation (RDTE) or intelligence collection may of the Government and the privacy of individuals.
be exempt from reporting section Ill, Products and Services Com- |y Recordkeeping systems (automated and maARal).

pleted on DD Form 2054/1. In addition to submitting completed DD 25_400-2 establishes the Army’s files maintenance and records dis-
Forms 2054/1 and 2054/2, each MACOM must forward a consoli- position programs for manual and automated records. Officials re-

dated DD Form 2054/2 to SAIS-FAV. Procedures for submission sponsible for managing the local recordkeeping system—

are in DA Pam 25-91. (1) Evaluate staff office records, electronic and paper—based files,
b. The DA Form 2054 provides feeder information into the De- and their maintenance and records disposition programs. Offices and
fense Automated Visual Information System (DAVIS) Facilitiegctivities may maintain various copies of records, in various media
File, and is a source of composite information reflecting individual (paper, microfiche, electronic) for ease of use and reference. These
VI activity organization, work performed, and funding used during offices and activites must designate which copy is the “record
the report period. This data is used by the Office, Secretary ofcopy” and ensure that that copy is maintained and disposed of per
Defense (OSD) and HQDA for measuring operational efficiency, standards set in AR 25-400-2.
validating resource requirements, and making managemen2) Review staff office/activity file plans for accuracy in identify-
decisions. ing the records of the office and correctness of the MARKS disposi-
tion standard (file number and title).
(3) Ensure information retained, regardless of format or media,
meets all legal requirements imposed on records of the Federal
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Government and adequately protects the rights and interests of the (g) Implementing physical security procedures for meters, meter
Army and individuals affected by the information. heads, and stamps (DOD 4525.6).

(4) Establish the installation/activity records disposition program. (h) Obtaining refunds for spoiled or incorrect meter postage.

(a) The program provides for transfer of permanent and e. FOIA. The FOIA is implemented by AR 25-55. Information
long—term records to Federal Records Centers and for the disposahanagement officials—
of records when they become eligible. Disposition authority and (1) Control access and release of information from all informa-
instructions for transferring records to Records Holding Aretisn systems (automated and manual). FOIA is the chief Federal law
(RHA) and Federal record centers are contained in AR 25-400-2.0n openness in Government and provides that any person is entitled
When new disposition authority is required, records managers notifyto access to Federal records, except for information covered by the
their MACOM officials who notify Commander, USAISC, ATTN:  nine exemptions listed in AR 25-55, paragraph 3-200. Requests for
ASOP-MR, Fort Huachuca, AZ 85613-5000. This office obtains the information citing the Act must be processed within 10 working
proper disposition approval from the National Archives and Recordsdays. The requested information is released or referred to appropri-
Administration. ate Initial Denial Authority (IDA). See AR 25-55, paragraph 5-200,

(b) Approval for converting a permanent series of records to for a complete list of Army’s IDAs. When referring requests to an
microform, optical digital imagery, or similar imaging systems, must IDA, include correspondence to and from requester, legal opinion
be obtained from Commander, USAISC, ATTN: ASOP-MR, Fort from local Judge Advocate, a copy of requested information, and
Huachuca, AZ 85613-5000. your reasons for recommending denial.

(c) When microforms are the record media for permanent re- (2) Ensure education and training is provided to all members of
cords, silver halide film, meeting the requirements of Federal Stand-the installation for development of a general understanding and
ard 125D, must be employed. More economical processes are usedppreciation of the FOIA program and to those personnel who are
for disposable records. An archival film test is required of all per- involved in the day-to-day processing of FOIA requests.
manent record copy silver halide microforms and is recommended f. Privacy Act (PA).
for long—term (over 10 years) microforms. The DOIM or local (1) The PA resulted from Congress’ desires to regulate the Fed-
information manager ensures that film samples are tested locally o€ral Government's gathering of information about individuals. The
are forwarded to a central facility. For technical assistance contact:PA provides individuals access to their personal information; re-
Commander, Information Systems Software Center, ATTNtricts disclosure of personal information; requires Federal agencies’
ASQBI-ISS, Fort Belvoir, VA 22060-5456. compliance with the PA; allows individuals to request amendment

(d) When machine readable material, optical disk imagery, or 10 t_h_eir record'_s; IimiFs_ use of s_oc_ial security nu_mbers; and provides
microforms are the display media for the record copy, they must bejudicial remedl_es_ (civil and criminal) for violations of_the Act.
stored under environmentally controlled conditions, inspected peri- (2) The PA is implemented by AR 340-21. Information manage-
odically to detect deterioration, and recopied when appropriate, toment officials—
meet the minimum scheduled retention. (a) Control requests and ensure they are processed promptly and

c. Correspondence managemehtformation management offi- ~ responsively. _ _ )
cials are responsible for supervising and managing the correspond- (b) Collect information necessary for meeting annual reporting
ence management program as prescribed by AR 25-50. End-uséduirements.

support includes— (c) Ensure that privacy statements are included on forms and
(1) Guidance and instruction for preparation of alfluestionnaires seeking personal information from an individual.
correspondence. (d) Ensure records subject to the provisions of the PA are prop-
(2) Providing local procedures for constructing and using office €y maintained in compliance with applicable PA systems notices
symbols. contained in DA Pam 25-51.
(3) Oversight for correspondence quality control (AR 25-50, para (&) Work with local training officials to provide PA training.
1-42). g. Management information contrahformation management of-

d. Official mail and distributionImplementing instructions are ~ ficials ensure compliance with, and enforcement of, policies and
contained in AR 340-3, AR 340-5, AR 340-25, and DOD 4525.6. rules governing management |nf_0rmat_|on requirements an(_j data
Information management officials/official mail managers carry out Products within their organization, including subordinate agencies
the Official Mail Cost Control Program (OMCCP), which addresses @d commands. They apply the management information control
the use of postage meters, mailing permits, special mail servicesSyStem set forth in AR 335-15 for both manual and automated
and postage stamps: procedures for prepaid postage, correspondenflf?gort'ng systems. For automated information system products, the

distribution management; and mailing procedures for certain U.S.XCS must be placed in the upper right hand corner, together with
Army activities and U.S. citizens overseas. the PCN. For manual system products, the RCS should also be

(1) The Army official mail program is operated on ghlaced in the upper right hand corner. The MICO must also main-

pay-as—you—go basis. Payment for all United States Postal Servict®in a listing of the recurring information requirements. This listing

(USPS) ‘services is by check, money order, or Advance DepositShOU|d follow the format in DA Pam 25-9. This listing is forwarded
Trust Account (ADTA). ’ ’ to the next higher level of command annually. Functional propo-

nents are required to document and submit requests to the MICO for
new RCSs. The MICO is also responsible for reviewing at least
every three years that each controllable information collection re-

(2) Official mail managers prepare local mail procedures that
include—

(a) Programming and budgeting funds. : . .

(b) Tracking funds expended. A transaction file of all documents quirement is still needed.

relating to purchases must be maintained by the mail manager (AR h. Vital records.Vital records are those records essential to the
25-400-2, file number 340—3c) continued functioning of an organization during and after an emer-

gency and those records essential to the preservation of the legal
rights and interests of individual citizens (including soldiers) and the
Army.

(1) Emergency operating records include records necessary for

(d) Planning and budgeting for new mail equipment and obtain- such essential functions as national defense; the mobilization and

ing licenses for new meters from USPS. Mail managers also ensunglrfgﬁgtﬁgalm r;;(t:trlal aﬁgd Ork;iuer:lag néefﬁgrggzajlgf OT%:C;F gi?gr?s eo f
annual contracts for meter head lease and for equipment mainteg ' Y, ' :

. Since emergency operating records would be needed immediately in
nance are established. ) ]
(€) Planning for efficient purchasing of USPS services the event of an emergency, _copies are deposited at or near th_e
(N Using and paying for express mail services ) emergency headquarters. Policies and procedures are contained in
9 paying P ) AR 25-1, AR 340-26, and AR 500-3. The duplicate emergency

(c) Paying for official mail services, submitting requirements to
FAOs, authenticating vouchers, check pickup/delivery system, audit-
ing ADTA for reconciliation of the account with USPS, and any
requirement for signed receipts.
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files are compact, accessible with minimal electronic or automated (3) Are periodic evaluations of staff offices and their RM Pro-
support, cost—effective to operate, and kept current. They include, agram conducted? (AR 25-1, chap 8.)

a minimum, copies of— (4) Is training offered to serviced activities in the RM elements
(a) The organization’'s roster of critical personnel (an@f records maintenance and disposition, official mail, PA, and
alternates). FOIA? (AR 25-55, AR 25-400-2, and AR 340-21.)
(b) The organization’s emergency function, assignment, and(5) Does the activity's RHA meet with the requirements estab-
location. lished in AR 25-400-2, chapter 6?
(c) Appropriate operations and contingency plans. b. Recordkeeping system. _ S
(d) Listings of emergency records and data required to execute (1) IS AR 25-400-2 used as the legal authority for identifying,
critical missions and functions. maintaining, and retiring or destroying records (unclassified and
(e) Emergency action checklists supporting emergency actiigssified, including SECRET)? (AR 25-400-2, para 1-5.)
plans. (2) Does your recordkeeping management program include all

(2) Rights and interests records include records relating to em-records regardless of media (electronic and other machine readable,

ployee payroll and leave, insurance, social security and retirement@Per, audiovisual, and cartographic)? (AR 25-1, par@B-1
ownership, financial interests, and legal proceedings and decisions, (3) Aré RM factors considered in the requirements for automated
Because these records are not needed immediately in emergen stems? (Federal Information Resources Management Regulation
situations, it is not necessary to maintain copies at a duplicate site: IRMR) 201-30.007-1 and AR 25-1)

Information management officials ensure that all rights and interests, (2) Does the system design protect against the accidental destruc-

records are identified and establish procedures for safeguarding,tion )Olfsrfﬁgrrgsg records disposition schedule for the records being

transferring, and disposing of these records under emergenc ;
conditions 9 P 9 9¢ Created by the equipment or system?

i. Information management equipment and systenfermation (c) If the system or equipment is to be used For Official Use
management officials are responsible for reviewing requests for in_OnIa/ (FOEO) or PA :jr]foymatcljor;, are pr('jop:ajr fsafeguardsdlr}stltuteod?
formation management equipment, office equipment, and systems ( )E the syftem desuggeb 3: stantar .ormatsdan orThs lth
for records management requirements. This includes criteria for cre-Ar(rf]) ,SfeMrgFr’g sef)nrg nl'ic?nfo?/mafioszs grgnltrso?ccsors?gae ENFIQe ofts
ation and use, PA and FOIA, authentication and certification; infor- FO t)r/ol)’) 9 y p
mation disposition standards; and recordkeeping procedurée %) Hés a list of files been developed and approved by the appro-
g?fgig\?:dalr?dthe?ficsziyesr:?rg lljli\/ln?g:ﬁ'aallsr];lsegtggltghmg‘e :Qer;nrﬁs\t,vﬁ%ﬁpriate information management official for implementation? (AR
ensures proper reutilizat?onpof equipment. Pros 25-400-2, para 2-2.) : -

. RHA. As prescribed in AR 25-400-2, chapter 8, information (5) Are MARKS labeling and filing procedures followed? (AR

¢ official i d intai RHA t ¢ all 5-400-2, paras 3-15 and 4-1 through 4-6.)
management officials operaté and maintain a 0 support a (6) Are there safeguards against the removal or loss of official

tenants located on the installation. RHAs use less expensive Spacg,-,qs in accordance with 44 USC 31057 (AR 25-400-2.)
and equipment than a current files area to store records. As a (7) Are your activity's microfilm procedures for permanent and

minimum, space selgcted for .the. RHA is weather tight, fire resiSta'.“'unscheduled records according to the standards in the FIRMR/(AR
and has adequate light, ventilation, and heating. Reference servicgys_q chaps 5 and 8.)

for installation contributors, is provided and records are retired to (8) When microforms are the record media for permanent re-

Federal records centers or destroyed, as required. cords, are film samples tested for archival durability? (AR 25-1.)
k. Terminology, abbreviations, and brevity code managementg) are machine readable, optical disk imagery, or microforms

AR 310-25, is used to assist personnel in reaching a commonoreq under environmentally controlled conditions, inspected peri-
understanding of terminology used by the United States Army. AR oically to detect deterioration, and recopied when appropriate, to
310-50, prescribes authorized abbreviations and brevity codes angheet the minimum scheduled retention? (AR 25-1.)

procedures for their use within the Army. (10) Is prompt action taken to—
. Training. Ensure training, to include refresher training, is pro-  (a) Transfer inactive records to RHAs?
vided for information liaison personnel, secretaries, clerks, action (p) Retire appropriate records to a Federal Records Center?
officers, and other appropriate personnel in the FOIA, PA, corre- (c) pestroy disposable records? (AR 25-400-2.)
spondence management, the Modern Army Recordkeeping System (11) Are Standard Forms (SF) 135 (Records Transmittal and Re-

(MARKS), and official mail programs. In developing training pro- ceipt), prepared in an acceptable manner for records to be trans-
grams to meet the needs of the local command, officials mustferred or retired? (AR 25-400-2.)

consider the size of community serviced, personnel turnover rate, ¢ Correspondence management.

funding constraints, and availability of training COUrseS.. .ln a.ddltlo.n (1) Has your activity developed a correspondence quality control
to locally developed courses, records management training is availaprogram? (AR 25-50, para 1-42.)

ble from Office of Personnel Management (OPM), U.S. Department  (2) Does your activity provide training opportunities for all Army

of Justice, National Archives and Records Administration (NARA), writers? (AR 25-50—, para le)

U.S. Department of Agriculture (USDA) Graduate School. The local  (3) Have you established procedures for ensuring timeliness of
Civilian Personnel Office assists in obtaining information on these replies for both suspense and non—suspense items? (AR 25-50, para

courses. 1-9))

. (4) Is correspondence containing classified information marked
6-3. Installation Records Management Program and and safeguarded as prescribed in AR 380-5 and AR 25-50, chapter
evaluation guide 9?

The following information serves as a guide to aid DOIMs in evalu-  (5) Are delegations of signature authority and authority lines in
ation the installation RM Program. Evaluations assist in improving gccordance with AR 25-50, chapter 7?

the accuracy, completeness, and reliability of data and records con- (. Official mail and distribution management.
tained within information systems, both automated and manual. (1) Have organization personnel been trained on preparation of
a. Management. mail and how to cost effectively use the official mail system?
(1) Is the office responsible for the RM Program sufficiently (2) Have procedures been developed which limit the use of spe-
staffed to operate the program effectively? (AR 25-1, chap 8.) cial services; that is, registered, certified, business reply?
(2) Has the staff responsible for RM received formal training? (3) Is outgoing mail properly prepared and not subject to sur-
(AR 25-1)) charges for size or weight?
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(4) Are safeguard in place to guard against loss, misuse, or theft (3) As a minimum, has your activity developed a plan (per this

of official mail postage? pamphlet) to identify and protect vital records in case of emergency
(5) Have personnel been instructed to have personal mail sent tof natural disaster?

their home, not the office? (4) Are your vital records (or duplicate emergency files), that are
(6) Are mailings to common addresses consolidated? in machine readable form (tape, disk, microfiche, ODI), accompa-
(7) Are alternatives to hard—copy mailings considered; that is, nied by textual documentation and, if necessary, by essential soft-

electronic transfer, facsimile? ware? (AR 340-26.)
e. FOIA.

(1) Have educational and training programs been established for
training organizational members and FOIA officials? (AR 25-55,

chap 8.) Chapter 7
(2) Are FOIA requests— Publications and Printing
(a) Logged into a formal control system?
(b) Responded to within 10 working days after receipt? 7-1. General _ o '
(c) Submitted to a properly delegated/designated Initial Denial a. Installation commanders manage their organization’s publica-
Authority (IDA) for denial. (AR 25-55.) tion, printing and reproduction, forms production, copier operations,

(3) Is a recommendation to deny Army records made only when and publication stockroom programs. At the installation level, the
they fall under one of the nine FOIA exemptions as prescribed in DOIMs have both staff and operational functions, involving field

AR 25-55, chapter 3? printing and duplicating facilities. Host, tenant, and satellite activi-
(4) Are the following items forwarded to the IDA when submit- ties, supported by the installations, have IMOs who manage the

ting a recommendation for denial: internal publication and printing requirements within their organiza-
(a) Legal review by the local legal advisor? tions and dp not pgrform qperational functions. The DOIM ensures
(b) Original copy of the FOIA request? IMOs receive the installation support they need to perform their
(c) Copies of requested information? missions.

(d) Copies of any correspondence you have with the requester? b. DOIMs enforce Army policies, regulations, and instructions
(e) Reason (FOIA exemption number) for recommending denial? governing publications and printing programs, and provide the man-

(AR 25-55)) agement of services and systems for printing and self service copy-
(5) Are fees for search, review, and duplication costs— ing. They also design, produce, and procure printed material and
(a) Collected and delivered to the servicing finance office as blank forms, and direct field printing and duplicating facilities per

specified in AR 25-55, chapter 6? AR 25-30.

(b) Waived when assessable costs are not substantial or when

request is in the public interest per AR 25-55, paragraphs 6-103/—2 Publication control . o .
an%lu 63—1541? PUBIC interest p » paragrapns The DOIM performs the following publication control functions:

£ PA. a. Reviews and comments on draft manuscripts of installations

(1) Have PA officials been designated? (AR 340-21, para 1_9')command publications when coordination or approval is required.

(2) Are all PA requests acted on promptly, accurately, and fairly? 1h€ DOIM also ensures proposed publications do not conflict with
(AR 340-21, para 1-5.) the policies and procedures in their areas of responsibility.

(3) Are privacy statements included on forms and questionnaires b. Edits publications to ensure they are understandable and reada-
that seek personal information from an individual? (AR 340-21, Ple, per the Army readability program. N _
para 1-9.) c Ensure.s .coordlnatlon is complete before submitting publica-

(4) Is written consent of the individual being obtained for disclo- tions for printing. o )
sures made other than those authorized by AR 340-21, chapter 3? d. Maintains an index of all publications for which the command

(5) Is an accounting of disclosure maintained whenever a record!S the proponent. )
from an Army system of records is disclosed to someone other than € Conducts a periodic review (at least every 18 months or when
those described in AR 340-21, paragraph 304? a reprint action is initiated) of all command publications for which

(6) Have procedures been developed to allow individuals to re-the command has preparation responsibility. In conducting this re-
quest amendment of their records as described in AR 340-21, paraview, the following is accomplished:

graph 2-10? (1) Ensure present editions are adequate.
g. Management information control (reports control). (2) Redundancies, conflicts, and required changes are identified.
(1) Has a MICO been designated? (AR 335-15, para.)l-7 f. Conducts inspections and assistance visits, at least every 2 to 3

(2) Are records maintained for the control of all report require- years, for each organization or activity reporting directly to the
ments over which the organization has jurisdiction? (AR 335-15, installation commander.
para 2-8.) g. Develops and maintains procedures to control and manage
(3) Are automatic data processing (ADP) products controlled andimmediate action, interim changes to publications.
assigned product control numbers (PCNs)? (AR 335-15, para 2-8.) h. Notifies through command channels, Commander, U.S.A. Pub-
(4) Has approval been obtained from the Office of Managementlications and Printing Command, ATTN: ASQZ-PG, Alexandria,
and Budget (OMB) for any data collection requested from the public VA 22331-0302 of the individuals designated to approve the print-

sector? (AR 335-15, para 4-1.) ing of publications and forms.

(5) Are periodic reviews of management information require- i. Ensures timely response to reprint requests from the U.S. Army
ments and ADP products conducted in accordance with AR 335-15Publications Distribution Centers (USAPDCs), after determining
chapter 6? whether publications are essential.

h. Vital Records Management. j- Administers the installation publication and distribution system.

(1) Does your activity have a vital records program? (AR 25-1, k. Provides guidance to supported activities on managing publica-
para 8-8.) tions accounts and preparing initial distribution requirements.

(2) If required by higher headquarters, have you established a |. Reviews all requests from supported activities to establish new
duplicate emergency files program (DEFP) as described in ARcounts, classified accounts, and blank forms accounts.

340-26? Are the DEFP records— m. Verifies publication account addressees (when notified by the
(a) Maintained at an off—site, safe distance from your activity? USAPDC) and ensures accounts authorized to receive classified
(b) Inventoried and kept current? publications actually need them.

(c) Inspected at least annually? n. Prepares or supervises the preparation of DA 12—series forms
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and promotes conservation in the requisitioning of publications and j. Ensures all supported organizations have considered using elec-
forms. tronically generated forms for applicable new and existing forms.
0. Develops and maintains a publication training program for k. Reviews each request and justification for form exception,
stockroom and publications account maintenance personnel. deviation, or overprinting and approves or disapproves the request.
p. Reviews periodicals issued, by elements under the installation |. Ensures each form subject to a congressional act has been
jurisdiction. coordinated and approved by proper authority. (Examples of such
g. Ensures each issue of periodicals prepared by subordinate eleacts are the Privacy Act of 1974 and the Paper Reduction Act of
ments meet the conditions of AR 25-30 and terms of approval. 1980.)
r. Evaluates requests from subordinate elements for newm. Develops a training program for forms management
periodicals. personnel.
s. Initiates the publications resource initiative for the RS. n. Assumes responsibility (at the installation level) for the forms
management program of host, tenant, and satellite activities.
7-3. Printing and reproduction control
The DOIM performs the following printing and reproduction control 7-5. Copier management
functions: The DOIM performs the following copier management functions:
a. Supervises the procurement and production activities relating . Advises the installation commander on copier management
to all internal installation printing and duplicating. This includes Policies. ) )
tenant and satellite activities. b. Evaluates requests for self-service copiers and makes recom-
b. Develops and establishes printing procurement contragd€ndations for the placement, relocation, or consolidation of
through the GPO RPPO, according to customer requirements. ~ Self-service copiers, as appropriate; assigns approval control number
c. Ensures all requirements for printing and self-service copying When recommending approval. _ ,
equipment and facilities are essential; acts as review authority for all ¢- Reviews RS for self-service copiers and related equipment,
printing, publishing, duplicating, and self-service copyinicluding out-of—cycle initiatives, and recommends approval or
equipment. isapproval. _
d. Reviews annual funding requirements for printing within the ~ d- ENsures copier surveys are conducted every 3 years.
installation and coordinates this review with resource managers. ©: ASSists host, tenant, and satellite organizations in relocating

These requirements must include funds to procure printing require-2nd justifying self-service copiers and related equipment.
ments through the GPO contract sources. f. Maintains a current inventory of all self—service copiers and

e. Provides planning guidance for preparing printing estimates related equipment to include _annual cost ar_ld production statist_ics.
and controlling printing funds. g. Ensures accurate and timely submission of annual copying
f. Acts as a review authority for work to be produced in field [€POrts through command channels to Commander, USAPPC,

printing and duplicating facilities or requisitioned through the GPO ATTN: ASQZ-FP, Alexandria, VA 22331-0302, per AR 25-30.
RPPO. h. Ensures lease/purchase analysis for each leased self-service

g. Helps subordinate, tenant, and satellite activities in the devel- COPIer 1S performed prior to purchase or lease renewal.
opment and preparation of requirements statements. 7-6. Distribution management

h. Conducts inspections and assistance visits of printing and du- 5 pyplication stockroomsOne publication stockroom is estab-
plicating facilities reporting directly to the installation commander. |ished at each major installation in the 50 States and in each State
_i. Recommends the establishment, relocation, consolidation, orNational Guard headquarters. The installation DOIM oversees the
disestablishment of field printing and duplicating facilities, when stockroom operation. The stockroom operations stocks blank forms
justified, and processes requests for acquiring and disposing of alland publications and supplies them to the organizations of the instal-
printing, duplicating, and related equipment. _ _ lation, USAR units, and senior ROTC units in the stockroom’s area
j- Maintains cost and reproduction data on production equipmentof responsibility, under AR 5-9. Stockroom operations also supply
and reviews, programs, and budgets for equipment requirements.plank forms and command publications to smaller installations and
k. Reviews printing and reproduction reports before they are sentactivities located in their geographical area. Overseas publication
to the next higher level, ensuring the data is accurate and completegenters are established by overseas MACOM commanders. The cen-
ters stock and supply blank forms and command publications to the
/4. Forms management , . units within the geographical area of their command. In OCONUS
The DOIM performs the f(_)llowmg_ forms ‘management _functlons: areas the Community DOIM (CDOIM) operates a publications
a. Reviews forms for which the installation is responsible, annu- gigckroom that supports the community staff and tenant activities or
ally or when a reprint action is initiated, to ensure the forms are grganizations in the geographical area. Publication distribution cen-

essential and current. , o ters are established and operated per AR 25-30, chapter 12.
b. Manages the maintenance of functional and numerical files for [ pyplication stockroom managem&he DOIM—designated
forms. _ ) publications stockroom management official performs the following
c. Analyzes all new and revised forms submitted for approval to fynctions:
ensure they are essential and each request is fully justified. (1) Establishes and operates an installation publications
d. Ensures each form is prescribed in an Army publication, ex- stockroom.
cept as indicated in AR 25-30 and this pamphlet. _ (2) Correctly maintains DA 12-series forms requirements and
e. Ensures each form with a management information require- those of other accounts handled.
ment has been coordinated with the installation MICO. (3) Correctly distributes blank forms and installation publications
f. Ensures higher echelon forms are used as much as possible il supported organizations.
lieu of creating local forms. _ (4) Controls the storage and issue of classified and accountable
g. Maintains an inventory and index of forms issued and updatespublications, including accountable forms, as required by each
them at least annually. item’s security classification, per AR 25-30 and AR 380-5.
h. Reduces the number of forms in use by— (5) Provides guidance to units on—
(1) Eliminating nonessential or duplicate forms. (a) Managing their publications accounts.

(2) Combining similar or related forms, especially when one(b) Preparing DA 12-series forms.
higher echelon form can replace two or more lower echelon forms. (c) Reviewing initial printouts of distribution requirements.

i. Maintains records on the use of forms to avoid procuring ex- (d) Processing rejection or advice of supply status messages re-
cessive stocks, and ensures forms ordered are consistent with exceived from the USAPDCs.
pected usage. (6) Conducts assistance visits to supported units as needed.
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(7) Helps unit commanders complete needed actions when unitscopying services obtain these services from the installation printing
are alerted for permanent change of station. and duplicating facilities or self—service copiers.

(8) Establishes procedures to record stockage demand data for c. Installation DOIMs obtain field printing and duplicating re-
blank forms and installation publications. Ensures up to 120 days’ quirements from a GPO RPPO or an Army field printing and dupli-
stock of blank forms is on hand or on order. Managers of overseagating facility, unless otherwise approved. Printing, duplicating, and
publications centers ensure up to 180 days’ stock of blank forms isself-service copying are provided per AR 25-30, chapter 11.
on hand or on order.

(9) Supplies blank forms to USAR and ROTC units located in
their geographic areas of responsibility.

(10) Ensures inventory records are kept accurate. Chapter 8 )
Continuity of Operations Plan (COOP) for
7-7. Installation command administrative publications Information Services

Command publications, issued by installation commanders, dissemi- 1 E d . inf .
nate policies, responsibilities, and procedures to headquarters an§_1- Emergency and contingency information systems

: ot lanning
sqbqrdmate ele_ments and tenant organizations. They are used onl9 a. Emergency and contingency requirements are generated by
within the issuing command. Use of electronic means to generate

and distribute command publications is authorized. Electronically natural disasters, civil disturbances, exercise situations, mobilization,

generated and distributed command publications are prepared pe(rr)r war. All installation organizations have plans for the use of
AR 25-30. These publications are described below. esources during any of these situations. One of the keys to effective

- - . D . mobilization will be the ability to provide command and control for
_a. Publishing command administrative publicatiombe publica- — the influx of troops into active duty. This may require a major
tions listed below are types of command administrative publications. increase in information systems capabilities at certain installations.

They are published per procedures in AR 25-30, chapter 2, and DAgpecific emergency and contingency situations are addressed in the

Pam 310-20. following publications:
(1) Regulations. (1) AR 500-3.
(2) Memorandums. (2) AR 500-4.
(3) Pamphlets. (3) AR 500-5.
(4) Posters. (4) AR 500-50.
(5) Circulars. (5) AR 500-60. Chapter 3 addresses the information systems
(6) Bulletins. support provided to FEMA during emergencies or major disasters.
(7) Supplements. (6) AR 500-70.
b. Writing and revising administrative publicatiGeseral (7) FIB PUB 87.
guidelines for writing and revising installation publications are pro-  (8) DODI 3020.26.
vided in AR 25-30, chapter 2, and DA Pam 310-20. (9) AR 380-19.
b. At the installation level the DOIM is the information systems
7-8. Periodicals and nonrecurring publications planner. The DOIM reviews existing plans and maintains an aware-

a. Periodicals.An Army periodical is a nondirective classified or ness of demands that might be placed on the installation information
unclassified Army magazine or newsletter-type publication pub- Systems. A list of possible situations that could create requirements
lished annually or more often. Its purpose is to disseminate informa-are developed. SOPs are developed for as many situations as possi-
tion and material necessary to the issuing activity. It hasblg. The capabilities and resources required for response to each
continuing policy as to format, content, and purpose. Periodicals areSituation are outlined. Include the DOIM staff in development of
usually published to inform, motivate, increase knowledge, or im- Such plans and encourage innovative thinking. _ _
prove performance. They may contain official or unofficial informa- €. Realistic risk management and contingency planning requires
tion or both. Internal installation newsletters and annual reports arethat plans be developed to reduce the consequences of an informa-
classified as periodicals unless they are publications. Periodicals ardion processing loss to an acceptable level. The loss may be total or
developed and published per AR 25-30, chapter 10. partial reduction of— )

b. Nonrecurring publicationsA nonrecurring publication is a 1) Dat?‘. processing equipment (DPE).
nondirective classified or unclassified publication printed on a(2) Facilities supporting IMA.
one—edition basis. It is usually published to inform, motivate, in- (3) Software.
crease knowledge, or improve performance. Nonrecurring publica- 4) Informatlon._
tions include leaflets, bulletins, folders, books, booklets, reports, (2) Documentation.
published speeches, and similar nonrecurring publications. Nor(8) Personnel strength.
recurring publications may contain official or unofficial information () Informat_lon_ transfer. . . . . .
or both. This definition does not include authenticated, numbered, d. The continuity of operations planning, including the readiness
administrative pamphlets published under this pamphlet, as part ofiesting therec_)f, is a continuing requirement resting with the com-
the installation official publication system. Nonrecurring publica- mand auth_o_rlty. - .
tions are developed and published per AR 25-30, chapter 10. (1) Specifically, cor_nmand authorities will— .

c. Newspapers and command information produ@smmand _(a) PIar_1 a_nd establish _the command structure best suited to pro-
Information (CI) newspapers and other Cl publications are governedvIde continuity of operations. .
by AR 360-81. The DOIM is responsible for approving use of (b) Determine functions that are essential to the conduct of

. : oy . R operations.
appropriated funds for printing authorized CI publications. (See AR

(c) Program and fund COOP readiness testing.
25-1, AR 25-30, AR 210-7, AR 600-20, and AR 360-81) (d) Issue common doctrine for continuity of operations within the

command.
(2) Within this context, the commander must determine the de-

q gree to which Information Systems are integral to essential opera-

tion and ensure that plans have been made which provide support.
The activity operating the information system will develop and
Nhaintain a current COOP. The COOP will be reviewed on an annual
basis; this will be verified in writing on the COOP.

(3) Recovery planning addresses the necessary actions to fully

7-9. Printing duplicating and self—service copying
management

a. Title 44, USC, stipulates that all printing will be accomplishe
at the GPO unless otherwise authorized. USAPPC is required t
charter the operation of Army field printing and duplicati
facilities.

b. Installation host, tenant, and satellite organizations requiring
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recover from the back-up facilities and usually means increased cost (e) Arrange for transportation, messing, and billeting.

and degraded performance. It is therefore worthwhile, but not man- (7) The format and content of the final COOP should conform to
datory, to include recovery plans in the COOP. FIPS PUB 31 con-the guidance in appendix E. Deviations from the prescribed format
tains detailed guidance on recovery planning and should be used byre permitted.

those choosing to include this phase of COOP. (8) Data processing (DP) support under wartime conditions.

(4) Procedures will be developed for continuing protection of (a) The continuity of DP operations in national emergencies or
Information Systems (IS) files, application system software, systemswartime conditions will agree with the role and survivability of the
documentation, and processing instructions. The level of sensitivity organization supported. Special care will be given to the identifica-
for these materials will be determined by the activity’s support role. tion of secure relocation or COOP sites with requisite IPF, transpor-
Various levels of protection will be given to the materials associated tation, back—up files, and other necessary resources to permit DP
with each system according to their mission sensitivity. These levelswith wartime missions to perform as required.
are— (b) IPF managers performing risk assessments for systems with

(a) In-house backupThis level is the acceptable minimum and mobilization/wartime critical missions should be aware of the de-
is mandatory for all executive and applications systems. There will structive effects of the energy generated by nuclear explosions.
be at least two copies of each principal item of IPF films, programs, Consideration should be given to employing protective measures.
and procedures available to the activity operating IPF. If the work- Electro magnetic pulse (EMP) countermeasures are discussed in
ing copy is destroyed or becomes unavailable, the DPI may continuedetail in DA Pam 50-3.
operations without significant delay. For tape and card master files (9) IPF in a foreign country or war zone will be evacuated to a
and similar items, this may be achieved by setting proper file reten-safe area when it becomes endangered by enemy forces or other
tion periods, so that earlier versions of the files with update transac-hostile acts. If it is not feasible to relocate IPF equipment, all
tions are available for reconstruction purposes. Files resident on diskequipment and associated materials (DP files, programs, and proce-
or similar media will be dumped to tape or copies for back-up dures) will be destroyed or rendered inoperative. The Federal Re-
retention according to update frequency and anticipated difficulty in cords Act of 1950 authorizes the destruction of records in the
reconstruction. Special attention will be given to the periodic copy- custody of the Army, outside of the continental United States, at any
ing of files that are changed or updated in on-line mode. time during the existence of a state o_f war between the United

(b) Alternate files storage aredhis level of protection is man-  States and another power; or when hostile action by a foreign power
datory for all DPIs that provide critical IPF support to the organiza- appears imminent, if their potential capture by the enemy is prejudi-
tion’s mission performance. It is highly recommended for djal to the interests of the United States. If emergency destruction is
mission essential IPF operations in activities other than IPFs. Thisdone, a list of equipment destroyed, their inclusive dates, and the
protection is off-site storage of at least one copy of all IS files, date_s destroyed, will be compiled to the extent possible. This infor-
programs, and procedures to operate the high priority applicationsmation will be forwarded through channels to HQDA (SAIS-PDD),
systems either at the IPF or an alternate site of operation (including/Vashington, DC 20310-0107, as expeditiously as theater or opera-
copies of COOP plans and related materials). The alternate filesional conditions permit. ) ]
storage area should be located in an area reasonably accessible to(10) Appropriate classification of the COOP is required. The
the IPF but not subject to the same degree of threat as the IPF. Fdfentification of the location of an alternate site of operation or
example, if the IPF is close to the sea or on a flood plain, thea_\lter_nate files storage area d(_)es not in |t_self normally require cla_55|-
alternate files storage area should be on higher ground. It is recomfication of the plan. Plans with the wartime or emergency contin-

mended that the alternate site be no closer than one mile from th§€NCY mission or processing selected applications systems in
IPF operations center. support of a classified headquarters, command, or organization

(c) Storage at the alternate site or operation or COOP dités COOP (such as HQDA), or reference to classified portions of these
prepositioning of files, programs, and procedures in an updated and!ans, will be classified under the guidance of AR 380-5.
operational condition is necessary only when the highest priority of (11) The Army’s IS requirements are, at times, satisfied by con-
work is to be performed, presuming that neither the principal site tractor—owned or contractor—operated facilities. In such operations,

nor the alternate files storage area will be accessible in the required!® Participation of contractors is governed by the terms of the
response time during or after an emergency. This level of protectioncontract. The COOP is essentially an Army plan, and the procedures

for mission—essential files, programs, and procedures is mandatoryO" déveloping a COOP that rely on contractors for execution is
for activities with an essential peacetime or wartime support role €SSentially the same as for the Government-operated facilities. It is
that depend on Information Systems support for success. the Government’s responsibility to ensure a thorough risk and threat

(d) Mission essential processinData communications sufficient analysis has been accomplished. Emergency responses and backup

i . : : tions must be included in the statement of work (SOW) for the

to support mission essential processing between the COOP site angPera . \ A
interactive system users of the incapacitated IPF will be addressedcontract. The COOP is the Army’s plan and the contractor is I!mlted
(5) One or more alternate sites of operation, or COOP site, mus 0 executing the terms of the contract. This situation often limits the
be established for use if IPF at the principal sité cannot be uséd, du exibility of the plan and burdens the planner to define each actian

o damage or serious malncion, This s mandatory for all IpEs 279 EACLCn 1 leme of e SOW: ey must be st and e
that have critical wartime, peacetime, or mobilization missions. Fol- yp

lowing are the principal factors in selection of the COOP site: does not have the flexibility to direct personnel to relocate, to hire

o . . T - on short notice, or to speed up delivery lead times. Planners must
(a) Compatibility of installed equipment at the potential site with remember that the contractor is bound only by the terms of the

both system and applications software that may need to be run : : - -
under emergency conditions. contract and that consideration must be given to providing Govern-

(b) Ability of the potential site to accept the emergencgtigtioﬁzsets to augment the contractor effort in emergency
workload. '

(6) Deployment to the COOP site requires detailed advancedg o Emergency actions
planning and close coordination. Detailed procedures need to be a. Under emergency and contingency conditions, the DOIM has
developed that— the authority to take independent action necessary to maintain oper-

(a) Determine when deployment will take place under various ational information systems. Such action might include—
circumstances. Such a determination is often keyed to the defense (1) Exchange or substitution of commercially leased or main-
readiness condition (DEFCON). tained equipment.

(b) Determine which applications will be deployed. (2) Substitution of equipment or circuitry from lower precedence

(c) List personnel, by job title, who will deploy to the COOP site. to higher precedence requirements.

(d) Develop the load list materials and supplies to be deployed. (3) Obligation of resources to fulfill priority commitments.
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b. Independent actions taken which normally require the approval d. Designated DOIM offices (app B) have a supporting installa-
and coordination of higher headquarters prior to implementation tion responsibility to provide mobilization information services plan-
are— ning assistance to designated Semi—Active (SA) and State Operated

(1) Documented in the format appropriate for the information (SO) MS.
systems involved.

(2) Reported through USAISC command channels at the earlies
opportunity.

8-6. COOP information services support prioritization

a. During stressed situations, the reduction or denial of informa-
tion services to some users may be necessary to ensure essential
mission requirements are supported. The stressed situation may be
caused by a mobilization effort, wartime operation, terrorist activity,
R . the installati taff and t t activities to devel civil disturbance, or natural disaste_r and may_be the result pf in-
. 8. Rrequires the instaliation stalt and tenant activities 10 develop . q 5504 system usage or degradation of service due to equipment,
information systems requirements in their contingency plans. software, or transmission failure. The direct impact will be that the

b. Provides contingency information service requirements to the ,yisions of quality information service will no longer be possible.

8-3. COOP information services
The installation commander—

DOIM. . o ) ) User access to some systems must then be restricted or denied to
c. Advises the DOIM of emergency situations that might involve ensure essential operational users are supported.
the installation. b. Guidelines are provided by the National Communications Sys-

d. Develops policy and procedures appropriate to the installationtem (NCS) for reduction of information transfer traffic in an emer-
mission and locations for lighting, blackout, and other emergency gency (MINIMIZE) and communications circuit restoration priority

conditions. system procedures. However, these do not apply to most installation

information service users for COOP, telephone service, or data
8-4. Emergency action telephone service for Army processing support. Army MINIMIZE policy is published in AR
command operation centers 25-10.

a. Establishing stand—alone Emergency Action Console (EAC) c. The following prioritization scheme criteria are used for the
telephone switching systems and Electronic Switching System (ESS)prioritization of information services provided users not assigned an
remote consoles, with attendant operator requirements within ArmyNCS priority:
command operation centers, has been overtaken by technology. In- (1) Priority 1. System usage associated with essential command
formation exchange service, for which USAISC is responsible, is and control operations.
provided by automated display telephone sets operated by command (2) Priority 2. Systems usage associated with essential security,
operation center action officers. safety, and fire operations.

b. Electronic switches are designed to provide for automatic cir- (3) Priority 3. Systems usage essential for national emergency,
cuit transfer of selected command and control circuits, DSN circuits, mobilization, or natural disaster operations.
off-hook circuits, and confirmation circuits to command operation ~ (4) Priority 4. Systems usage very useful in meeting national
center controls, in the event of a catastrophic failure of the adminis-emergency, mobilization, or natural disaster operations.
trative telephone system. (5) Priority 5. System usage not essential to support national

c. When mission requirements justify, command and control (C2) €mergency, mobilization, or natural disaster operations but neces-
functions and emergency integrated voice and data services aréary to satisfy other mission and installation support requirements.
provided by the switch serving the installation. Multiple and sepa- _(6) Priority 6. System usage not essential and which could be
rate ingress/egress routes are provided for switches engineered witdiscontinued or eliminated during the stressed situation.
command and control and emergency voice service. Europe and d. Prioritization schemes are developed as a coordinated effort
other overseas areas are not included in this policy and may conWwith users.ar!d. |ns.tallat|0n contingency/mobilization planner§. Com-.
tinue operating stand-alone EACs. pleted prioritization schemes are approved by the installation

commander.
8-5. Mobilization information services e. Denial of services and/or restoration of communications cir-

a. Mobilization information services support planning must con- cuits and asst_)ua_ted terminal equipment that are assigned NCS res-
sider the impact of the surge in the use of information services, toration priorities is made under policies and procedures established
During the operational readiness improvement phase, informationPy NCS.
services need to be extended to support Reserve Component (R(§_7_ Services support

forces while at the mobilization station (MS). Upon mobilization, the State area commands (STARCs) assigned to
b. Mobilization essential information services expected to be op- the National Guard and individual states are Federalized. The sup-
erational during all phases of mobilization include the following porting DOIM office (app B) is then responsible for support of the

categories: ) STARCs within its geographical area of responsibility.
(1) Administrative telephone service.

(2) Data processing. This includes IPF, Army Standard Informa-
tion System (ASIMS) access, and other data processing capabilities.

(3) Facsimile. Chapter 9
(4) High frequency radio. Acquisition and Maintenance of Information
(5) Nontactical radio. Systems, Services, and Equipment

(6) Secure voice.

(7) Record communications. 9-1. General

a. Acquisition is the obtaining of supplies or services by contract

(8) WWMCCS/WES/AWIS access. and with appropriate funds. These supplies or services—
(9) Print plant facilities. (1) Are used by the Federal Government,
(10) Records management facilities. (2) May be acquired through purchase or lease.

c. During the pre—mobilization (peacetime) period, mobilization (3) May already exist.
requirements for additional leased telephone service and longhaul (4) May need to be designed, developed, demonstrated, and
communications circuits must be defined. Mobilization DA Form evaluated.
3938 (Local Service Request (LSR)) and Request for Service (RFS) b. Acquisition begins when the organization’s needs are estab-
documentation is developed and retained by the DOIM for imple- lished. Information Requirement Study (IRS), RS, Life Cycle Man-
mentation at mobilization. agement Need justification phase (Milestone 0) includes:
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(1) Description of requirements to satisfy organizational needs. (4) Requirements that are necessary to implement a system al-
(2) Solicitation and selection of sources. ready approved (that is, MACOMs/Army Staff (ARSTAF) are re-
(3) Award of contract. quired to provide hardware interface).

(4) Contract financing.

(5) Contracting performance.
(6) Contract administration.

9-3. Acquisition of information systems and services

a. Procurement strategiedJsers and providers of information
. . . systems should be aware of the various procurement approaches
(7) Technical and management functions directly related to the jyiapje for acquiring information systems and services. If there is

process Of. fulfilling installation/ acqwty ngeds by contract. an existing requirements contract available, the system or service is
(8) Sharing, reuse, and contracting for items by lease or purchaseypyained from that contract to the maximum extent practicable. If a
or any legally acceptable methods. requirements contract is not available, the user makes every effort to
furnish data to support a competitive procurement. The user, in
conjunction with the contracting officer, determines if the MACOM
or DA is responsible for approval of the planned procurement.
b. Methods of acquiring information systenhsstallations and

9-2. Requirements development
Prior to any acquisition of information systems or services, user
requirements are approved in the parent MACOM Modernization

Plan F(M?D F:IRag)._ ducted. E thi i . tactivities consider the merits of all procurement methods available
a. First an IS conducted. From tniS assessment, requirementy, ¢, o selecting a procurement approach. Methods for acquiring

can be determined, strgtegies for '.“69“”9 organizational .objectivesiMA systems and services include sharing or reuse and procurement
can be developed and implementation of the desired solution can b?rom various procurement lists and Federal supply schedules. Pro-

achieved. curement of information systems or equipment may entail a various
b. Information CAPRs are prepared. _ ) procurement methods as follows:
(1) The CAPR defines the deficiency or information need to be = (1) purchaseUnder this method, the Army gains title at the time
satisfied. ) ) o of successful final test and acceptance. This method is generally
(2) This need is based on shortfalls identified in the IRS and preferred. Every effort is made to identify and program purchase
other requirements identified by users. . _ funds. Purchase contracts may have warranty periods in which the
(3) The CAPR is normally developed by the functional user in contractor furnishes parts, training, and maintenance at to charge.
concert with the DOIM/IMO. Users ensure the effective date for providing contract maintenance
(4) A CAPR is a work order document used to identify a defi- and parts corresponds to the expiration date of the guarantee period.
ciency or need to the DOIM. If the DOIM cannot satisfy the CAPR  (2) Lease.Under this method, information systems or equipment
within existing resources a RS is created and submitted in the MODare acquired under a periodic charge arrangement, and in some
Plan. If an approved MOD Plan includes the deficiency then the cases the lease may lead to direct ownership. Lease contracts could
number is included in the CAPR. include added charges for extra use of equipment. Maintenance,
c. An RS documents a deficiency or need for input to the MOD training, and other contract support could be priced separately or
Plan. The RS provides a clear, concise picture of the requirement tancluded in the lease cost. Three common lease arrangements are—
achieve the current target and objective configurations identified in (a) Straight leaseThe Government leases resources for a spe-
the IRS. It provides a onetime administrative approval of new re- cific base period and usually has an option for additional periods.
quirements. RSs are developed using specific and unique informa- (b) Lease to Ownership Plan (LTOPJhe Government leases
tion needs, and projecting information resources which are expectedtems for a specified period after which lease payments cease and
to satisfy those needs. Upon approval and review by the engineeringitle is transferred to the Government.
activity, cost estimates are developed. These cost estimates provide (c) Lease With Option to Purchase (LWORhe Government
input to the Planning, Programming, Budgeting, and Execution Sys-leases items for specified periods with an option to purchase at a

tem (PPBES) process. later date. The Government may acquire ownership of resources by
d. The MOD Plan is developed based on RSs submitted byoking the contract options. All proposed lease acquisitions in-
MACOMs and HQDA. clude a lease/purchase analysis which is prepared by the requiring

(1) It is a consolidation of requirements approved for program- QCtiVity an_d reviewed by the contracting office before the acquisi-
ming, budgeting, and execution. The approved MOD Plan and assofion plan is completed.

ciated guidance is used for the development of programmigg . .
documents. ~4. IMA systems, equipment, and services

a. Long—haul transfer servicdsang—haul leases and
Government—-owned long—haul information connectivity systems are
In;%btained per DA Pam 25-5.

b. Local serviceCertain local leased services are exempt from
the provisions of AR 25-3 and DA Pam 25-5. These are local
services acquired through local leasing procedures. They include the
following three categories:

(1) DDD, Foreign Exchange (FX) service, Off Premise Extension
(OPX), or local leased services that exceed $2,000 monthly or $5,
000 nonrecurring.

(2) The MOD Plan is an un—resourced document. No provision is
made for an interface into the Program Objective Memorandum
(POM) and Long Range Army Material Requirement Pla
(LRAMRP) process that is the primary means of generating funds.
Funding for execution of MOD Plan initiatives is received through
the PPBES.

e. MOD Plan audit trails are established.

(1) Parent MACOMSs provide each activity with an audit trail
showing the status of each initiative and indicating which command

initiative it is rolled into. » _ .. (2) Local official and unofficial service.
(2) Each activity has an auditing system in place to track acquisi- (3) Other authorized local services costing less than $2,000
tion of IMA equipment, support, and services from the time of monthly or $5,000 nonrecurring.
identification of the need through the actual acquisition andcl USAISC O&M command&ISAISC O&M commands are re-
accountability. _ _sponsible for the acquisition and financial management of all locally
f. The approved MOD Plan may be executed subject to the guid-acquired services. In CONUS, leasing arrangements for IMA facili-
ance and procedures of the applicable MACOM in which the MOD ties and services furnished by commercial companies are usually
Plan |n|t|.at|Ve is contained. The fO"OW|ng typeS of deficiencies do Covered by genera| agreements or Company tariffs_ Genera| agree_
not require HQDA level approval: ments prescribe the terms and conditions under which facilities and
(1) O&M requirements. services may be provided and used. The Defense Commercial Com-
(2) Contract maintenance of installation IMA services/systems. munications Office (DECCO) “Directory of Commercial Communi-
(3) End—user items than can be satisfied under the expense ceileation Companies and Government Agencies” lists existing general
ing established by HQDA. agreements. This pamphlet provides the procedures to acquire local
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leased services in CONUS. Acquisition of local leased services c. Purchase or lease of ADPE is not done until it is determined
overseas are per OCONUS procedures, AR 25-3, or the Status oby the DOIM that the requirements cannot be satisfied through reuse
Forces Agreements (SOFA). Otherwise, the provisions of AR 25-1of excess ADPE.
apply and the procedures in this pamphlet can be adopted to suit
local overseas situations. 9-8. Publishing and printing

d. Information systems CAPR. CAPR, or electronically pro- Additional procedures for the acquisition of printing and duplicating
duced equivalent, is the basic instrument for starting local leasingequipment are provided in AR 25-30.
actions. The user is responsible for preparation of the CAPR. Except

for emergency requirements, all requests for local leased service§—9: Records management equipment )
are supported by a CAPR as provided in chapter 3. Public Law 98-497 directs the economic and effective management

e. Preparation of Economic Analysis (EAhe objective of the of records equipment and supplies. It requires agencies to perform

EA is to assure a requirement for leased services is justified. Thethe following management actions to control the proliferation or

degree and depth of the EA is commensurate with the complexity of MProPer use of recordkeeping equipment: Standardize RM equip-

the proposed action. The evaluation considers the followiffifnt and supplies; review requests for the acquisition of records
questions: equipment and supplies for need and standardization; and acquire

(1) Can this requirement be satisfied by use of existing facilities? Stangrd (Tquiprgegt and su%psliis ;vaila_\ble frotm thf_dotf_ﬁce odeed-
(2) Can this requirement be satisfied by reconfiguring existing eral supply and Services, \. Requirements validation and ap-
facilities? proyal for RM equipment, files storage devices, and postal
(3) Is the requested leased service technically feasible and Com_equment, are obtained through the CAPR, RS, and MOD Plan

atible with existing services? process. . o
P (4) Is the requegted leased service cost effective? a. Records equipmerictivities forward CAPR for records

: : : ._equipment to the installation DOIM for review and approval. CTA
e e o i s p-09 e SB 700-20 It he tandard tms o fling equipen
regulations? vailable for use in theT DA. The installation DQIM reviews requests
(6) Is it more economical to lease or buy required equipment’?f.or economy and efﬂ(:lency of reques.ted.equment, nged reutlllga-
tion of excess equipment, standardization, and physical require-
9-5. Installation support radio ments. The DOIM also reviews new developments in equipment and

Installation support radio systems and equipment are normally pur_teghnology to see if they fill the requirement more economically or
chased, unless specifically approved for lease. Procurement of radigfficiently than the requested method. _

equipment from items available on the General Services Administra- - Postage metering and related equipmeftte authority for

tion (GSA) Schedule is preferred. Requests to lease equipment aréase or procurement of postage metering equipment is delegated to
sent to the supporting DOIM for approval. Normally such requests heads of HQDA agencies and MACOMs. A postage meter license is
are approved only when economically justified or if extenuating équired from USPS for each new meter before it may be used. The
circumstances exist. Replacement of individual radio equipment orlicense does not have to be renewed and remains in effect until

nets is based on— canceled by the user. Therefore, when meters are replaced on a
a. Analysis of condition of existing equipment. one—for-one basis, the license is automatically transferred to the
b. Cost to repair existing equipment. meter. However, additional licenses are required for additional
c. Frequency of failure of existing equipment. meters. _ _
d. Deterioration of service provided. (2) Except for postage meters (heads), postage metering equip-
e. Parts availability for repair of existing equipment. ment is purchased through the DIM. Due to USPS regulations,

postage meters (heads) are leased from the manufacturer of the

9-6. VI systems and services mailing machine. _ _ _

Procedures for the procurement of VI information systems, equip- (2) Eligibility for equipment is based on the following annual

ment, and services are provided in DA Pam 25-91. dollar amount of metered postage used:

(a) $100,000 or more, one large volume and one medium volume

9-7. Automatic data processing equipment (ADPE) system.

a. The acquisition of IMA equipment can be more complicated  (b) $50,000 to $99,999, one large volume system.
than acquisition of other information system resources. Public Law (c) $10,000 to $49,000, one medium volume system.
89-306, commonly known as the Brooks Act, defines the term (d) $5,000 to $9,999, one small volume system.
ADPE and includes telecommunications, VI, RM, and publications (e) Less than $5,000, encouraged to use hand-held, standalone
and printing. This act authorizes and directs the GSA to provide for meters or commercial mail stamps.
the economic and efficient purchase, lease, and maintenance of ¢ Files equipmentinstallation activities forward their requests
ADPE for Federal agencies. GSA has delegated procurement authorggy files equipment to the DOIM for approval prior to procurement
ity to Federal agencies for procurement that falls below thresholdsef files equipment, to ensure effective and efficient use of filing
identified in the FIRMR. To procure ADPE when GSA has not equipment. The DOIM performs an evaluation and provides advice,
delegated procurement authority, an Agency Procurement Requeshssistance, and recommendations concerning procurement and use

(APR) is prepared per DFARS 270.303. _ of filing equipment. CTA 50-909 and SB 700-20 list the standard
b. Solicitation for procurement of ADPE items and service are jtems of filing equipment available for use in DA. Procurement of
per AR 25-1, paragraphs 2-8 and 2-9. nonstandard files equipment is made in accordance with current

(1) The first step is to identify what item or service fills your MOD Plan guidance, which contains dollar thresholds for local
need, the next step is to forward a CAPR purchase request anépproval.
contracting order to the supporting DOIM to provide the system or
service. The user prepares any required documentation according t9—10. Maintenance of information system and equipment
the complexity of the acquisition as or required by the DOIM. a. Contract maintenance support is used for sustaining base infor-
(2) The user submits the acquisition package to the supportingmation systems and equipment within the Army when it is economi-
DOIM for authentication and processing, which includes coordinat- cal, efficient, responsive, and meets mission requirements with due
ing with the installation property book officer. consideration of security and wartime risk factors.
(3) The DOIM forwards the package to the MACOM DCSIM b. USAISC provides management, analysis, and oversight for
(when additional approval is required), or to the proper contracting maintenance of sustaining base information systems and equipment
office for acquisition. through the dual-hatted infrastructure of the DCSIM/DOIM. As a
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member of the installation commander’s staff, the DOIM coordi- m. A maintenance concept is routinely developed for each type of
nates the priority of information management support given to in- material system proposed for use by the Army. Variation in methods
stallation customers, based on the support priority determined by theof equipment support is authorized under criteria such as commer-
installation commander. cial activities studies. Changes in factors influencing economical
c¢. Contract maintenance support is consolidated, to the maximummaintenance support generate the need to contract the maintenance
extent, to obtain a minimum number of contracts for maintenance ofof information systems and equipment with private commercial
information systems and equipment at anyone installation. sources (for example, support of off-the—shelf, commercial equip-
d. Maintenance for user—operated and —owned sustaining basement, manpower and training reduction, facility downsizing). There-
information systems and equipment contained on user's propertyfore, maintenance procedures for the COIM addresses more than
book is managed by the supporting DOIM for installation, activity, one potential maintenance concept and/or method of supporting sus-

and community customers. taining base information systems and equipment.

e. The supporting DOIM ensures the following procedures are n. Sound management practices are applied to obtain the best
followed: economical mix of in—house (Government) maintenance and con-

(1) Lowest cost maintenance alternatives are considered prior tdractual maintenance, consistent with the Army’s mission and the
initiating a new or renewal of a current contract. organization’s operational readiness requirements.

(2) Required maintenance records are properly maintained. 0. Sustaining base information systems that are not selected for

(3) A central point is established to collect and analyze contractcontractor support continue to be maintained with Government re-
maintenance service and repair data. sources, in accordance with current policies and procedures.

(4) Maintenance plans are current and complete for both peace- P. User-operated and —owned sustaining base information sys-
time and wartime. tems and equipment are recorded in the user’s property book. Ex-

(5) Equipment under warranty is tracked and provided appropri- ceptions to ownership of user—operated and —owned sustaining base
ate warranty maintenance. information systems and equipment are forwarded to HQDA

(6) COR or technical representatives are assigned, as appropriatdSAIS-PSP), for consideration, accompanied by a MOA between
to verify contractor's performance and certify payment for contrac- Headquarters, USAISC and the user's MACOM.

tor's services. g. A combination of user maintenance and contract maintenance
(7) Command logistics reviews are conducted periodically to pro- are normally employed for information systems selected for contrac-
vide logistics assistance to local USAISC activities. tor support.

f. Management functions of the supporting DOIM are modified to (1) User maintenanceThe standard tasks for user maintenance
accommodate maintenance management factors such as contractir@j® performed by the user, as specified by the technical publication
for maintenance, manpower, training, skills, logistical support, and for each item of hardware. Cleaning exterior parts on hardware may
operational readiness. comprise the entire user maintenance tasks on certain types of hard-

g. Requirements for contract maintenance support for new sus-Ware. Maintenance requirements beyond the user capability are
taining base information systems and equipment are coordinated€POrtéd to the supporting DOIM. User responsibilities for
with the supporting DOIM for approval, to enable consolidation of user—operated and —owned sustaining base information systems and
contracts for maintenance services. equipment include reporting the following to the supporting DOIM:

h. The requiring activity provides maintenance data elements lis- (&) Maintenance needs for inoperable or unserviceable
ted below, resulting from receipt of new sustaining base information €guipment.

systems and equipment, to the supporting DOIM. (b) Equipment location by room, o_ffice, and building number.
(1) Type of equipment and quantities. (c) Damaged, I(_)st, and stolen equipment.
(2) Serial number/equipment control number. (d) Excess equipment. L )
(3) Manufacturer and model number/age. (e) Change in the location or disposition of equipment (for exam-
(4) Warranty information with expiration date of warranty. ple, equipment turned in, received, transferred, relocated, or other
(5) Type of funds (Reimbursable or direct). disposition).
(6) Current contract number and expiration date. (f) Budget support. _ _
(7) Equipment site location. (2) Contract maintenancelhe tasks for this type of maintenance
(8) Preventive maintenance schedules. are specified in the performance descriptions of contracting require-
(9) Type (Government or contract maintenance)/level of mainte- MeNts documents (such as statement of work performance (SOW),
nance required. performance of work statement (PWS). Maintenance services, repair

parts, tools, and test equipment are provided by the contractor as
| specified in the maintenance contract.

" 1. User-owned sustaining base information systems and equip-
ment described below are exempt from the maintenance responsibil-
ity of USAISC.

(1) Information systems and equipment used exclusively for such
activities as the training of users, mechanics, and repairmen (Train-
ing aids); in testing as the tested item, a component of the tested
item, or as a test bed to support the physical testing or other
equipment; or as an item undergoing research and development
experimentation.

(2) Single purpose information systems and equipment either spe-
cifically designed or modified and embedded as a integral part or
component of a non—information system. (Examples are computer
aided design/manufacturing systems, robots that assemble munitions
or stock warehouse shelves, computers that are embedded in or are

art of medical equipment or tactical weapons, cameras that only
ake pictures of projectiles fired in ballistic tests, computers that are
integral to tank unit conduct of fire trainers and other training

devices).

(3) National Foreign Intelligence Program (NFIP) assets.

(4) Equipment procured for Corps of Engineers use through civil
works appropriations.

(10) Security clearances for maintenance personnel.

(11) User points of contact and telephone number at lowest leve

(12) Type of contact (that is, firm fixed price, and so on).

(13) Contracting officer or COR point of contact and telephone
number.

(14) Contractor name.

(15) Contract source (that is, competed or sole source).

(16) Contract options.

(17) Equipment removal/replacement restrictions.

i. The COR for sustaining base information systems and equip-
ment of tenant activities is appointed by the local contracting offi-
cer, in coordination with the supporting DOIM.

j- Selection of the type of contract for maintenance is based on
economic considerations consistent with equipment reliability and
maintainability parameters and operational availability requirements.

k. The procurement of contract maintenance support is accom-
plished per procedures stated in the Defense Federal Acquisitio
Regulation Supplement (DFARS), public laws, and other procure-
ment regulations.

I. Mixing contractor and Government support, with the exception
of user maintenance, for the same item at a single installation is to
be avoided, unless required for unusual circumstances.
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(5) Equipment shown in section Ill of modified tables of organi- PPBES cycle, requirements are identified in the POM for operations
zation and equipment (MTOE). and maintenance Army/operations and maintenance Army Reserves
(6) Nonappropriated Fund equipment. (OMA/OMAR) programs for RDT&E and Other Procurement Army
(7) National Guard—owned and leased information systems and(OPA) programs. If the requirements successfully compete in the
equipment that are not transferred to USAISC until Federalized. cycle, the resources will be available in 36 months. The Command
(8) User—owned office equipment. Operating Budget (COB) identifies unfunded requirements (UR). If

s. Electronic typewriters with memory, listed under Federal Sup- these URs are resourced by HQDA or USAISC, the resources may
ply Classifications 7430, and excluded from the IMA by virtue of be available in 12 to 24 months. Another alternative is to reprogram

identification as office machine equipment. They are funded, ac-current funds which would become available immediately.
quired, and supported as office machine equipment instead of auto- b. Acquisition funding for information systems and software.
mation equipment. (1) Funding for information syster@®®A appropriations are

t. IMA customers program, budget, and fund maintenance of used to fund for general purpose information systems considered
user—operated and —owned sustaining base information systems angbon—developmental. Exempted are embedded computers in mainte-
equipment. Payment for maintenance services is provided by reim-nance, supply handling, weapons systems intelligence systems, and

bursable order (RO) or direct fund to the supporting DOIM. logistics equipment. The executive software for embedded systems
_ _ are procured as part of the operational system.
9-11. Reuse of IMA equipment and commercial software (2) Funding for special purpose information systerRDT&E

~a. Users of IMA equipment and commercial software will pro- funds for development and evaluation of special purpose informa-
vide an excess listing along with the equipment condition code totion systems. These items are specially designed to meet a specific
the property book officer (PBO) 145 days in advance of anticipated requirement or to perform a predetermined set or series of functions.
excess date (DOD 7950.1-M, chap 2, para 3a). This time permitsThey may be required to meet specific physical or environmental
complete redistribution screening while the equipment and commer-conditions, and they are physically or functionally integral to a
cial software is still in use. Government-owned IMA equipment and higher order system. Purchase for operational use is funded by OPA.
commercial software reported excess that is no longer required prior (3) Funding softwareSoftware is categorized as either executive
to receiving disposition should be stored in a manner to fully protect ggftware or application software:
it from deterioration and p_hysical damage. _This includes (_:o_r_mecting (a) Executive softwaraVhere there is a standard, existing execu-
cables, manuals, schematics and so on. It is the responsibility of thg;ye package available with the purchase of general purpose infor-
holding activity (user) to bear the cost of care and handling of nation systems and this package will be used without modification
excess IMA equipment and commercial software pending disposi-in the intended application, it may be leased with OMA funds. If
tion instruction. o L modifications to the executive software are required, the modifica-

b. Upon receipt of excess listing, the PBO initiates and forwards tjony effort is OMA financed. If the hardware is RDT&E funded
an SF 120 (Report of Excess Personal Property), to the local Supporhecause it is developmental or because it is for use in RDT&E
ting DOIM. The DOIM will cross—level (approximately 10-15 days) fynded facilities/installations, then the lease of the executive soft-
within his or her area of responsibility. Transfers will be accom- yare package and/or any modification of it is also RDT&E funded.
plished per AR 710-2, paragraph 2-13, and items resulting in trans-The preparation or modification of executive software for special
fers will be lined thr(ziugh the SF 120. ]:I'he DOIM will forward the purpose information systems is RDT&E funded.
SF 120 to Commander, U.S. Army Information Systems Software * () application softwarePreparation of application software for
Center, ATTN: ASBI-SDL, Fort Belvoir, VA 22060-5456, for final  General Purpose information systems normally is financed by OMA.
disposition. A copy of the SF 120 will also be furnished to the \yhere a general purpose information system is financed by RDT&E
MACOM or MSC' ) appropriations per paragraph (@)above, such application software

c. At this time, the MACOM or MSC can screen its command development is RDT&E financed. Preparation of applications soft-
for requirements. When it is determined that a bona fide require-\y4re for special purpose information systems is financed by
ment exists, the requiring activity shall telephonically contact the RpTgE.
Army Reutilization Focal Point, commercial (703) 335-3594 or
DSN 354-3594, to request a hold be placed on the equipment andg—_2. Allocation of funds

commercial software and to obtain current procedures for processing-unds for the payment of operating expenses for official and unoffi-
a requisition document (DD Form 1149 (Requisition and Invoice/ cja| information services are allocated to the installation or USAISC

Shipping Document)). Requisition documents must be furnished thecommander, as appropriate, under existing funding procedures
Army Reutilization Focal Point within 30 calendar days of the hold through fiscal channels.

date.
d. Cryptologic mission IMA equipment acquired by the National 10-3. Federal, State, and local taxes

Security Agency (NSA) or a Military Department Service Cryp- Actual or anticipated problems concerning the applicability of any

tologic Agency as authorized by the Director, NSA, and subsequ-tax on information services is coordinated with the local Staff Judge

ently becoming excess, is reported to NSA in accordance with NSAAdvocate (SJA) office.

implementing circulars. The Director NSA and Chief, Central Secu-

rity Service administers a separate cryptologic equipment redistribu-10-4. Audit

tion program for the cryptologic community. Billing and collection records maintained by the DOIM are subject
to audit by the Army Audit Agency. The Army Audit Agency
provides the installation commander a copy of all audit reports.

Chapter 10 10-5. Published tariff practices

Funding, Billing, and Accounting for Installation Commercial companies are subject to regulation by various

Information Services regulatory bodies and are required to publish and file copies of all
tariffs applicable to information services offered to users. Contract-

10-1. General ing officers receiving a notice of tariff rate change provide copies to

a. This chapter establishes procedures for the transactions inthe DOIM and the servicing SJA. The DOIM and the servicing SJA
volved in funding, billing, and internally controlling installation review and evaluate the tariff change impact with the contracting
information services. Financial accounting policies, procedures, re-officer. Comments concerning proposed and implemented tariffs are
cords, and reports for FAO at installation level are prescribed in ARdirected to the U.S. Army Legal Services Agency, ATTN:
37-107, AR 37-1, and AR 37-108. To obtain resources through theJALS—-RL, 5611 Columbia Pike, Falls Church, Virginia
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22041-5013. The entire process is to provide meaningful informa-provided and the official calls included therein were necessary in the
tion to the cognizant counsel for effective intervention. Tariifiterest of the Government, the bills are certified per the procedures

changes are also reported to the concerned USAISC MSC. in this pamphlet paragraph 3-7.
. ) d. Errors. Errors in the company billed charges, disclosed by the
10-6. Payment of services provided the Corps of above action, are processed as prescribed in paragraph 10-12 below.

Engineers (COE)

Information service charges generated by COE activities and billed1g_11. Certification and payment of toll call bills

to the Government are paid as follows: _ . Procedures for certification of toll calls are prescribed in paragraph
a. Where the activity supports the Army installation or military 3_7.

construction, all costs are paid from OMA funds allocated to the

installation. . . o 10-12. Adjustment of omission or errors in bills

_b. Where the activity provides the majority of support toward a 4. Charges that cannot be reconciled with records, or charges that

civil function, applicable costs are segregated and billed to the COEjnyolve errors that are not adjusted by the company, are deleted

activity for reimbursement. from the current bill. The reduced bill is paid without delay. Ques-

tionable charges and omissions may be included by the service

companies as separate items in future bills.

a. Information services provided the AIF activities. Where the b. Any bills adjusted are processed for payment of corrected total

funding responsibilities have not been transferred to the MACOMS, amount. . . .
services are provided by USAISC on a reimbursable basis. c. A large number of errors in a particular bill may make the
b. When funding has been transferred to the MACOM, services procedure ina and b above undesirable to the DOIM. In this case,
are provided on a reimbursable basis to the AIF activities. The AIF &l copies of the bill are returned to the service company. The
reimburses USAISC with AIF cash and in turn bills these costs to corrected bill returned by the company is again verified.
customers as a direct overhead cost included in AIF rates or prices . .
. ! v ey \ PrCes) o-13. Processing bills to FAO

c. Services provided by the AIF activities to USAISC are on a X ;
reimbursable basis a. After the bill and supporting statements have been checked,
' verified, or adjusted, the DOIM is required to send the bill to the

10-7. Payment of services provided Army Industrial Fund
(AIF) activities.

10-8. Government—owned, contractor—operated (GOCO) FAO.

facilities b. The DOIM prepares and verifies an SF 1034 (Publication
a. At GOCO locations, information services are furnished to an Voucher for Purchases and Services Other Than Personal) indicating

operating contractor per AR 25-1. the total amount of the bill to be paid. If more than one bill is

b. Commercial information system service is provided whereceived from a payee with the same address, they may all be listed
Government—owned buildings are occupied by employees oforaone SF 1034. The form is prepared and processed as discussed in
GOCO contractor, when available. If not available, class B service AR 37-107.

may be provided at established rates. c. The amount to be paid to the company from appropriated
) o ) ) funds, or from the AIF for official services, is listed separately on

10-9. Receipt of commercial information system bills for the form. The amount of Federal taxes is not entered. State and local

official service taxes are shown as a separate item. Other identifying information

Local arrangements are made with the local information system i number or circuit number) is also entered on the SF 1034
provider to submit information system bills to the installation com- (Public Voucher for Purchases and Services Other Than Personal).
mander, ATTN: DOIM.
10-14. Billing class B users

a. The finance and accounting officer prepares an information
system bill for each class B user indicating applicable charges for
the billing period. All charges for information system service nor-
mally are billed to subscribers on the first regular monthly bill
following incurrence of the charge. (Only one bill is issued monthly
Sor each class B user, except on termination.) Applicable charges

10-10. Verifying commercial information system bills
To avoid overpayment by the Government and to verify a commer-
cial bill as being correct and payable, the supporting DOIM com-
pletes the following actions:

a. Charges.Charges shown on the bill for local services and
equipment are compared with the DD Form 428 to ensure they ar
correct with respect to—

(1) Recurring charges on trunks, tie lines, switchboard, and ter-21€ 8s follows: . .
minal room equipment, and so on (1) Monthly recurring charges for services.

(2) Charges on PBX stations and extensions, miscellaneout?) Charges for miscellaneous equipment, if any, associated with
equipment, and any other equipment authorized on a maximum limit® particular line and moves or installation/reinstallation. _
basis. (3) Toll charges for long distance calls. Each toll call listed
b. Message unit charge# continuing month—by—month record includes the date, place called, telephone number called, and the
is maintained on message unit charges so that the trend may beharge.
monitored. Sharp increases/decreases in the number of messade Telegraph charges.
units used is investigated by the company and corrective action (5) Federal, State, and local taxes. Taxes are computed on basis

taken. of the total applicable charges.
c. Toll service charges. b. Charges billed to unofficial information system subscribers are
(1) Supporting evidence for toll charges may be presented by thepaid by the user. The finance and accounting officer performs bill-
service company in the following three ways: ing and collection of class B users’ accounts and pays the bill.

(a) By the company toll ticket or by mark sense card originals. Payment of commercial bills for services rendered the Government
(b) By a commercial statement listing, in chronological order, the are not delayed pending receipt of collection from class B

toll calls charged to the PBX number. subscribers.
(c) By a listing of the toll calls charged to individual extensions  c. Charges listed undest above are billed and payable to the
or code numbers assigned thereto. Treasurer of the United States and all monies are forwarded by the

(2) It is not necessary that copies of applicable tariffs be main- user to the FAO that serves as the central collection agency for the
tained by a supporting DOIM, or FAO. Should the charges for any installation. At AIF activities, proceeds from such billings are
call appear obviously incorrect or questionable the matter is investi-credited to the AIF.
gated. To assure the toll services covered in the hill have been duly
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10-15. Rates for unofficial class B information system c. The findings of the IMSC are reported to the appropriate

service commander for any remedial action, with recommendations for im-
a. The following rates for unofficial class B services are per provement or correction. Corrective actions taken are to be exam-
DOD Directive 7220.9-M. ined by the IMSC at its next meeting.

(1) Charges for unofficial class B service in the United States and d. Records of IMSC findings, which include recommended cor-
Puerto Rico are comparable to the rates charged by the local comrective actions and corrective actions taken, are maintained for a
mercial communications carrier, if service was available from the minimum period of 1 year.
communications carrier. Rates exclude mileage or special facility e. The supporting DOIM provides the necessary technical expert-
construction charged by the local carrier. ise to assist the IMSC in accomplishing its mission. The DOIM also

(2) Flat monthly rates for unofficial class B service byresents items for corrective action to the IMSC. These are matters
Government—owned information system facilities in overseas loca-that were noted by information system personnel during daily opera-

tions are (unless set by Status of Forces Agreement): tion of information systems, services, and facilities.
(a) Class B-1-$15.50. f. The functions performed by the IMSC contained herein may
(b) Class B-2-$27.75. serve as guidelines and are not considered all-inclusive.

(3) Charges for extensions, special equipment, installation, and 9. The IMSC quarterly reviews information services. This review
toll calls are to be added to the basic monthly rate. Taxes areincludes, as a minimum, the following:
assessed as applicable. (1) Dedicated facsimile services/devices with the objective of en-
(4) Charges for information system subscribers and changes insuring they are being used in a cost effective manner. _
names, telephone numbers, and rates are forwarded to the FAO b?/ (2) Local directives to ensure measures have been taken to in-
0

the DOIM daily. rm installation/activity personnel of the type of information sys-

(5) Advance payment or a deposit for unofficial information sys- tems/services available and that the directives specify and
tem service may be required by the installation commander. emphasize the controls and authorized uses of these services.

(6) Any refunds due individuals for overpayment or unofficial  (3) Local programs designed to preclude proliferation of credit
service charges are processed by the FAO. cards and the directives providing procedures on the issuance, use,

b. Charges for service relocation’s caused by on—post Govern-2nd turn—in of such credit cards; and ensure the programs and
ment quarters movement of personnel are paid by the subscriberdirectives are being properly enforced. _ _
The subscriber may present a claim for reimbursement of the as- (4) Local command orders designating responsible Information
sessed reconnect charges to the installation FAO when the relocasyStem Control Officers, including name, rank/civilian grade, loca-

tion is for the convenience of the Government. Permanent change ofion, and telephone number. ) .
station (PCS) moves are excepted. (5) Establish IMA priorities when requirements exceed existing

resources.
(6) Review and approval of acquisition requests for IMA system/
equipment based on cost thresholds in AR 25-3.

Chapter 11 h. The IMSC, utilizing information provided by the members, on

Information Services Economy and Discipline a quarterly basis— _ _
(1) Evaluates administrative controls established and actions

11-1. General taken on unauthorized use of commercial toll, DSN/AUTOVON, or

The IMA policies and procedures promote the optimum, most re- WATS circuits.

sponsive, and cost—effective use of information systems/services. (2) Evaluates administrative controls established on priority and

They also ensure the application of sound management practices iRigher precedence and transoceanic calls placed over the DSN/

accomplishing information systems/services economy and discipline. AUTOVON.

The information systems/services economy and discipline program (3) Evaluates the installation telephone usage control and certifi-

is a function of all major Army commanders, heads of DA agencies, cation program to ensure it provides reasonable assurance that all

and commanders at all echelons. Command emphasis is placed otpll calls were for official business or made in the best interest of

all areas associated with the program. Continuing budget restraintsthe Government, and the bills were paid per the Prompt Payment

coupled with rising costs, and requirements for improved informa- Act.

tion systems/services demand maximum effort by all users of infor- (4) Reviews information system traffic analysis that indicates

mation systems/services to achieve economies and efficiencies. Peak busy periods on all transmission services during business hours
and recommends that all users be informed to schedule their routine

11-2. Information systems economy and discipline and low priority use during less busy periods.

procedures (5) Reviews 2 normal working days of outgoing narrative mes-

An Information Management Support Council (IMSC) must be es- sages sent each month to detect those which—

tablished at the installation level by the installation commanders/ (a) Were unnecessarily verbose, lengthy, or repetitious.

activities responsible for the review of information systems/services (b) Were assigned a higher precedence than necessary.

to maintain proper standards of economy, discipline, and efficiency (c) Contained unnecessary information addressees for electrical

(AR 25-1). transfer (narrative messages only).

(d) Could have been transferred as a “book” rather than a “mul-
11-3. Installation Information Management Support tiple address” message (narrative messages only).
Council (IMSC) (e) Used appropriate security classification and, if in accordance

a. The IMSC consists of representatives from all on and off-post with message content and security requirements, clearly indicated
host and tenant installation information management customefsecial handling is required.
These representatives have a broad knowledge of the command (f) Were reviewed for brevity and proper composition per AR
mission and the urgency associated with its accomplishment. Mem-25_11.
bership includes— (9) During MINIMIZE or crisis situation, the text of flash mes-
(1) The supporting DOIM as chairman and technical advisor. sages did not normally exceed 100 words and the text of immediate
(2) A representative from each tenant activity (IMO) having ac- messages did not normally exceed 200 words.
cess to the host installations’ information systems/services. (h) Did not use Address Indicating Groups (AIG) on messages
b. The IMSC convenes on a quarterly basis to review the installa-sent periodically to a consistent composition of addressees.
tion/activity information systems/services and the use of thos€6) Reviews 2 normal working days of outgoing facsimile trans-
services. fers sent each month to detect those which—
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(a) Could have been transferred via the AUTODIN or sent by
mail.

(b) Were not transmitted after normal duty hours to the maxi-
mum extent possible.

(c) Were transmitted via commercial circuits and not dedicated
leased circuits.

(d) Were of extensive length (more than three pages).

(7) Reviews, as a minimum, 2 normal working days of the fol-
lowing information system documents to ensure information assets
and products were used in the best interest of the Government:

(&) DA Form 3903-R.

(b) DA Form 4103-R.

(c) DA Form 2062.

(8) Reviews the previous quarter of information processing final
product register.

(9) Reviews the following printing and publication documents:

(&) DA Form 5394-R (Printing Facility Report) (annually).

(b) DA Form 5394-1-R (Printing Facility Productivity Report)
(annually).

(c) DA Form 5395-R (Commercial Printing Report)
(semiannually).

(d) DA Form 5466-R (Annual Facility Report) (annually).

(e) JCP Form 3 (Report Acquisition Of Power Operated Collators
For Use In Other Than Authorized Printing Plants).

(f) ICP Form 7 (Excess Equipment Disposal Report).

(10) Reviews/evaluates the previous quarter of information
services.

11-4. Review and revalidation of information systems

a. The objectives of the review and revalidation program are:

(1) Elimination of nonessential services.

(2) Consolidation of services or facilities.

(3) Elimination of dedicated services when it is determined that
common user service is adequate and less costly.

(4) To ensure critical analyses are made of services which are—

(a) High in dollar value (2,000 or more per month).

(b) Redundant.

(c) Provided to meet contingency requirements. A decision to
continue with this type of service takes into account that service can
be provided on an emergency basis.

b. All information systems/services and equipment, regardless of
user, is reviewed and revalidated per AR 25-1 and this pamphlet.

c. The Installation Commander/DOIM directs and manages the
review and revalidation program.

d. Common user services are continually reviewed by the suppor-
ting DOIM. A formal record of the results of the review is main-
tained by the supporting DOIM office and a copy of the results is
submitted to the installation IMSC in conjunction with the quarterly
meeting of the IMSC.

e. Dedicated information systems/services and equipment are re-
viewed annually by the supporting DOIM in conjunction with the
IMSC.

f. The IMSC recommends to the installation commander the re-
moval of any type of information systems/services or equipment
based on review results of pertinent traffic analysis, and usage data.

g. Dedicated long—haul services or equipment that do not termi-
nate in a common user facility are reviewed and revalidated by the
USARCCO biennially, using the procedures and schedules pre-
scribed in DA Pam 25-5, chapter 9.
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Appendix A
References

Section |
Required Publications

AR 5-3
Installation Management and Organization. (Cited in para 1-6.)

AR 25-1

AR 380-19
Information Systems Security. (Cited in para 5-2.)

AR 380-53
Communication Security Monitoring. (Cited in para 3-6.)

AR 5304
(C) Control of Compromising Emanations (U). (Cited in para 5-2.)

AR 600-20

The Army Information Resources Management Program. (Cited in Army Command Policy. (Cited in paras 1-7, 3-6, 7-8.)

paras 1-1, 1-5, 1-7, 10-8, 11-1, and 11-6.)

AR 25-3

Life Cycle Management of Information Systems. (Cited in para
9-4.)

AR 25-11

Record Communications and the Privacy Communication System.

(Cited in para 3-14.)

AR 25-30
The Army Integrated Publishing and Printing Program. (Cited in
paras 3-5 and 7-1, 7-2, 7-4, 7-5, 7-6, 7-7, 7-8, 7-9, and 9-8

AR 25-50
Preparing and Managing Correspondence. (Cited in para 6-2.)

AR 25-55
Freedom of Information Act Program. (Cited in para 6-2.)

AR 25-400-2
The Modern Army Recordkeeping System (MARKS). (Cited in
paras 6-1 and 6-2.)

AR 37-107
Accounts Payable. (Cited in paras 10-1 and 10-14.)

AR 37-108
General Accounting and Reporting for Finance and Accounting
Office. (Cited in paras 1-7 and 10-1.)

AR 210-7
Commercial Solicitation on Army Installations. (Cited in paras 1-7,
3-6, 7-8.)

AR 215-1
The Administration of Morale, Welfare, and Recreation Activities

DA Pam 25-91
Visual Information Procedures. (Cited in para 5-3.)

Section I
Related Publications

ACP 124
Communications Instructions Radio Telegraph Procedures

AR 1-29
Telephone and Intercommunications in the National Capitol Region

'AR 5-8
Host—Supported Activity Relationship (Intraservice)

AR 5-9
Interservice Support Installation Area Coordination

AR 5-20
Commercial Activities Program

AR 25-6
Military Affiliate Radio System (MARS)

AR 30-19
Army Commissary Store Operating Policies

AR 37-9
Budgeting, Funding, and Reimbursement for Base Operations
Support of Army Activities

AR 310-25
Dictionary of U.S. Army Terms

AR 310-50
Authorized Abbreviations and Brevity Codes

and Nonappropriated Fund Instrumentalities. (Cited in para 3-3.) AR 360-5

AR 335-15
Management Information Control System. (Cited in para 6-2.)

AR 340-3
Official Mail Cost Control Program. (Cited in para 6-2.)

AR 340-5
Correspondence Distribution Management. (Cited in para 6-2.)

AR 340-21
The Army Privacy Program. (Cited in paras 5-2 and 6-2.)

AR 340-25
Mailing Procedures for Certain U.S. Army Activities and U.S.
Citizens Overseas. (Cited in para 6-2.)

AR 340-26
Duplicate Emergency Files. (Cited in para 6-2.)

AR 360-81
Command Information Program. (Cited in para 3-6.)
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Army Public Affairs Public Information

AR 380-5
Department of the Army Information Security Program

AR 500-3
Army Survival Recovery, and Reconstitution System

AR 500-4
Military Assistance to Safety and Traffic

AR 500-5
The Army Mobilization and Operations Planning System

AR 500-50
Civil Disturbances

AR 500-60
Disaster Relief

AR 500-70
Military Support of Civil Defense

DA Pam 25-5

DA PAM 25-1-1 « 27 August 1991



Preparing and Processing Requests for Long—Haul Information
Transfer Services

DA Pam 25-51
The Army Privacy Program, System Notices and Exception Rule

DA Pam 310-10
Administrative Action Officers Guide

DCAC 310-P70-76
Node Site Coordinator

DOD 4525.6
DOD Postal Manual

Section Il
Prescribed Forms
This section contains no entries.

Section IV
Referenced Forms

DA Form 1150
Request for Issue or Turn—In

DA Form 2062
Hand Receipt

DA Form 2406
Miscellaneous Obligation Document

DA Form 3317
Motion Media Caption

DA Form 3903-R
Visual Information Work Order

DA Form 3938
Local Service Request

DA Form 4077
Individual Telephone Service Record

DA Form 4103-R
Visual Information Product Loan Order

DA Form 4116
Line Record Card

DA Form 4165
Summary of Authorized Equipment and Services

DA Form 4516-R
Visual Information Presentation Services Log

DA Form 5394-R
Printing Facility Report (annually)

DA Form 5394-1-R
Printing Facility Productivity Report (annually)

DA Form 5395-R
Commercial Printing Report (semiannually)

DA Form 5466-R
Annual Facility Report (annually)

DD Form 428
Communication Service Authorization
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DD Form 1131
Cash Collection Voucher

DD Form 1149
Requisition and Invoice/Shipping Document

DD Form 1194
Toll Ticket

DD Form 1367
Commercial Communications Work Order

DD Form 2054
Audiovisual Activities Annual Report

DD Form 2054/1
Audiovisual (AV) Annual Production and Library Report

DD Form 2054/2
Audiovisual (AV) Annual Production and Library Report

DD Form 2056
Telephone Monitoring Notification Decal

DD Form 2537
Visual Information Caption

JCP Form 3
Reporting Acquisition Of Power Operated Collators For Use In
Other Than Authorized Plants

JCP Form 7
Excess Equipment disposal Report

SF 120
Report of Excess Personal Property

SF 135
Records Transmittal and Receipt

SF 1034
Public Voucher for Purchases and Services Other than Personal

Appendix B

Area Directorates of information Management

Offices

This appendix identifies DOIM offices responsible to provide infor-
mation services support to Army activities located in the designated
geographical area. This includes provisions of mobilization planning
assistance for information services to designated State Operated
(SO) Mobilization Stations (MS). Upon mobilization, DOIM offices
also provide information services support to Federal STARCs lo-
cated within their geographical area of responsibility. Western Hem-
isphere (CONUS, Alaska, Panama, and Puerto Rico)

B-1. Fort Belvoir, Virginia supporting DOIM office
a. Supported activities: USAR, ROTC.
b. Geographical area:
(1) West Virginia—Pendleton, Hary, and Grant Counties.
(2) Virginia—Rockingham, Shenandoah, Page, Warren, Fauquier,

Rappahannock, Madison, Greene, Culpepper, Stafford, Orange,

Spotsylvania, Prince Williams, Fairfax, Arlington, Westmoreland,
Richmond, Lancaster, Northumberland, and Albermarle Counties.
(3) Maryland—Charles and St Marys Counties.

B-2. Fort Benjamin Harrison, Indiana supporting DOIM
office

a. Supported activities:

(1) Adelphi laboratory center.

(2) Woodbridge Research Facility.
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(3) Blossom Paint. (2) USAR, ROTC.

(4) Joint Tactical Fusion Program Office. b. Geographical area:
b. Geographical area: (1) Massachusetts—all counties.
(1) Indiana—all counties except Lake, Porter, LaPorte, St.(2) Maine—all counties.
Joseph, and Elkhart. (3) Connecticut—all counties.
(2) lllinois—Fulton, Tazewell, McLean, Fort, Iroquois, Vermil- (4) New Hampshire—all counties.

lon, Champaign, Platt, DeWitt, Macon, Logan, Mason, Menard, (5) Rhode Island—all counties.
Sangamon, Christian, Shelby, Moultrie, Douglas, Cole, Edgar(6) Vermont—all counties.
Clark, Cumberland, Effingham, Jasper, Crawford, Lawrence,

Richland, Wabash, and Edwards Counties. B-10. Fort Dix, New Jersey supporting DOIM office
a. Supported activities: USAR, ROTC.
B-3. Fort Benning, Georgia supporting DOIM office b. Geographical area:
a. Supported activities: USAR, ROTC. (1) New Jersey_a|| counties.
b. Geographical area: _ (2) New York—Delaware, Greene, Columbia, Sullivan, Ulster,
(1) Alabama—Coosa, Elmore, Montgomery, Bullick, Macomputchess, Orange, Rockland, Putnam, West Chester, Bronx, Nassau,
Tallapoosa, Chambers, Lee, and Russel Counties. Suffolk, Queens, Kings, and Richmond Counties.

(2) Florida—Gadsden, Leon, Jefferson, Madison, Hamilton, (3) New York City.
Wakilla, Gilchrist, Dixie, Lafayette, Suwanne, Taylor, Wakilla, Lib-
erty, and Franklin Counties. B-11. Fort Drum, New York supporting DOIM office

(3) Georgia—Troop, Meriweather, Pike, Jamar, Monroe, Jones, a. Supported activities: USAR, ROTC.
Twiggs, Bibb, Crawford, Upson, Taylor, Talbert, Harris, Muscogee, b. Geographical area: New York—all counties except Delaware,
Chattahoochee, Marion, Schley, Macon, Peach, Huston, Bleckley,Greene, Columbia, Sullivan, Ulster, Dutchess, Orange, Rockland,
Dodge, Pulaski, Wilcox, Crisp, Dooly, Sumter, Webster, Stewart, Putnam, West Chester, Bronx, Nassau, Suffolk, Queens, Kings, and
Quitman, Randolph, Terrel, Lee, Worth, Turner, Benn, Hill, Irwin, Richmond.
Tift, Berrien, Cook, Colquitt, Mitchell, Baker, Early, Miller, Cal-
houn, Dougherty, Clay, Seminole, Decatur, Grady, Thomas, Brooks,B—12. Fort Eustls, Virginia supporting DOIM office

Lowndes, Echols, Clinch, and Lanier Counties. a. Supported activities:
(1) Fort Story.
B—4. Fort Bllss, Texas supporting DOIM office (2) USAR, ROTC.
a. Supported activities: USAR, ROTC. b. Geographical area: Virginia—Gloucester, James City, York,
b. Geographical area: closed city counties of Hampton, Newport News, Portsmouth, Nan-
(1) New Mexico—all counties. semond, Southhampton, and Isle of Wright Counties.

(2) Texas—EI Paso, Hudspeth, Cullerson, Loving, Winkler, _ _ ]
Ward, Reeves, Pecos, Jeff Davis, Terrel, Brewster, and PresididB—13. Fort Gordon, Georgia supporting DOIM office

Counties. a. Supported activities: USAR, ROTC.
b. Geographical area:

B-5. Fort Bragg, North Carolina supporting DOIM office (1) South Carolina—Oconee, Pickens, Greenville, Spartanberg,
a. Supported activities: Laurens, Abbeville, Anderson, Greenwood, McCormick, Edgefield,
(1) Fort Pickett, VA. Saluda, Aiken, Barnwell, Allendale, and Hampton Counties.

(2) Camp Makall (2) Georgia—Stephens, Franklin, Banks, Hart, Madison, Jackson,
(3) USAR, ROTC. Clarke, Oconee, Oglethrope, Elbert, Lincoln, Wilkes, Greene,
b. Geographical area: North Carolina—all counties. Taliaferro, Putnam, Morgan, Baldwin, Emanuel, Jankins, Screven,

Jefferson, Llascock, Wilkinson, Washington, Richmond, Columbia,

B-6. Fort Buchanan, Puerto Rico supporting DOIM office Johnson, and Lauren Counties.
a. Supported activities: USAR, ROTC.
b. Geographical area: Puerto Rico and Virgin Islands. B-14. Fort Hood, Texas supporting DOIM offices
a. Supported activities: USAR, ROTC.

B-7. Fort Campbell, Kentucky supporting DOIM office b. Geographical area:

a. Supported activities: USAR, ROTC. (1) Texas—all counties east of Winkler, Ward, Pecos, and the
b. Geographical area: northern half of Terrel.
(1) Tennessee—all counties. (2) Texas—all counties north of Val Verde, Edwards, Kerr, Gil-

(2) Kentucky—Davies, Ohio, Butler, Simpson, Logan, Muhlen- |espie, Banco, Travis, Gastrop, Lee, Fayette, Austin, Waller, and
berg, McLena, Hopkins, Henderson, Union, Webster, Crittenden, gast of Harris, Galveston, and New Mexico state border.

Caldwell, Todd, Christian, Trigg, Lyon, Livingston, Marshall, Cal-
loway, Graves, McCracken, Ballard, Carlisle Hickman, and Fulton B-15. Fort Huachuca, Arizona supporting DOIM office
Counties. a. Supported activities: USAR, ROTC.

) i b. Geographical area: Arizona—all counties.
B-8. Fort Carson, Colorado supporting DOIM offices

a. Supported activities: B-16. Fort Jackson, South Carolina supporting DOIM

(1) USAR. office

(2) ROTC. a. Supported activities: USAR, ROTC.

b. Geographical area: b. Geographical area: South Carolina—Cherokee, York, Union,
(1) North Dakota—all counties. Chester, Lancaster, Chesterfield, Marlboro, Dillon, Darlington, Ker-
(2) South Dakota—all counties. shaw, Fairfield, Newberry, Lexington, Richland, Sumter, Lee,
(3) Wyoming—all counties. Florence, Marion, Horry, Georgetown, Williamsberg, Clarendon,
(4) Colorado—all counties. Calhoun, Orangeburg, Bamber, Colleton, Dorchester, Charleston,

and Berkley Counties.
B-9. Fort Devens, Massachusetts supporting DOIM

offices B-17. Fort Knox, Kentucky supporting DOIM office
a. Supported activities: a. Supported activities: USAR, ROTC.
(1) Camp Edwards, MA. b. Geographical area:
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(1) Ohio—all counties. (1) Mississippi—Issaquena, Sharkey, Humphreys, Holmes, At-

(2) Kentucky—all counties except Davies, Ohio, Butlertala, Wiston, Noxubee, Lowndes, Oktibbeha, Chocktaw,
Simpson, Logan, Muhlenberg, McLean, Hopkins, Henderson, Un- Montgomery, Carroll, Leflore, Sunflower, Washington, Bilivar,
ion, Webster, Crittenden, Caldwell, Todo, Christian, Trigg, Lyon, Coahoma, Quitman, Tallahatchie, Grenada, Webster, Clay, Monroe,
Livingston, Marshall, Calloway, McCracken, Ballard, Carlisle, Hi- Checkasaw, Calhoun, Valobusha, Tunica, Tate, DeSoto, Marshall,
ckman, and Fulton. Benton, Tippah, Alcorn, Tishomingo, Iltawamba, Lee, Prentiss, Un-
ion, Panola, Lafayette, and Pontotoc Counties.
Wor (2) Alabama—Lauderdale, Limestone, Madison, Jackson,
a. Supported activities: USAR, ROTC. Dekalb, Cherokee, Etowah, Marshall, Margan, Lawrence, Colbert,
b. Geographical area: Franklin, Marion, Winston, Cullman, Blount, Calhoun, Cleburne,
(1) Missouri—Atchison, Nodaway, Worth, Harrison, MercerRandolph, Clay, Talledega, St. Clair, Shelby, Jefferson, Walker,

Clinton, Putnam, Sullivan, Grundy, Daviess, Gentry, Dekalpayette, Lamar, Pickens, and Tuscaloosa Counties.
Andrew, Jolt, Buchanan, Caldwell, Livingston, Linn, Chariton, Car-

roll, Ray, Clay, Platte, Jackson, Lafayette, and Saline Counties. B—24. Fort McCoy, Wisconsin Supporting DOIM office
(2) Kansas—Marshall, Nemaha, Brown, Doniphan, Atchison, Ja- a. Supported activities.

ckson, Jefferson, Leavenworth, Wyandotte, Douglas, and Jackson (1) Camp Ripley, MN.

Counties. (2) USAR, ROTC.

b. Geographical area:

(1) Minnesota—all counties.

B-18. Fort Leavenworth, Kansas supporting DOIM office

B-19. Fort Lee, Virginia supporting DOIM office
a. Supported aCtiVitieS: USAR, ROTC. (2) |0wa_a|| Counties_
b. Geographical area: Virginia—all counties except Rockingham,  (3) \wisconsin—all counties.

Shenandoah, Page, Warren, Fauquier, Rappahannock, Madisof) Michigan—all counties in upper peninsula.

Greene, Culpeper, Stafford, Orange, Spotsylvania, Prince William,

Fairfax, Arlington, Westmoreland, Richmond, Lancaster, Northcum- B-25. Fort Meade, Maryland supporting DOIM office

berland, Gloucester, James City, York, Hampton, Newport News, a. Supported activities:

Middlesex, Mathews, Southhampton, Isle of Wright, Virginia (1) Fort A.P. Hill.

Beach, Chesapeake, Portsmouth, Nansemond, Accomack(2) Frankford Arsenal.

Northhampton, Frederick, Clark, Loudoun, and Norfolk. (3) USAR, ROTC.

(4) Kelly Support Activity, Pittsburgh, PA.

(5) Fort Indiantown Gap, PA.

b. Geographical area:

(1) Maryland—all counties except St. Marys and Charles.

(2) West Virginia—all counties except Pendleton, Grant, and

B-20. Fort Leonard Wood, Missouri supporting DOIM
office

a. Supported activities: USAR, ROTC.

b. Geographical area:

(1) Minois—Hancok, McDonough, Schuyler, Adams, Brown
Cass, Morgan, Scott, Pike, Calhoun, Greene, Jersey, Mcaoupi
Montgomery, Fayette, Bond, Randolph, Clinton, Marion, Clay, S .

Washington, Franklin, Perry, Jackson, Williamson, Saline, Gallatin, LO(JgO\u/rI:ggl(I)%;ﬁeZcomack, Northhampton, Frederick, Clarke, and
Hardin, Pope, Massac, Pulaski, Union, Alexander, and Johnso ) Pennsylvanié—all counties
Counties. )

(2) Missouri—all counties except Atchison, Nodaway, Wortlg_sg Fort Monroe, Virginia supporting DOIM office
Harrison, Mercer, Putnam, Sullivan, Grundy, Davies, Gentry,5 Supported activities: USAR, ROTC.

Dekalb, Andrews, Holt, Buchanan, Clinton, Caldwell, Livingston,  p Geographical area: Fort Monroe, Virginia.
Linn, Chariton, Carroll, Ray, Clay, Platte, Jackson, Lafayette, Sa-
line, St. Louis, St. Charles, Jefferson, and Franklin.

I'(‘3) Delaware—all counties.

B-27. Fort Ord, California supporting DOIM office

a. Supported activities:

(1) Monterey, CA.

(2) Camp Roberts, CA.

(3) Hunter Ligget.

(4) USAR, ROTC

b. Geographical area: California—Santa Barbara, Ventura, Los
Angeles, Orange, San Bernadino, Riverside, San Diego, Imperial,
Mariposa, Madera, Merced, Fresno, San Benito, Monterey, Tulane,
Kings, San Luis Obispo, and Kern Counties.

B-21. Fort Lewis, Washington supporting DOIM office
a. Supported activities:
(1) Gowen Field, ID.
(2) USAR, ROTC.
b. Geographical area:
(1) Washington—all counties.
(2) Oregon—all counties.
(3) Idaho—all counties.
(4) Utah—all counties.
(5) Montana—all counties. B-28. Fort Polk, Louisiana supporting DOIM offices
a. Supported activities: USAR, ROTC.

B—22. Fort McPherson, Georgia supporting DOIM office b. Geographical area: Louisiana—all counties.

a. Supported activities: USAR, ROTC.
b. Geographical area: Georgia—Dade, Walker, CatoosB:29. Presidio of San Francisco, California supporting
Whitefield, Murray, Fannin, Union, Towns, Rabun, HabershamOIM office

White, Lumkin, Gilmer, Gordon, Chattooga, Floyd, Hartow, Pi-

ckens, Darson, Cherokee, Forsyth, Hall, Barrow, Gwinett, Walton,
Rockdale, Dekalb, Fulton, Cobb, Paulding, Polk, Haralson, Carroll,
Douglas, Hear, Dowets, Fayette, Spaulding, Butts, Clayton, Henry,

a. Supported activities: Western Regional Recruiting Command.
b. Geographical area:

(1) Nevada—all counties.

(2) California—all counties except Monterey, San Benito, Mer-

Newton, and Jasper Counties. ced, Mariposa, Madera, Fresno, Tulare, Kern, San Luis Obispo,
Kings, Santa Barbara, Ventura, Los Angles, Orange, San Bernadino,

B-23. Fort McClellan, Alabama supporting DOIM office Riverside, San Diego, and Imperial.

a. Supported activities:
(1) Huntsville.

(2) USAR, ROTC.

b. Geographical area:

B-30. Fort Richardson, Alaska supporting DOIM office
a. Supported activities:
(1) Fort Wainwright.
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(2) Fort Greely. (2) Arkansas—all counties.
(3) USAR, ROTC.

b. Geographical area: Alaska—all counties. B-37. Fort Stewart, Georgia supporting DOIM office
a. Supported activities:
B-31. Fort Riley, Kansas supporting DOIM office (1) Homestead—Air Defense Command.
a. Supported activities: USAR, ROTC. (2) Key West—Air Defense Command.
b. Geographical area: (3) Camp Blanding, FL.
(1) Nebraska—all counties. (4) USAR, ROTC.

(2) Kansas—all counties except Marshall, Nemaha, Brown,b. Geographical area: _
Doniphan, Atchison, Jackson, Jefferson, Leavenworth, Wyandotte, (1) South Carolina—Jasper and Beaufort Counties.

Douglas, and Johnson. (2) Georgia—Effingham, Chatham, Bullock, Bryan, Liberty,
Evans, Chandler, Truethlen, Montgomery, Toombs, Tattnal, Long,
B-32. Fort Ritchie, Maryland supporting DOIM office Mclintosh, Glynn, Wayne, Appling, Jeff Davis, Wheeler, Talfair,
a. Supported activities: Coffee, Bacon, Pierce, Brantly, Camden, Charlton, Ware, and Atkin-
(1) White House Communications Agency. son Counties.
(2) Army Audio Visual. (3) Florida—all counties except Escambia, Santa Rosa, Okaloosa,
(3) Army Operation Center. Walton, Holmes, Washington, Bay, Jackson, Calhoun, Gulf,
b. Geographical area: Maryland—Fort Ritchie. Franklin, Liberty, Gadsden, Leon, Wakulla, Jefferson, Madison,
Taylor, Dixie, Lafayette, Suwanne, Hamilton, Columbia, and
B-33. Fort Rucker, Alabama supporting DOIM office Gilchrist.
a. Supported activities:
(1) Camp Shelby, MS B-38. Fort Shafter, Hawaii supporting DOIM office
(2) USAR, ROTC. Geographicai area: Hawaii and U.S. Pacific Possessions.

b. Geographical area: S .
4 . B-39. Operations: Command/Pentagon Consolidated
(1) Florida—Escambia, Santa Rosa, Oskaloosa, Walton, Holmes,Information Exchange Center, Washington, DC supporting

Washington, Jackson, Bay, Calhoun, and Gulf Counties. DOIM office

(2) Alabama—Sumter, Greene, Hale, Bibb, Chalton, Autauga,; Geographical area: National Capitol Region (NCR) not serv-
Dallas, Perry, Marango, Choctaw, Clarke, Wilcox, Lawndes, Butler, j-qq by the DTS-W.
Monroe, Conecuh, Crenchaw, Pike, Barbour, Henry, Houstony prqyide information service support (other than DTSU Admin-
Geneva, Dale, Coffee, Covington, Escambia, Baldwin, Mobile, and jstrative Telephone Service) to the following Army Staff/Agencies/
Washington Counties. Elements located in the Pentagon, Hoffman I, and Hoffman II. Note:

(3) Mississippi—Taxoo, Madison, Leake, Nesholta, Kempethis_does not include elements in other locations unless so stated.
Lauderdale, Newton, Scott, Rankin, Hinds, Warren, Clairborne, Jef- (1) Office of the Secretary of the Army.

ferson, Copian, Simpson, Smith, Jasper, Clarke, Wayne, Jone&) The Army General Staff.

Covington, Jefferson Davis, Lawrence, Lincoln, Franklin, Adams, (3) The Army Special Staff (the Adjutant General—all elements).
Wilkinson, Amite, Pike, Walthall, Marion, Lamora, Forrest, Perry, (4) Field Commands—National Capitol Region: USAISC Liaison
Green_e, George, Stone, Pearl River, Hancock, Harrison, and Jacksoffice.
Counties. (a) USAISC Operations Command.
(b) USAISC Information Systems Activity—Buzzard Point.
(c) FORSCOM/TRADOC Liaison Office.
(d) Information Systems Engineering Command—CONUS.
(e) USAISEC-CONUS (Buzzard Point).
() U.S. Army Soldier Support Center.
(5) The Army General Staff—Field Operating Agency—National
Capitol Region.
(a) U.S. Army Research Institute for Behavioral and Social
Sciences.
B-35. Fort Sheridan, lllinois supporting DOIM office (b) U.S. Army Concepts Analysis Agency (Bethesda, MD).
a. Supported activities: (c) U.S. Total Army Personnel Ag_ency.
(1) TACOM. (d) U.S. Army Nucllear and Chemlcal Agency. .
(2) Camp Grayling, MI. (6_) The Army Special Staff—Field Operating Agency—National
(3) USAR, ROTC. Capitol Reglo_n.
b. G ' hical : (a) The Adjutant General.
- beograpnical area. : (b) U.S. Army Audit Agency
(1) Michigan—all counties in lower peninsula. © C(.)r-s of Enaineers :
(2) Winois—Lake, McHenry, Boone, Winnabago, Stephensen, a1 P Gg | )
Joe Daviess, Carroll, Ogle, Dekalb, Kane, DuPage, Cook, Will, (d) Inspector General.

Kensall, LaSalle, Lee, Whiteside, Rock Island, Mercer, Henry, Bu- (e) Surgeon General. - . . .
reau, Putnam, Grundy, Kankakee, Livingston, Woodford, F):eoria, (f) U.S. Army Center of Military History (Casimir/Pulaski Bldg).

Marshall. Stark. Knox. Warren. and Henderson Counties (7) DCA Field Activities National Communications System:

(3) Indiana—Lake, Porter, La Porte, St. Joseph, and Elkhgrqmmand and Control Technical Center.
Counties.

B-34. Fort Sam Houston, Texas supporting DOIM office

a. Supported activities: USAR, ROTC.

(b) Geographical area:

(1) Texas—ail counties south of Crockett, Sutton, Kimble, Ma-
son, Llano, Bernet, Williamson, Milam, Burleson, Washington,
Grimes, Montgomery, and west of Liberty and Chambers.

(2) Boundary on the west of the south half of Terrel County and
the Mexican Border.

B-40. Hoffman Building, Alexandria, Virginia supporting
DOIM Office

B-36. Fort Sill, Oklahoma supporting DOIM office Supported activities: Tenants of Hoffman Buildings | and II.

a. Supported activities:

(1) Fort Chaffee, AR. B-41. Rock Island, llinois supporting DOIM office
(2) Camp Robinson, AR. a. Supported activities: Alabama AAP, Childensburg, AL;
(3) USAR, ROTC. Badger AAP, Baraboo, WI; Corn Husker AAP, Grand Island, NB;
b. Geographical area: Gateway AAP, St. Louis, MO; Hawthorne AAP, Hawthorne, NV;

y
(1) Oklahoma—all counties. Hays AAP, Pittsburgh, PA; Holston AAP, Kingsport, TN; Indiana
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AAP, Charlestown, IN; lowa AAP, Middletown, IA; Joliet AAP, d. Contracting responsibilities for leased telecommunications in
Joliet, IL; Kansas, AAP, Parsons, KS; Lake City AAP, Independ- Korea belonging to U.S. Army Korea Contract Agency.
ence, MO; Lone Star AAP, Texarkana TX; Long Horn AAP, Mar-
shall, TX; Louisiana AAP, Shreveport, LA; Milan AAP, Milan, TN; ~ B—48. Europe, West Germany, lItaly, Holland, Turkey,
Mississippi AAP, Picayune, MS; Newport AAP, Newport, IN; Rad- Belgium, England, and Saudi Arabia
ford AAP, Radford, VA: Ravenna AAP, Ravenna, OH; Riverbank & 2nd Signal Brigade.
AAP, Riverbank, CA: Scranton AAP, Scranton PA: St. Louis AAP, _ (1) Supported activities: V Corps, 21st Support Command, 59th
St. Louis, MO: Sunflower AAP, Lawrence, KS; Twin Cities AAp, Ord BDE, 4th TRANSCOM, 7th SUPCOM, 200th TAMMC, and
New Brighton, MN; Volunteer AAP, Chattanooga, TN; McAlester Y-S Forces, NATO. ,
AAP, McAlester, OK. (2) Headquarters and Headquarters company. Geographical area

b. Geographical area: lllinois—Rock Island. supported: Mannhelm af‘d Worms, West Germany.

(3) 39th Signal Battalion.

B-42. Redstone Arsenal, Alabama supporting DOIM office (a) Headquarters and Headquarters Detachment. Geographical
area supported: Chievres, Belgium.
B-43. USAISC-AVSCOM/TROSCOM St. Louis, Missouri (b) 128th Signal Company. Geographical area supported:
supporting DOIM office SHAPE, Brussels, Chievres, Grubbendock, and Zutendal, Belgium.
a. Supported activities: (c) 518th Signal Company. Geographical area supported:
(1) USAR, ROTC. Norddeutschland.
(2) Troop Support Command (TROSCOM). (d) 532nd Signal Company. Geographical area supported: Rhein-
(3) Aviation Systems Command (AVSCOM). berg, West Germany and Schinnen/Brunssum, Netherlands.

(4) Systems Integration and Management Activity (SIMA?1 (e) 581st Signal Company. Geographical area supported: Bremer-
(Provisional). aven, West Germany.

b. Geographical area: (for services not provided by DMATS-St.  (4) 73d Signal Battalion. _
Louis, Missouri. (a) 4th DPU. Geographical area supported: Pirmasens, West

(1) City of St. Louis, Missouri. Germany. _ _
(2) lllinois—St. Clair, Madison, and Monroe Counties. (b) 7th DPU. Geographical area supported: Kaiserslautern, West

3) Missouri—St. Louis, St. Charles, Jefferson, and Franklff€rmany. . i
(3) (c) 9th DPU. Geographical area supported: Sweibruecken, West

Counties.
Germany. _ _
B—44. USAISC U.S. Army Pacific (USARPAC), Fort (5) 102d Signal Battalion.
Shafter, Hawaii supporting DOIM office (a) 36th DPU. Geographical area supported: Oberursel, West
a. Supported activities: Commander, USARPAC. Germany. ] .
b. Geographical area: Hawaii and U.S. Pacific Possessions. (b) 228th Signal Company. Geographical area supported:
Frankfurt, West Germany.
B—45. USAISC Japan. Local Area DOIM responsibilities (c) 232d Signal Company. Geographical area supported: Baum-
a. Supported activities: holder, Mainz, Darmstadt, and Bad Kreuznach, West Germany.
(1) 17th Area Support Group, Mainland Japan. (d) 261st Signai Company. Geographical area supported: Hanau,
(2) 10th Area Support Group-Okinawa. Fulda, Wildﬂgcken, a_nd Giessen, West Germany.
b. Geographical area: Japan. b. 160th Signal Brigade.
(1) Supported activities: VII Corps; HQ, USAREUR; HQ,
B-46. 1109 U.S. Army Signal Brigade, Fort Clayton, USEUCOM; HQ, DCA-EUR; NCEUR; HQ, DOD Agency; 47th
Panama supporting DOIM office ASG; 7th Army; 26th Support Group; 1st PERSCOM; 266 TFC; 7th
a. Supported activities: USAR, USAREC, ROTC. MEDCOM; 7th Weather Squadron; HQ, AMC; 2d Region CID;
(1) CINC USSOUTHCOM. U.S. Army Marine Terminal; 66th MI Group; 10th Special Forces;
(2) U.S. Embassy and Panama Canal Commission. 7th ATC; an_d 56th FA_CMD.
(3) U.S. Naval Forces South. (2) 43d Signal Battalion.
(4) USAF South. (a) Headquarters and Headquarters Company, Geographical area
b. Geographical area: supported; Schwetzingen, West Germany.
(1) Panama. (b) 181st Signal Company, Geographical area supported: Heidel-
(2) Central America. berg, West Germany. ,
(3) South America (c) 252d signal Company. Geographical area supported:
' Wu_erzburg, Aschaffenburg, Schv_veinfurt, Kitzingen, Bad Kissingen,
B-47. First Signal Brigade, Seoul, Korea supporting DOIM Geibelstadt, Wertheim, and Breistol, West Germany.
office (3) 52d Signal Battalion.

a. Supported activities: United Nations Command, Combined(a) 578th Signal Company. Geographical area supported: Vaihin-
Forces Command (ROK/US), United States Forces Korea, &, West Germany.

Eighth United States Army. (b) 587th Signal Company, Geographical area supported: Waihin-
b. Local areas of DOIM responsibilities: gen, Boeblingen, and Grossenstingen, West Germany.
(1) 41st Signal Battalion. (c) 589th Signal Company. Geographical area supported: Stut-

(a) 275th Signal Company—Camp Colbern, K—16 Seoul Airfield, tgart, Heilbrqnn, Goeppinggn, Moehringen, Nellingen, Ludwigsburg/ _
Camp Long, Camp Market, Camp Morris (Namsan), Camp pageKornwesthelm, Schwaebisch Hall, Schwaebisch Gemund, Crail-
and Camp iEagIe. ’ ’ sheim, Bad Cannstatt/Zuffenhausen, Siegelsbach, Pfullendorf, Friol-

; heim, and Stocksberg, West Germany.
(b) 201st Signal Support Company—Yongsan. S . . . .
(c) 552nd Signal Company—Camp Casey, Camp Red Cloud (d) Unlt_ed Kingdom Signal Company. Gepgrap_hlcal area sup-
Camp Stanley, Camp Howze. ' ported: High Wycombe, Burtonwood, Menwith Hill, Hythe, and

(2) 36th Signal Battalion. Carewent, England.

: : 4) 69th Signal Battalion.
a) 74th Signal Company—Pusan (Camp Hialeah). ( . .
gbg 293rd S?ignal Corﬁpaﬁy—Camp(Carrgll Camp)WaIker. (a) 534th Signal Company. Geographical area supported:

501st Si | o c H h Munich, Bad Tolz, Neu Ulm, Augsburg, Berchtesgaden, Bad Ai-
© S r'lgn"’} ompany— amp HuUmpAreys. bling, Bobstetten, Chiemsee, Guenzburg, Hoenstadt, Landsburg,
¢. Geographical area: Korea. Lemgrube, Ochsenhof, and Schwabstadl, West Germany.

DA PAM 25-1-1 « 27 August 1991 37



(b) 535th Signal Company. Geographical area supporte@ost savings and other benefits accrue when sampling operations
Nuernberg, Fuerth, Ansbach, Bamberg, Grafenwoehr, Vilseake adopted, provided there is a significant quantity to be reviewed
Binkdlach, Amberg, Hohenfels, Regensburg, Monteith, Merrelnd sufficient management control exists to justify the risks associ-
Pinder, Herzo, Schwabach—O’Brian, Erlangen, Feucht, Airfielgted with sampling operations. But to institute and continue the
Hemau, lllesheim, and Katterbach, West Germany. sampling program, it is necessary to issue instructions, indoctrinate

c. 509th Signal Battalion. Supported activities: SETAF. personnel, and document results and follow—up action.
(1) Headquarters and Headquarters Detachment. Geographical

area supported: Livorno, and Camp Darby, Italy.

- - ) —2. li i
(2) 54th Signal Company. Geographical area supported: Vlcenzac Sampling operations

The sequence of steps used when applying acceptance sampling

Italy. : .
(3) 56th Signal Company. Geographical area supported: Livorno, techniques follows: _ o

Italy. a. Establish the population to be sampled and certified if the
(4) 59th Signal Company. Geographical area supported: Coltano,sample meets the acceptance criteria of the sampling plan.

Italy. b. Select the required number of toll call samples from the popu-
(5) 167th Signal Company. Geographical area supportedtion so that they are unbiased representatives of the population.

Caserma Ederle, Vicenza, Italy. c. Review each sampled toll call to determine if it is official or

d. USAISC-Central Area, Saudi Arabia. Geographical area sup- ot per the definitions used and locally established certification
ported: Saudi Arabia.
%[_ocedures.

Sll?lbgugrl;zjog.s?i?rﬁ;n&?gg é?;iogegi%g??h_:_z?ll(e;rea supporte d. C(_)mpare the results ol_atai_ned in the audi_t of the sampled toll
f. USAISC Detachment, Augsburg. Geographical area supported:callS With the acceptance criteria of the sampling plan and take the
U.S. Army Field Station, Augsburg. ap_propnate action. If the criteria is met, certify the remaining popu-
lation of toll calls, and perform necessary follow—up of any problem
toll calls found in the sample. If the criteria is not met, refer the toll
. call population that fails the sampling acceptance criteria to the
Appendix C i , individual responsible for certifying the calls. The next action can
Certification of Commercial Long-Distance range from 100 percent screening of the remaining toll calls to
Telephone Calls by Statistical Sampling follow—up of only those areas where problems were detected. Fol-
C—1. Introduction. Iow_—up is required for all observed problems to initiate corrective
Public Law 88-521 authorizes sampling methods to facilitate the action.

certification of vouchers provided that the sampling procedures con- €. Establish the acceptance criteria for the next month’s telephone
form with GAO Policy and Procedures Manual, title 3, chapter 10. bill as illustrated in table C-1.

Table C-1

AQL Sampling Plan

Number

of Toll 1.5% 2.5% 4.0%

Calls in Sampling

Population Level n AC RE n AC RE n AC RE
Reduced?! 3 0 1 8 0 2 5 0 2

151-280 Normal 32 1 2 32 2 3 32 3 4
Tightened 50 1 2 50 2 3 50 3 4
Reduced? 13 0 2 8 0 2 8 1 3

281-500 Normal 50 2 3 50 3 4 50 5 6
Tightened 80 2 3 80 3 4 80 5 6
Reduced? 13 0 2 13 1 3 13 1 4

501-1200 Normal 80 3 4 80 5 6 80 7 8
Tightened 125 3 4 125 5 6 125 8 9
Reduced? 20 1 3 20 1 4 20 2 5

1201-3200 Normal 125 5 6 125 7 8 125 10 11
Tightened 200 5 6 200 8 9 200 12 13

Notes:

1 if the AC is exceeded, but the RE has not been reached, accept the toll call population and reinstate Normal Level sampling plan on the next month’s population.

C-3. Sampling plans curve for the 2.5 percent AQL Operating Characteristic (OC) curve
DOD recommends the attributes sampling plans and procedures ofor the 2.5 percent allow about 4 percent of the toll calls to remain
MIL-STD-105D; other types and variations may be used with populations accepted by sampling; the AQL of 4.0 percent allows
proper approval. Attribute plans are those in which a sampled itemabout 9 percent.
is either good or bad; for example, the toll call is either official orit b. Three levels of sampling plans are available in
iS not. MIL-STD-105D: Tightened, Normal, and Reduced. The Normal
a. The protection afforded by a sampling plan is specified by the Level is used when sampling methods are introduced. After a suc-
acceptable quality level (AQL). For example, if it is allowable that cession of “accept” decisions are made at this level, greater risks
up to about 7 percent of the toll call listing can be unofficial, then can be taken, and the sampling moves to the Reduced Level. If a
the sampling plan with an AQL of 2.5 percent is used. This recom- “reject” decision is made, the next month’s toll calls are subject to
mendation is made by interpreting the Operating Characteristic (OC)the Tightened Level. Then, after a succession of “accept” decisions
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are made at this Level, the sampling program returns to the Normalkcceptance criteria decision of the sampling plan. If the individual
Level. responsible for an unofficial call can be identified, appropriate fol-

c. MIL-STD-105D attribute single sampling plans for AQLs of low—up action is taken and documented to prevent recurrence, so
1.5, 2.5, and 4.0 percents are shown in table C-1 as they apply tehat sampling operations can have a better chance of continuing.
population sizes of 151 to 3200, where “n” equals sample size, (5) The cost of a call may be introduced into the criteria for
“AC” equals acceptance ngmber, and “RE” e_quals rejection number-acceptance to limit the undetected unofficial call charges in the bills

d. Reference the sampling table excerpt in paragrapte, & (hai are certified by sampling methods. Define a given dollar
the illustrative example given in table C-1, for a general sampling 5mount as a major unofficial call. Combine the dollar values of all

proi:edléjre.d | | . le of size “n” f h of the unofficial calls found in the sample to establish an equivalent
(1) Randomly select a representative sample of size “n” from t € humber of major unofficial calls. Then compare the number of

22?#;2“;26 Itfhteh?\jct)?::qgﬂl_él\?;ng toligs 23{22:62 ;::]tﬁ?%faggu;n?ggsmajor unofficial calls to the sampling plan acceptance criteria. For
2) If the number of questionggle c,alls in the sarr?ple of “n” does example, if the standard of $5 per toll call defines a major unofficial
not exceed the quantity "AC,” certify the population. If the number call, and the t(_)tal of th_e_toII call _charges on 8 calls is $53.21: then a

Optal of 10 major unofficial calls is formed to be compared with the

of questionable calls in the sample equals or exceeds the quantity . oo
“RE”, hold the population for disposition because the population sampll_ng plan acceptance criteria; if thg charges are $19.25, then
there is a total of only 3 major unofficial calls.

cannot be certified on a sampling basis. If in the example a total of
5 questionable calls is detected, population acceptance depends upon )

the standard for acceptance as given by the AQL: For an AQL of C—4. Recommended Sampling Plan Parameters

2.5 percent or 4 percent, the population would be certified on a a. MIL-STD-105D single sampling plan with AQL of 2.5 per-
sampling basis; but for an AQL of 1.5 percent, the population could cent. (See figure C-1.)

not be certified on a sampling basis. b. Successive “accept” decisions to proceed from the Tightened
(3) Next month’s certification process depends upon the results| evel to the Normal Level, and from the Normal Level to the

obtained in the current month’s sampling “accept” or “reject” deci- Reduced Level: 6 which corresponds to 6 months.

sion. If an accept decision is reached, the following month can be c. Population definition: The toll calls with from 10 to 30 min-

zﬁgzrgsegvztatggeSta(rjneecilsei)gﬁ!s atsr’]eb?cfl(l)cr;’/inor’nlwfomﬁ r%sathk?elzgkoie;a tes duration. It is not cost effective to evaluate toll calls with
p ' 9 y p uration of 10 minutes or less. All toll calls exceeding 30 minutes

a less stringent level of sampling, where the value “k” is defined in . . -
the sampling plan as the criteria for admission to the level. If a duration are to be checked to determine that they are official calls.

reject decision is reached, the following month must be sampled at d- Acceptance criteria: Determine if the population can be certi-

the Tightened Level. Also note that it is possible to change to afied on a sampling basis by using equivalent major unofficial calls

Normal Level from the Reduced Level if the reject decision is not to compare with the sampling plan accept or reject values. Define a

reached but only a provisional acceptance decision is possible, aghajor unofficial call as an equivalent call with a charge of $10. This

noted in the sampling table. value reflects the average charge experienced for a toll call of 20
(4) Investigate all questionable toll calls. The fact that a toll call minutes, the median of the range of 10 to 30 minutes duration. If

is later found to be definitely official in nature does not change the $10 does not meet this condition, make corrections to reflect the

historical information of the installation.
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6
5 Upper Control Limit
Percentage of a
Unofficial
Toll Calls in 3
Sample Checked ”
6-Month 1_
Baseline 1.3 Percent
0
J F M A M J J A S o N
Month
Sampling Level *: il it il It Hi i m i m 1] i
Population Size: 1002 1251 1496 2240 784 1104 952 882 1059 1485 1326
Control Limit (UCL): 51 43 37 37 43 43 43 43 43 37 43
Sample Size (n): 80 125 200 200 125 125 125 125 125 200 125
Acceptance No. (AC): 5 7 8 8 5 5 5 5 5 8 7
Unofficial Calls (d): 2 8 B8 10 5 3 0 1 2 6 6
Accept (A)/ Reject (R): A R A R A A A A A A A
% Unofficial (d/n): 25 64 40 50 40 24 00 06 16 30 48
* Levels: | = Reduced; Il = Normal: Il = Tightened.

Notes: 1. Start sampling program at the Normal Level.

2. Population size requires larger sample size. Unofficial callsfound in the sample exceed the accep-
tance number, population cannot be accepted on a sampling basis. Following month requires
sampling at the Tightened Level.

3. Sample size and acceptance number are established by the Tightened Level. UCL exceeded again
to indicate need for continued corrective action; there is a significant difference from the baseline
fraction defective estabished for the installation.

4. Unofficial calls found in sample exceed acceptance number again. Continue the Tightened Level
next month and until 6 successive months are accepted on a sampling basis.

5. Population size requires smaller sampie size.

6. Population size requires larger sample size. Next month the sampling can return to the Normal Level

because this is the 6th successive month that sampling methods accepted the Population.

7. Population is certified on a sampling basis, but the upper limit was exceeded to signal significant
difference from the standard established for the installation.

8. See computation formula at figure C-2.

Figure C-1. MIL-STD-105D Single Sampling With AQI of 2.5 percent
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Computation of the historical percentage in the example:
Total toll calls in previous 6 months: 6731
Total unofficial toll calls detected: 89

P’ = 89/6731 = 0.013 (or 1.3 percent)

Computation of the upper control limit (UCL) for the example;

ucL=p +3Y(P) (0 -p) /n

=0.013+3 U (0013) 1 -0013) /n

- 0.013 + (0.33982) /(U )

- 0.013 + (0.33382) (0.11180) = 5.1 percent, for n = 80
= 0.013 + (0.33982) (0.08944) = 4.3 percent, for n = 125

=0.013 + (0.33982) {0.07071) = 3.7 percent, for n = 200
Figure C-2. Computation Formula for AQL of 2.5 Percent

Appendix D
Payment of Telephone Bills Based on Historical
Data

the process is complete and filed with the payment vouchers. Staff
Assistance Teams, Auditors, and Inspector Generals will probably
review the spreadsheets to determine the validity of the amount
certified for payment.

b. The percentage in column “E” (block indicated with an aster-
isk (*), fig D-1) is the 12—month average (percentage) that will be
used as the historical baseline for certifying long—distance toll
charges before completing the verification process. This percentage
will always be expressed as the historical baseline. When the verifi-
cation process indicates an adjustment in the historical baseline is
warranted, do not wait for the 6—month review to make the neces-
sary adjustments. At no time will the percentage of toll charges
certified for payment, before verification, exceed the historical
baseline.

c. Multiply the total amount of the monthly toll bill by the histor-
ical baseline to arrive at the amount certified for payment. Send the
toll charges to the Telephone Control Officers (TCOs) for verifica-
tion process (from date bill is received to date final payment is
processed). All actions need to be completed before the next
month’s bill is received.

d. Prepare a payment voucher for the baseline amount and for-
ward it to the accounting and finance office for processing.

e. Figure D-2 is the spreadsheet (worksheet) to be used by each
unit as a control log for telephone bills. As verified toll charges are
returned from the TCOs, information from the bill is entered into
the appropriate block of the worksheet. This ensures unpaid bal-
ances are not remitted to the telephone company before the initial
amount paid has been satisfied. Completing every block of the
spreadsheet provides an audit trail representing the history of each
bill and also produces a reference to the unpaid amounts due the
telephone company. The mechanization of the spreadsheet is highly
recommended. The bottom line of the spreadsheet contains a total

The following actions must be performed to implement thegeder each column facilitating easy reference to overall totals that

procedures:

have been entered on the spreadsheet in figure D-1. When the

a. Research telephone billing/payment records for the past 12returned verifications indicate total costs for the official toll charges
consecutive months and separately identify the amount of teXceed what was paid initially, prepare a supplemental payment
charges verified as official for each month. Record the monthly voucher for the additional amount. Continue with the process until
amounts on a spreadsheet (See example, fig D-1). The spreadsheall dollar amounts are accounted for as official, unofficial, uniden-
will be maintained to support the administrative requirements. The tified, or unverified charges. When completion of the monthly veri-
best method of control is through the use of microcomputers usingfication process indicates the total amount verified as official is less

Lotus 1-2-3 or Peachcalc to mechanize this process. If a computethan the historical baseline paid, offset the next bill by that amount
process is used for this control, a hard copy should be printed onceyefore paying the baseline amount.

DA PAM 25-1-1 « 27 August 1991 41



E C D E
Total Amount Amount Faid Amcunt of Divide Col
Month Toll EBills Verified Tells C by Col B
Fece: ved Official tinverified =%
{(+) (-) (=) Official
Nov €% 1,286 1,000 286 77%
Dec 85
JAN B& 12,500 1,800 700 723
Feb 85 | 1405 ! 1400 25 983
MAR B
Apr 6 225 200 25 883
May B&
Jurn B&
cdl 86
Aug 26
Sep B&
Oct B6
Nov 86
Dec B&
TOTALS | 5436 4400 1036 * 813

Figure D-1. Summary Spread Sheet for Telephone Toll Charges
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FT. AMES APRIL
TOLL CHARGE FROM-—-—-=——=—————me FOR MONTH OF ——-——-—------

DATE TELE- TOLL ©DATE DATE AMT DATE WVOUC AMTUN AMT ADDTL DATE WVOUT amT
BILL FHONE CHEG SENT RTRN VRFD oF CTRL OFFCL  UN- AMT OF CTRL  UN-
RECY D NUMEBR @AMT TC TCO FMTCO FaY vouCT NUME DDLLIZ1 VRFD VRFD VOUC NUME VRFD RMRES

(+) (=) (- (=) {—) (=)
14/2 567891 4,001 4/4 4/6 2.00 14/6 2679 0 2.00 0 4/7 12680 2.00 ;
2 3
4
< .
6 !
- 4/51123451 7.00 4/5 4/7 17.00 1477 3210 0 0 0 4/7 14999 0 :
: ;
9
10
;5 477124689 15.00 4/7 4/8 10.00:4/8 1111 {3.00 12.00 :2.00 4/9 1222 0
13
14
15
16
174/10 13579 i145.00 | 4/11 {4/12 135.0014/13 | 246 10.00 0 0 4/14 | 222 0
16
M
20
A
24
26 f‘
27
29 ?
0
'?STAL 71.00 54.00 13.00{4.00 {2.00 2.00 :

Fage 1

Figure D-2. Spread Sheet for Telephone Toll Charges
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Appendix E

Instructions for Development and Preparation of
Information Processing Facility Continuity of
Operations Plan

E-1. Outline

An outline for an Army IPF COOP will consist of the minimum
number of paragraphs as listed in the sample table of contents
figure E-l.

Department of the Army
Information Processing Facllity (IPF Number)
Fort Blank, Maryland 12345-0001

Continuity of Operations Plan

Date:
Table of Contents
Paragraph

Section |
General
Purpose 1-1
Mission 1-2
Responsibilities 1-3
Contingencies or risk analysis 1-4
Job-or system priorities 1-5
Succession of personnsl 1-6
Section I
Protection of Records and Documentation
List of rocords and documentation 2-1
Procedures for safeguarding essential materials 2-2
Sectior !
Emergency Response
Detail emergency response procedure 3-1
Section IV
Backup Operatfons
Designation of COOP site 4-1
DPE configurations 42
Facilities, security, supplies, and information transfer 4-3
Parsonnel requirements 4-4
Planning coordination 4-5
Emergency movement procedures 4-6
AUTODIN interface 4-7
Saction V
Recovery
Recovery plans 5-1
Section Vi
Contingency Operations as Host Site
Planning coordination 6-1
Configurations 6-2
Facilities, security, supplies, information transfer,

and transportation 6-3
Personnel requiraments 6-4
Billating and messing requirement 6-5
MINIMIZE processing plan 6-6
Evaluation criteria for COOP and test methods 6-7
Appendixes

A. Inventory List of COOP Material at Alternate Files Storage Area
B. Inventory of Prepositioned Matarial at COOP Site

C. Memorandum of Agreement—COOP Site

D. Emergency Reguirements for Alternate Site Operations

Figure E-1. Sample Contents for COOP outline
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E-2. Instructions
Instructions for the development and preparation of an IPF COOP
are discussed in detail in paragraphs E-3 through E-27.

E-3. Paragraph 1-1, Purpose

This is a summarized statement of the purpose for which the plan is
intended: for example, “This plan provides guidance for on-site and

sgontingency operations at the COOP site in the event emergencies,
disasters, mobilization or war, and for maintaining a state of readi-

ness to provide the necessary level DP support to user activities
under all conditions identified in the activity risk analysis.”

E-4. Paragraph 1-2, Mission

This is derived from the mission stated in authorization documents
(MTOE and TDA) and the more specific mission and functions
statement. The mission statement in the COOP should emphasize
the scope of the organization support role.

E-5. Paragraph 1-3, Responsibilities
This paragraph should state who does what in connection with the
COOP, using position titles. An abbreviated example is as follows:
a. The information manager retains basic responsibility for evalu-
ating emergency situations and directing that portions of this plan
become operational.
b. The Chief, Operations Branch will maintain and update the
COOP as required.

E-6. Paragraph 1-4, Contingencies or risk analysis

The contingencies listed in the risk assessment will be discussed,
with general statements of planned actions under each contingency.
Actions will include those necessary on a recurring basis to maintain
readiness. The paragraph will contain a statement to identify the
current risk analysis by the reference or office symbol of the origi-
nating office, date, and title of authorizing official.

E-7. Paragraph 1-5, Job or system priorities

This paragraph will contain a presentation of the work priority
scheme. A minimum of four levels of priority will be defined from
highest to lowest (1 through 4) in terms of the mission essentially of
the work. If the organization has a wartime support role, application
systems required under this contingency will be identified as the
highest priority. Individual jobs and systems will be listed, in order
of priority. For each job and system, indicate the memory size,
serial runtime, peripheral device requirements, output media, and
minimum frequency of applications to be run. Possible examples of
priorities are shown below.

a. Priority 1—jobs that are essential to command functions and
which are processed interactively or must be processed daily.

b. Priority 2—mission—essential jobs that can be delayed up to 2
days.

c. Priority 3— jobs that may be delayed up to 14 days.

d. Priority 4—jobs that may be delayed indefinitely or for which
manual backup or alternate processing procedures exist. The as-
sumption is that, if the emergency that has placed the organization
in a COORP situation is projected to last longer than 14 days, priority
3 jobs will be deployed to the COOP site of operations. The priori-
ties are defined under local requirements and may be expressed in
hours rather than days, or may require several additional levels of
definition.

E-8. Paragraph 1-6, Succession of personnel

Enter, by position title, alternates who are designated to assume
responsibilities in the event of incapacity or nonavailability of per-
sonnel assigned primary responsibilities in paragraph 1-3.

E-9. Paragraph 2-1, List of records and documentation

Provide a comprehensive list by type of records and documentation
essential to continuity of operations under all contingencies. Some
examples are: Tape master files, tape backups of disc master files,
JCL decks, copy of COOP, run books, and so forth. The actual list
of materials to be maintained at the alternate files storage area,
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giving the specific identification and location of each item will be in the security clearance and other special requirements. If the host at
appendix A, inventory the list of COOP material at the alternate the alternate site has agreed to provide personnel support include
files storage area. Appendix B is the inventory of COOP material this information in the plan.
prepositioned at the COOP site.
E-16. Paragraph 4-5, Planning coordination

E-10. Paragraph 2-2, Procedures for safeguarding This paragraph should outline step—by-step coordinating procedures
essential materials with affected users, other support activities, and the alternate site (if
This paragraph will contain instructions and backup procedures todeployment is envisioned) for implementation of the plan for any
be used on a regular basis to protect essential files, programsgontingencies list in paragraph 1-4 of the plan.
procedures, and other materials identified in paragraph 2-1 and
appendixes A and B of the COOP plan. Specific guidance will be E-17. Paragraph 4-6, Emergency movement procedures
developed to control the routine update or replacement of itemsProvide a detailed plan for support of transportation requirements in
stored off—site to maintain currency and the ability to operate essenthe event of deployment to an alternate site. The plan will include
tial systems without regards to materials stored at the primary site ofmovement of personnel, files, and any special supplies on an initial
operations. This paragraph will also contain the location of alternatebasis, plus procedures for continued movement of data and output
files storage areas and procedures for gaining access to them. products between the parent organization and the alternate site

) throughout the period of deployment.
E-11. Paragraph 3-1, Detailed emergency response
procedures ) . ) . E-18. Paragraph 4-7, AUTODIN Interface
This paragraph will contain detailed procedures for each contin-nclude procedures for the use of available AUTODIN facilities to
gency identified in the risk assessment. If the decision is to acceplsypport contingency operations. Data and output should be transmit-
the risk without preparing a response, it must be stated in thisted between the parent organization and the alternate site of opera-
paragraph. tion via AUTODIN to the maximum extent feasible.

E-12. Paragraph 4-1, Designation of COOP site E-19. Paragraph 5-1, Recovery plans

Enter information to identify alternate sites of operation, to include This paragraph contains data necessary to recover from contingen-
organizational designation, DPI number (if applicable), and exact gjes |pE configurations, requirements documents, plans for support-
location. A copy of the memorandum of agreement with the COOP jq facilities, and essential initial load lists are included to aid
site will be located in appendix C. recovery after partial or total loss of the IPE or its supporting

E-13. Paragraph 4-2, Information processing equipment facility.

(IPE) configurations

Enter a narrative and graphic description of minimum IPE required
to support emergency workload. Any special or unique hardware or
software required will also be identified. Unique hardware or soft-
ware features or shortcomings of the equipment at the alternate sit
will be evaluated, and plans will be given for methods to compen-
sate for these during operation at the alternate site. A check o
commercial information processing facilities should be made to de->""" o =
termine where similar configurations exist. If appropriate, negotia- priority workload from the hosted activity. Before entering into

tions should be undertaken to use the commercial site unagfrge}trﬁ S'tte iuprportn?greerrqentt)?"twi[h Otpfe:ma(t:rt]'v;ﬁ'(;ﬁsi' tihen arnntlm-t
extenuating or emergency circumstances. pated impact on present users: ability to perio €Ir missions mus

be assessed. Specific items to be included in section VI are noted in

E-14. Paragraph 4-3, Facilities, security, supplies, succeeding paragraphs.

communications, and transportation requirements . s

This paragraph will contain a narrative statement of minimum sup- E-21. Paragraph 6-1, Planning coordination ) ,

port requirements for the activity if it were to deploy to an alternate NS paragraph will tie in with paragraph 4-5 of the primary DPI's

site. The requirements stated in the plan must be negotiated ifcOOP, and will outline step—by—step procedures for the host of the

advance and, if possible, include these in the letter of agreem(;{,nfalternate site in initiating support of the other activity. It will include

with the host of the alternate site. Requirements include but are noProvisions for notification of users with low—priority workloads and

limited to— local organizational elements that would be tasked to assist the host
a. Office type space (square feet) and office equipment (for ex- N Supporting the IPF being deployed.

ample, desks, chairs, and typewriters) needed for a general wor%

E-20. Section VI, Contingency operations as host site

This section of the COOP is to be prepared by each site designated
as the COOP site for another activity. The section will express the

glans developed to absorb extra workload and provide support while

acting as the host of another activity. Full consideration must be

1given to the fact that severe adjustment to the host’s present level of
support to its own users may be required to accept even the highest

area at the COOP site. Storage, personnel billeting, and messing—22- Paragraph 6-2, IPE configurations

requirements will also be identified nter a narrative description of IPE configurations of the IPF to be

b. Security measures required at the COOP site. A statement 0'hosted, giving specific inf(_)rmation on special hardware or software
the current TEMPEST status of the IPF will be included. Special €atures or other compatibility problems.
instructions in this paragraph are necessary only if the security
requirements at the alternate site differ from those of the IPF.
c. Magnetic media and supplies required for operation at an alter-

E-23. Paragraph 6-3, Facilities, security, supplies,
communication, and transportation
Jhis paragraph will provide a narrative statement of the require-

nate site. These will be discussed in this paragraph and a detaile g .
: : ; o - ments of the activity to be hosted at the COOP site and the proce-
list of daily requirements under emergency conditions will be placed Hures to be used by the host to satisfy them. As an example, this

in appendix D. This paragraph will also give information o il include—

whether these materials will be prepositioned and on means for//I!! InClude . .

reimbursement or replenishment of any of the alternate site? Office and working space to be provided. o

operations. A b.t %torage space for materials accompanying the activity to be
osted.

E—15. Paragraph 4-4, Personnel requirements c. Magnetic media and supplies to be made available to the

Develop a list by title, grade, and number of personnel required toactivity to be hosted and the procedure for replenishment and or

support each contingency listed in paragraph 1-4 of the plan. Foreimbursement.

contingencies that require deployment to an alternate site, include d. Special security requirements of the hosted activity, or means
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to permit access if the host operates at a higher level of securityand bomb threats. If the IPF is located in a geographical area where

than the activity being hosted. a hurricane might occur, there should be an emergency response
procedure for hurricanes.
E-24. Paragraph 6—4, Personnel requirements e. Verify emergency workload prioritieEnsure that the COOP

Develop a list by title, grade, and number of any personnel supporthas established the priority of work to be done in an emergency.
(for example, operators) to be provided to the activity being hostedDuring emergencies, it is unlikely that all work can be done. A list
under each type of contingency. This paragraph will identify any of priority work should be established so the most important work
special training requirements of host personnel to support alternatecontinues to be done, if possible. The emergency workload priority

site operations and any security clearance required. list in the COOP should be reviewed by the computer operations
manager and programming Supervisors.
E-25. Paragraph 6-5, Billeting and missing requirement f. Review alternate procedures for processifigsure that the
Provide a brief statement of facilities available or procedures for COOP provides for alternate procedures for processing in an emer-
billeting and messing hosted personnel, if appropriate. gency. During emergencies it is likely that there will be changes in
) processing procedures. For example, on-line data entry may have to
E-26. Paragraph 6-6, MINIMIZE processing plan be changed to batched input. The COOP should describe the alter-

Through coordination with the activity to be hosted, determine the nate procedures that can be used for processing high priority work.
minimum resources required to support its alternate site operationsgach |PF must decide what alternate procedures can be used, based
Then, using the list of local jobs by priority identify the priority on normal processing procedures and workload priorities.

levels of applications systems that can be run for local users when ¢ Opserve a drill using alternate procedurde review team
acting as a host site. As a general rule, only the highest priorityshould request that alternate procedures be used to ensure that prior-
levels of work should be run for the activity being hosted. The host ity workloads can be satisfied. For example, the IPF can pretend
should consult closely with its own users who may be affected that on-line data entry is not available and require that batched
before actual commitment of resources to the activity being hosted.work be used for input. The review team should coordinate this kind

This paragraph will contain the plan developed by the host to pro-of drill with the computer operations manager, input or output area
vide a reasonable level of support for shifts, partitions, machines,supervisor, and functional users.

and other requirements. h. Conduct an emergency response dfilie review team should

) o request an emergency response drill and observe how well proce-
E-27. Paragraph 6-7. Evaluation Criteria for COOP and dures are followed. For example, the review team could request that
Test Methods the computer operations staff use the emergency response procedure

In most cases, the aCtua| eXeCUtiOn Of the COOP, or pOI’tiOI’lS Of tthr a water emergency such as a broken p|pe The review team
COOP, require considerable planning and coordination. It may notshould observe how accurately and quickly the computer operations
be possible to satisfactorily execute the COOP for test and review .giaff responds. The procedure and the actual drill should be com-
If the COOP has never been executed and cannot be during th@ared to each other. The drill may reveal an action that should be
review, the review team and COOP planning team should establishincluded in the written procedure, but is missing, or that not all

a detailed plan and schedule for a later date. This plan to test theteps in the procedure are followed. As an example, assume that the
COOP‘shouId.be InC|qud as part of the official accre.dltatloln dOCU-procedure does not say to cover information processing equipment
mentation. This form is an example of the type which might be with protective sheeting, but the review team observes that the

locally developed to document the results of the test and review. Acomputer operations staff does this. This step should then be added
list of evaluation criteria and test methods which may be employedto the written procedure.

follows: i. Verify alternate site MOAEnsure that the COOP contains a
a. Review plans for periodically executing the CO®Review valid and current (within 12 months) MOA with an alternate site.
plans and procedures for the periodic test execution of the COOPThe advice of legal counsel should be obtained to determine if the

Ensure these plans state— MOA is complete, accurate, and valid.
(1) Periods during which the COOP will be executed. j- Verify alternate site hardware compatibilitEnsure that the
(2) Personnel to coordinate COOP execution and their specific COOP provides a description of the alternate site’s hardware config-
duties. uration. The operations manager should be able to determine if
(3) Specific types of COOP execution to be conducted are ashardware is compatible. The review team may wish to send a copy
follows: of the description to the alternate site to ensure that it is accurate. It
(a) Complete execution of the COOP involving all personnel at is also important to advise those who use the facilities as an alter-
the IPF and the alternate site. nate site of any configuration changes. This should be done in
(b) Partial COOP execution designed to test specific portions of Writing. If the hardware at the alternate site is not compatible, the
the COOP at different times. review team may wish to recommend that another site be selected.
(c) IPE and alternate site personnel necessary for each execution K. Verify altemate site software compatibilitgnsure that the
of the COOP. COOP provides a description of the alternate site’s systems soft-

c. Review COOP execution documentatiBieview documenta- ~ Wareé. The system’s programming supervisor should be able to deter-
tion detailing when and how the COOP has been executed. DocuMine if the software is compatible. The review team may wish to

mentation to be reviewed includes computer operator logs and noteéend a copy of the description to the alternate site to ensure that it is

by the COOP planning team and other supervisory personnel Whoaccurate. If the software at the alternate site is not compatible, the

participated in and coordinated the execution of the COOP. Thisre\lne\v/v t.eanﬂ rtna];c/ W'Sh. tod recommenldfthaé ar:other ;:e be t?qelteCted'
documentation should include data shown below. If the execution , Cgrc'% |fs”odrequ_|kr)e personn(_ab_l_?r ep((j)y(;ncte_ .sufre a I
documentation shows problems have occurred due to discrepancieg1e Uy describes responsiblities and duties ol personne

in the COOP, the information manager should ensure the COOP hag‘{ho are designated participants in the deployment to the a'tema.‘t?
been modifie’d to correct these problems Site. Also, an alternate should be named for each designated partici-

d. Review emergency response procediesiew the IPE's pant. The review team should ask each designated participant if he
: gency P P or she is aware of his or her responsibilities in case of deployment.

emergency response procedures to ensure that there are writtep,, designated participants should be aware of their responsibilities
procedures. These procedures should clearly describe action to bg . deployment to an alternate site of operation

taken for various emergencies and responsibility for the action. ™ - Verify arrangements for billeting and messing deployed per-
There should be a separate procedure for each natural agghe| Ensure that the COOP describes arrangements for housing

man—mﬁde emher?gnl;:y to Wh('fh th?‘ IP]!.: IS vfllJIn((ajrabIe. At a mini- 504 feeding deployed personnel at the alternate site. The COOP
mum, there shou € procedures for fires, flood, power outages.gpgyiq state the responsible individuals at the alternate site. It
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should also describe the facilities to be made available, the number (3) Execute bomb threat drills, fire drills, and evacuation proce-

of personnel who can be accommodated, and the period for whichdures. if this was performed during physical security testing, it need

such arrangements are valid. The review team should contact theot be repeated as part of COOP execution. Problems noted in the

COORP site’s information manager to verify the arrangements. physical security sections, however, should be evaluated in terms of
n. Verify transportation arrangements for deploydesire the COOP.

that the COOP describes the needed transportation arrangements. (4) Execute a call up of all required personnel in order of succes-

This description should include— sion. Note length of response from time of notification until they are
(1) Agreements with the motor pool. prepared for duty. This call up should involve personnel at the
(2) Load lists. COOP site and the principal information processing facility. The
(3) Transport of personnel to COOP site. call up should not have been previously announced. This will enable
(4) Transport of supplies to COOP site. the team to evaluate personnel readiness as it would be in the case
(5) Transport of data/input between COOP site and functional of an actual emergency.

users supported by the principal information processing facility. u. Review recovery planEnsure that the COOP describes recov-
(6) Routes to be taken and motor pool requirements. ery plans to return to normal operation after an emergency. Recov-
(7) Trucks needed. ery plans should include the following:

0. Verify communications arrangements for deploymEnsure (1) Tasks to be performed and responsibility for performing

that the COOP describes communications needs during the term ofhem. For example, the recovery plans should indicate who is re-
deployment to an alternate site. This description should include sponsible for obtaining repairs to, or replacement of, IPE.
AUTODIN, AUTOVON, and commercial telephone services that (2) A description of floor space and location requirements.
will be required. The review team should submit this part of the (3) Physical requirements of the facility where the IPE is to be
COORP to information management officials for their expert opinion located, such as partitions, raised flooring, and electrical power.
on its completeness and feasibility. (4) A description of IPE requirements.
p. Inventory suppliesThe review team should take a physical (5) A description of supply needs, such as tapes, discs, furniture,
inventory of supplies stored at the alternate site. The actual suppliesnd so on.
should match the official list in the COOP. Any differences should (6) Estimates for acquiring needed space and equipment from
be corrected immediately. If the review team is unable to conductengineers, vendors, and the procurement office.
the inventory, the COOP site’s information manager may be willing v. Test resultsThe results of the COOP test should contain a
to do it on behalf of the principal IPF. description of the test conducted, evaluation criteria used, test re-
g. Review procedures for supplies maintenartfiesure that the sults, and the corrective action(s) taken. It also should contain the
COOP describes policies and procedures to maintain supplies at theeview team members, their positions, organization represented, and
alternate site of operation. Supplies include printer paper, cardstheir area of expertise.
tapes, discs, forms, and other materials needed for processing. These
policies and procedures should include the following:
(1) A listing of items that should be maintained as backup
supplies.
(2) The quantity of each item that should be maintained.
(3) Individuals responsible for maintaining backup supplies.
(4) A review schedule to ensure that supply requirements are
changed to meet new or additional processing needs. The computer
operations manager should be able to determine if the supplies
maintained at the alternate site are adequate, based on the emer-
gency workload priority.
r. Review procedures for maintenance of backup matetais.
sure that the COOP clearly describes policies and procedures for
producing and maintaining backup copies of critical software and
documentation. The policies and procedures should include the
following:
(1) List of items for which a backup is required.
(2) Schedule for upgrading backup materials.
(3) Individuals responsible for maintaining backup materials.
(4) Location of on-—site storage for backup materials.
(5) Location of secure off-site storage for backup materials.
s. Inventory backup material§he review team should take a
physical inventory of backup materials stored on—site and the of-
f-site location. The off-site location and the designated alternate
site of operations should be the same, whenever possible. If the
review team is unable to go to the off-site storage location, the
information manager at that location may be willing to take the
inventory on behalf of the principal IPF. There should be a current
copy of every item designated as critical at both storage sites. Any
difference between the official listing in the COOP and the physical
backup materials should be corrected immediately.
t. Execute the COOR.oordinate with the review team and
COOP planning team to execute the COOP. In many cases, espe-
cially at large, complex sites, it may not be possible to test the
entire COOP all at once. The following steps provide for exercising
elements of the COOP separately.
(1) Run some jobs with on-site hardware, using all other re-
sources from the COOP site.
(2) Run some jobs on COOP site hardware.
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Glossary

CE DISC4
Civilian Enterprise Director of Information Systems for Com-

Section | mand, Control, Communications, and
Abbreviations Cl Computers
command information
AAFES DOD
Army and Air Force Exchange Service  CICA Department of Defense
Competition in Contracting Act
ADP DOIM
automatic data processing COB _ Director of Information Management
command operating budget
ADPE DP _
automatic data processing equipment ggEf ¢ Enai data processing
ief of Engineers
ADTA DPCA
Advance Deposit Trust Account COMSEC Dir_e_c_tor of Personnel and Community
communications security Activities
AlF
Army Industrial Fund CONUS DPE . .
continental United States data processing equipment
AIG
L DPI
address indicating grou Ccoop L .
g grotp Continuity of Operations Plan data processing installation
AMA
. . COR DSN
Autom M A ntin i
utomatic Message Accounting contracting officer's representative Defense Switching Network
ﬁpsnc Procurement Request CSA DTS-W ; ;
gency q Communications Service Authorization Defense Telephone Service, Washington
AQL , DA DVIAN
acceptable quality level Department of the Army DOD Visual Information Activity Number
ARNG DAVIS EA
Army National Guard Defense Automated Visual Informatidrconomic Analysis
ASIMS System EAC
Army Standard Information Managemeg Emergency Action Console
System Defense Communications Agency E_EAX
AUTODIN DCN Electronic Facsimile
automatic voice network Defense Communications Network E_Mail
AV DCO electronic mail
audiovisual dial central office EMP
AVSCOM DCS Electro Magnetic Pulse
U.S. Army Aviation Systems Command  pefense Communications System ESs
Cc2 DCSIM Electronic Switching System
command and control Deputy Chief of Staff for Informatiogpag
c31 Management finance and accounting office
command, control, communications, apg¢sops FAR
intelligence Deputy Chief of Staff for Operations Federal Acquisition Regulation
CAPR__ DDD FCC
capability request Direct Distance Dialing Federal Communications Commission
CATV _ o o DDN FIRMR
Community Activity Television Defense Data Network Federal Information Resource Management
Regulation
cBl o DECCO 9
computer based instructions Defense Commercial Communications OfficecOA
field operating agenc
CCWO DEEP p g agency
Commercial Communications Work Order Duplicate Emergency Files Program FOIA
Freedom of Information Act
CDOIM DFARS
Community Director of InformatiorDefense Federal Acquisition RegulatiG®OuO
Management Supplement For Official Use Only
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FX LCMIS NCR

Foreign Exchange Leased Communications Management InforNational Capitol Region

mation System
GAO NCS o
Government Accounting Office LRAMRP National Communications System

Long Range Army Materiel Requirement
GFE Plan NFIP , ,
Government furnished equipment National Foreign Intelligence Program

LRRDAP
GOCO Long Range Research and Development AQIC K Inf .
Government-owned, contractor-operated quisition Plan Network Information Center

NSA
GPCSC LSR . .
General Purpose Computer Support Centet-ocal Service Request National Security Agency
NTIA
GPO LTOP . S
. National Telecommunications and Informa-

Government Printing Office Lease to Ownership Plan tion Administration
GSA LwWoP _ OASD
General Services Administration Lease With Option to Purchase Office of the Assistant Secretary of Defense
high frequency major Army command operating characteristic
HQDA MARKS _ OCONUS
Headquarters, Department of the Army ~ Modern Army Recordkeeping System outside continental United States
IC MARS , 0&M
Information Center Mllltal’y Aﬁ|l|ate Rad|0 SyStem Operation and maintenance
IDA MICLO . __OMA
initial denial authority g/lfz?izgrgement Information Control Liaisa®peration and Maintenance, Army
IDS-MIS OMAR

Integrated Data Services—Management W-CO . i Operation and Maintenance, Army Reserve
formation System anagement Information Control Officer

OMCPP
MINIMIZE Official Mail Cost Control Program
Reduction of Telecommunication Traffic in

an Emergency

IMA
Information Mission Area

Other Procurement, Army
IMO

Inf ion M Ofii ML/CSA
nformation Management Officer Maximum Limit/Communication Servic&PM
Authorization Office of Personnel management
IMSC
Information Management Support Council oA OPX
P Memorandum of Agreement off premise extension
internet protocol MOD Plan OS.D
PE Modernization Plan Office, Secretary of Defense
information processing equipment MS OosID _ o
.. Mobilization Station Operations and Systems Integration Division
informationprocessing facility MSA EA Act
IRMP morale support activities rivacy Ac
PARR

Information Resource Management Programusc

: . Program Analysis Requirement Review
major subordinate command 9 y g

IRS

Information Requirement Study MSO ErBo?)erty Book Officer
Morale Support Officer

IS PBX

information system MTOE private branch exchange
modification tables of organization and

ISDN equipment PCO

Integrated Services Digital Network procurement contracting officer
NARA

ISSC National Archives and RecordpBCS

Information Service Support Centers Administration permanent change of station
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PCN SOP

product control numbers Standard Operating Procedure

PEO/PM SOow

Program Executive Officer/Project ManagerStatement of Work

PL STAMIS

Public Law Standard Army Management Informati
System

POM

program objective memorandum STARCs

PPBES

State Area Commands

Planning, Programming, Budgeting, and ExeTACS

cution System

PWS TCC
performance of work statement Telecommunications Center
RC TCO
Reserve Component Telephone Control Officer
RDTE TCP
research, development, test, and evaluationelecommunications protocol
RFS TOE
Request for Service tables of organizations and equipment
RHS TROSCOM
records holding area U.S. Army Troop Support Command
RO TSR
Reimbursable Order Telecommunications Service Request
ROTC UR
Reserve Officers’ Training Corps Unfinanced Requirements
RPPO URDB
Regional Printing Procurement Office User Requirement Data Base
RS USAISC
Requirement Statement
SA USAISEC
semi—active
Command
SDF
Standard Form USAISSC
SIC Center
system identification codes
USAPDC
SIMA U.S. Army Publication Distribution Center
Systems Integration and Management
Activity USAPPC
SJA Command
Staff Judge Advocate
USAR

SMDR
station message detail recording

SO
State operated

SOFA
Status of Forces Agreements

SOMS
Stated Operated Mobilization Stations

50

Terminal Access Controller System

USPS
United States Postal Service

VI
visual information

VIRIN
drisual Information Record Identification
Number

WATS
Wide Area Telephone Service

WWMCCS
Worldwide Military Command and Control
System

Section |
Terms

Activity

Department of the Army unit or organization
performing a specific function normally lo-
cated on an installation for information sys-
tem support. An activity has approval
authority to commit resources (personnel,
funds, material) to implement a validated ca-
pability requirement or other information sys-
tem project.

Automation

Conversion of a procedure, a process, or
equipment to automatic operation. When al-
lied to telecommunications facilities, automa-
tion may include the conversion to automatic
operations of the message processing at an
exchange or remote terminal.

Capability Request

A work order document used to identify a
deficiency or need to the DOIM. If the
DOIM cannot satisfy the CAPR within exist-

U.S. Army Information Systems Command g resources an RS is created and submitted

in the MOD Plan. If an approved MOD Plan
includes the deficiency then the number is

U.S. Army Information Systems Engineering,|uded in the ISPD.

Certification
The process by which the telephone bill is

U.S. Army Information Systems Softwaggnotated to be correct. The process is the

acknowledgment that all calls were approved
and official. Normally this is done by the
Telephone Control Officer.

Circuit usage
Total time a circuit is in use, measured in

U.S. Army Publications and Printinginutes for long—distance toll, in the 10th of

U.S. Army Reserve
USARCCO

hours for Wide Area Telecommunications
Service (WATS) for all hours contracted for,
and in additional message units in areas
where message rate service is utilized.

Commercial Communications Work order

United States Army Commercial Communi-(CCWO) DD Form 1367, used to accomplish

cations Office

USAREC
U.S. Army Recruiting Command

USDA
U.S. Department of Agriculture
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the modification, changing, or moving of any
leased telecommunications service in accord-
ance with the limitations specified by an
ML-CSA.

Common carrier
Any person, partnership, association,
joint—stock company, trust, governmental



body, or corporation engaged in the businessail stamps, meters, permits, and other mettrformation Management Officer (IMO)

of providing telecommunications services tamds requiring a statement of mailing. The information manager in an organization

the general public, and authorized or fran- whose primary responsibility is to develop

chised by the Federal Communications ComnPMATS and maintain the organization’s IRMP.

mission (FCC) or other appropriatehe Defense Metropolitan Area Telephone

governmental regulatory body. System. DMATS is a consolidation of tele-Information Management Support Council
phone services and facilities within a speci{IMSC)

Communications management monitoring fied geographical area, under a singlg installation implementation work group

Monitoring DOD dedicated and common usemanager, providing telephone servicesotganized under the direction of the DOIM.

telephone systems of the Defense CommunBOD customers for the transaction of officialThe group is comprised of host installation

cations System to determine the operation@overnment business. and tenant representatives used to plan and
efficiency and proper utilization of the sys- execute the management of the installation
tem. Telephone systems are subject to coreconomic analysis information resources.
munications management monitoring at Allsystematic approach to the problem of
times (DOD Dir 4640.1). choosing how to employ scarce resources anfiformation Mission Area (IMA)

, , an investigation of full implications ofhe resource requirements and associated in-
Common-User Information Services achieving a given objective in the most effi-formation management activities employed in
Official Army information services available cient manner. The determination of efﬂcienc)fhe deve|0pment use integration and man-
to all authorized customers. and effectiveness is implicit in the assessagement of information. The IMA includes

ment of the cost effectiveness of alternativ it i
Communications Service Authorization approaches 8l resources and activities employed in the
(CSA) . acquisition, development, collection, process-

ing, integration, transmission, dissemination,
distribution, use, retention, retrieval, mainte-
hance, access, disposal, and management of
fhformation. Information resources include
doctrine, policy, data, equipment, and appli-
Contracting Officer - . cations and related personnel, services, facili-
A person with the authority to enter imo’;atcilerggrenns]i;vilcc:tions system which provide%?s' anfdﬂ? rg:nlzaytlolr':/TAThe_lMA mc{u.dt_?_i all
administer, and/or terminate contracts the transmission of fixed images with aaree of ‘he Army s TWA environments. 1 he-
make related determination and findings. \iew 1o their reception in recorded formt;er/TactlcaI, Strategic, and Sustaining Base.

Correspondence distribution center wﬁ?teeémggiir:]glnuge tf)i’ﬁg‘g’r”ttsnn?n?esgpéihformation Service Support Center
Activity responsible for distributing, receiv- L %SC)
ing, opening, sorting, routing, delivering, and;n%ps,hgtt;a:;s,hsperatlon overlays, sketc ti—discipline operational activities provid-
picking up correspondence. P grapns. ing one—stop delivery of all types of informa-
tion services and products.

DD Form 428 prescribed for use in procuring=5csimile

leased communications services under gt process by which printed material o
terms of general agreements with cOMMORj|| pictures are transmitted and reproduce

carriers. at a receiving end.

Customer/user Foreign carrier ¢ hi iati

The requester and recipient of informatioﬁAr.‘y person, partnersnip, associati H§tallation

services. Joint=stock company, trust, governmen @nd and improvements permanently affixed
body, or corporation not subject to regulatio

reto that are under the control of the De-

Dedicated data transmission service by a United States governmental regulatorg:

Equipment and circuiry Specifically desig-b0dy and not doing business as a citzen §ETEN O 18 T SO0 oS By FHEY
nated to transmit and/or receive digital datdh€ United States, which provides telecom: % " " o L 0T s desianated as
The transmission path for this service may bEunications services outside the terr'toﬂgviﬁstallation property 9

a dedicated circuit, direct distance dl&pits of the United States. '

(DDD), or official commercial telephone. Foreign Exchange (FX) services Installation information services

Dedicated telecommunications A service connecting a customer/user to ghose Gpvernment—owned or —Ieasgd Serv-
Those telecommunications services or &iistant telephone exchange and providing tHgeS Provided by all types of information sys-

cuits used by one or more special users agquivalent of local service from that e ms and_fa(:||||t_|efs. Incl_uded are autolmatlon
thorized and used for specific purpos@®@nge. Rates are established by local tariffSUPPOrt, visual information support, telecom-

between predetermined and fixed locations munications support, integrated !nformation
(for example, point-to—point, data, command3eneral purpose (common-user) support, and printing and publication support

and control). The service may or may not bélecommunications activities.
switched. Official Army telecommunications services . .
available to all authorized users on a shardfjtégrated Services Digital Network
Defense Communications Systems (DCS) basis. (|SD_N) . ) )
Telecommunications provided under the An integrated digital network in which the
management control and operational directiofPovernmental regulatory body same digital switches and digital paths are
of the Defense Communications Agenéjie Federal Communications cOmmissi@ﬁpq to establish connf_sctlons for dl_fferent
(DCA). and statewide regulatory body, public utilityservices; for example, voice, data, or video.
commission, or any body with less than state- )
Digital switching wide jurisdiction when operating pursuant tgntermediate USAISC commander
A process in which connections are estalState authority. A USAISC commander who serves in a dual
lished by operations on digital signals with- status as commander of the USAISC contin-
out converting them to analog signals. Information Center (IC) gent supporting the MACOM and is the
Multi—discipline operational activities provid- DCSIM on the MACOM commander’s staff.
Direct accountability ing integrated information customer support
A system for paying actual postage castthe form of advice and assistance. Intru—Army Reimbursable Services Order
through the use of prepaid postage or official The DA Form 2544 used for placing orders
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for work or services to be performed on &fficial telephone calls creation, records maintenance and use, and

reimbursable basis (AR 37-108). Calls made for the transaction of officiecords disposition, in order to achieve ade-

Government business. quate and proper documentation of the poli-
Locally leased circuit cies and transactions of the Department of
A circuit leased from a civil communicationsOffice telephone monitoring the Army and effective and economical man-

agency. This circuit must originate and termilistening to or recording office telephodgement of Department of the Army
nate in the local civil telephone exchang&onversations by use of mechanical, acoustyperations.

service area. Local leased telecommunf@l, Or electronic devices or recording by

tions circuits do not extend beyond the instaMritten means, for the purpose of obtainingRecords management position

lation boundaries (20 miles or more). @ exact reproduction or a summary of th@ny position which requires 50 percent or
those special cases where this definition dogéibstance of the telephone conservation. more of the incumbent’s time to be spent in
not apply, HQ, USAISC will designate the execution of duties devoted to any ele-

long—haul/local services. Official mail . .. _ment, or combination of elements, of the
Matter belonging to or exclusively pertalnlngArmy Records Management Program

Management Information Control Liaison (@ the business of the U.S. Government
Officer (MICLO) A person assigned author-Mailed as penalty mail or on which the postpacqrqs series
ity by a principal staff agency of a commandd€ and fees have been prepaid with apprgjie nits or documents arranged according
or activity to: priated funds. to a filing system or kept together because
a. Coordinate information control matters they relate to a particular subject, or because
within thg s.taff agency. All telecommunications services used for thé’f some other relationship arising out of their
p. Assist in review of ADP products for conduct of official Government business. creation or use.
which the agency is the system proponent.
c. Provide technical assistance to the Manpermanent records Reproduction _ . _
agement Information Control Office (MICO). Any records determined by the Archivist ofA Proad term encompassing printing, dupli-

_ , the United States to have sufficient value t§ating, copying, and related processes, in-
Management Information Control Officer  \yarrant its preservation by the National Arcluding microform reproduction.

Official telecommunications service

(MICO) _ _ chives and Records Administration for the _
A person assigned authority to: life of the Republic. Request For Service (RFS)
a. Approve, disapprove, or review pro- A request for leased long—haul telecommuni-
posed management information requiremen®rinting cations services.
with an agency. Printing encompasses the process of compo-
b. Provide control symbols to needesition, platemaking, presswork, binding, andRequirement Statement (RS)
management information requirements withimicropublishing. The RS is the basic document to identify
an agency. information requirement initiatives in the
c. Review controlled management infolrinting plant Sustaining Base.

mation requirements and data products. Any plant producing printing that is owned
d. Provide the jurisdictional control ¢¥ operated wholly, or in part, by the Gov-Revalidation of services
management information requirements &fi@ment or at Government expense. This iActions involving the review and justification
data products. cludes all plants located on property ownedf existing services in terms of operational
or controlled by the Government. necessity and cost effectiveness.
Maximum Limit-Communication Service L
Authorization (ML—CSA) Publication , , Special purpose (dedicated)
A requirement type contract for leased comltéms of information that are printed or protelecommunications
munications services written on DD Foigifced, whether mechanically or electronicalyelecommunications services or circuits used
428 and containing clauses authorizing spdY: for distribution or dissemination usually 10y one or more special users and authorized
cific services, circuits, or equipment, W@hprec_ietermlned audience. Generally, they al ;
maximum price ceilings for the stated servdirectives, books pamphlets, posters, formgetermined and fixed locations (for example,
ices. The ML—CSA may also provide limited™anuals, brochures, magazines, and Newsfgsint_topoint, data, command and control)
authority to designated individuals to effecC"s produced in any media by or for thgy may or may not be switched.
) ) . o Army.
modifications in the service within the dollar
ceilings. Statistical sampling
IAn administrative certification that long dis-

mation registered in either temporary or pert_ance telephone calls are necessary in the in-

Record Information

National Capital Region (NCR) Narrative, graphics, data, and computer info

Includes the District of Columbiaganent form so it can be retrievelf €St of the Government, dete_rm_ined by
Montgomery and Prince Counties in Mary'reproduced or preserved. estimates of the percentages of similar toll
land; Arlington, Fairfax, Loudoun, and Prince ' calls in the past that were official calls. The
William Counties in Virginia; and the cities Records maintenance and use process provides reasonable assurance of ac-

and towns included within the outer boundaany activity involving creation and retrieval Curacy and freedom from abuse.

ries of those counties. The DTS-W providesf records of the Department of the Army or o
the Administrative telecommunications 4frage, retrieval, use, and handling of resupported activity

DOD in the NCR. cords kept at office file locations by or forAn Ol‘gan_ization,_activity, or unit !Ocated on

the Department of the Army, for the conduc®r Off an installation or supplantation belong-
Off-Premise Extension (OPX) and management of Army operations, mising to another command, and from which it
An extension telephone (or PBX station) losjons, and activities. is receiving specified types of supply or other
cated outside the boundaries of an installation services.

or property which is not continguous with theRecords management

location where the main station or PBX isThe planning, controlling, directing, or or-Supporting DOIM

located. ganizing, training, promoting, and other manThe DOIM is the installation information
agerial activities involved with recordsanager. As the installation DOIM he/she is
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assigned the responsibilities of the installanofficial telephone calls

tion staff officer responsible for information Unauthorized calls used for other than offi-

management. cial Government business in support of the
Army installation.

Telecommunications

Any transmission, emission, or reception ofser operated equipment and systems

signs, signals, writing, images, and sounds dfustomer operated equipment that is, or is

information of any nature by wire, radio, vis-Planned to be, connected directly or acousti-

ual, or other electromagnetic systems. cally coupled to any telecommunications net-
work or base communications system for the

Telecommunications Service Request purpose of transferring information in a non-

(TSR) —voice electronic mode. Examples include,

A valid, approved, and funded telecommuniPut are not limited to, word processors with
cations requirement submitted to DCA &fmmunicating capability, electronic mail
DCA activities. TSRs may not be issued extérminals, computer remote terminals, fac-

cept by specifically authorized TCOs. similes, intrusion detection systems, energy
monitoring systems, computers, and audiovis-

Telephone communications security ual conferencing equipment requiring tele-

monitoring communications support. Excluded from this

Listening to or recording the transmission off€finition are cable TV (CATV) and nontac-
official defense information over DA—dfcal radios.

DOD-owned or-leased telephone communi
cations, by any means, for the purpose q
determining whether such information is be
ing properly protected in the interest of na
tional security (AR 380-53).

alidation of telecommunication
equirements

Actions involving evaluation and acceptance
of the operational necessity of a requirement
at the various command levels. Validation
does not constitute approval of the require-

Zele_cgm_rgunllc_atlohns coordln_atorDo|M h ments and will be used as a basis for com-
n individual in the supporting Who iment of resources.

has been appointed, in writing, by the 7th

Signal Command Office of Acquisition, for vgrification

the purpose of issuing Commercial CommuThe process by which the local telephone toll
nications Work Orders (CCWO), DD Formyj|| or other charges are checked against the
1367, against an ML-CSA. list of authorized toll calls or charges. Thus,

) all charges are “ verified” as being correct
Telephone Control Officer (TCO) and payable.

An individual appointed by the installation
commander responsible for management andisual Information (VI)
implementation of the installation telephoneUse of one or more of the various visual

system usage control program. media with or without sound. Generally
speaking, VA includes still photography, mo-
Tenant activity tion picture photography, video or audio

An organization, activity, or unit located atrecording, graphics arts, visual aids, models,
an installation or supplantation belonging talisplays, visual presentation services, and the
another command, and from which it is reprocesses that support them.

ceiving Specified types of installation infor-

mation services. WATS _
The acronym of Wide Area Telephone Serv-
Toll calls ice. WATS is a form of “bulk rate” long—dis-

Army long distance calls where the Governtance telephone service, designed for
ment is charged cost and is billed by a corfustomers/users who place or receive large
mercial carrier or exchange company baseelumes of long-distance calls within
on call characteristics; that is, time a

distance. .

Section Il
U.S. Army Commercial Communications SPecial Abbreviations and Terms
Office (USARCCO) This section contains no entries.

A field operating activity under the command
of the CG, USAISC, that provides centralized
management of the Army’s worldwide leased
Government-owned, long—haul telecommuni-
cations program; serves as the Army inter-
face with the Defense Communications
Agency (DCA), Defense Commercial Com-
munications Office (DECCO), and General
Services Administration (GSA) on telecom-
munications certification office related
matters.
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Index

Privacy act, 6-1

This index is organized alphabetically Pyblishing and printing

topic and subtopic within topic. Topics and

subtopics are identified by paragraph number.

Automation
General, 4-1
Information processing facility (IPF), 4-1
Information processing procedures, 4-2
Information processing services, 4-3
Requesting services, 4-4
Single point of contact, 4—4

Acquisition of information systems, serv-
ices, and equipment
Equipment and services, 9-4, 9-5, 9-

9-7, 9-8

General, 9-1
Life cycle management, 9-1
Procedures, 9-3
Requirements, 9-2

Audit trails, 9-2

Billing and accounting, information serv-
ices/systems
Adjustments, 10-14
Allocation of funds, 10-2
Audits, 10-4
Billing class B users, 10-16
Bills, 10-11, 10-15
Certification, 10-13
Direct customer payment, 10-10

Administrative publications, 7-7
Copier management, 7-5
Distribution management, 7-6
Field printing plant, 7-3
Forms management, 7-4
General, 7-1

Periodicals, 7-8

Printing control, 7-3

Printing, duplication, and copying, 7-9

Publication control, 7-2
Self service copying, 7-9

6Stockroom management, 7—6
Records management

Freedom of information act, 6-1
General, 6-1
Records management program, 6-2

Telecommunications

DA Form 3938, 3-4

DDN, 3-15

Frequency, 3-10

Management, 3-5

Information systems directory, 3—6
MARS, 3- 12

Net operations, 3-11

Radio systems, 3-9

Record communication, 3-14
Request for, 3-4

Director of information managementTelephone service, 3-3

(DOIM), 1-6
DOIM infrastructure, 1-6
General, 10-1
GOCO facilities, 10-8
Payments, 10-6
Rates, 10-17
Taxes, 10-3
Tariffs, 10-5
Verification, 10-12

Capability requirement (CAPR), 9-2

Emergency and contingency information
systems and services
Contingency services, 8-3
Emergency actions, 8-2
Emergency services, 8-4
Mobilization services, 8-5
Prioritization, 8—6
Support, 8-7

Information managers, 1-6
Information requirement study (IRS), 9-1
Information services, provisions of, 1-7
Information systems/services economy and
discipline
General, 11-1
IMSC, 11-3
LCMIS, 11-5
Procedures, 11-2,
Revalidation, 11-4
Integrated services
Information Centers, 2-2
IC mission, 2-2
IC services, 2-3

Need analysis, 2—4

Maintenance of information systems and
equipment, 9-10
MARKS, 6-1

54

Visual information

Manager, 5-1

Products and services, 5-2
Reports, 5-3

Request for, 5-2

Vital records, 6-2
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